FreeBS

e CmeHa shell Ha zsh

e YNpaBJieHMe NoJib30BaTeNnAMU

e Me)ceTeBble 3KpaHbl

o Ipfw



CMmeHa shell Ha zsh

YCTaHOBKA NMakKeToB

sudo pkg install zsh ohmyzsh zsh-antigen zsh-autosuggestions zsh-completions zsh-navigation-tools zsh-syntax-

highlighting

KonnpoBaHue wabnoHa KoHpurypaumm ohmyzsh
B JIOKAJIbHbIN Npodusib

sudo cp /usr/local/share/ohmyzsh/templates/zshrc.zsh-template ~/.zshrc

Bknto4yaeM aBTOMaTUN4YeCcKoe OonojJHeHune

B KOHUrypaunoHHbIn hann ~/.zshrc gobaBnsiemM source /usr/local/share/zsh-
autosuggestions/zsh-autosuggestions.zsh

MeHsaeM shell none3oBaTend

sudo chsh -s zsh <user name>



YnpaBieHune
MNoJsib30BaTeNnsaMU

BbiBOO CNUCKa rpynn
MNoNb30oBaTe s

id <user_name>

BbiBOO CNMNCKa NOJNb30BaTeNnen
rpynnbl

pw group show <group_name>

[1lobaBnieHne Nosb30BaTesNIs B
rpynny

pw usera dd <user _name> -G <group_name>

[lobaBnieHne Nosb30BaTesIs B
rpyrny c cCoxpaHeHnem 4YJeHCTBa B



npyrinx

pg group mod <group_name> -m <user_name01>,<user_name02>

[lobaBnieHne Nosb30BaTesIs B
rpynny Cc 3aMeHOoW
CYyLUEeCcTBYOLWEero 4YJeHcTBa

pw usermod <user_name> -G <group_name0l>,<group_name02>

CnnMcokK ncnoJib3yemablx
NCTOYHUNKOB

e FreeBSD add a user to group



https://www.cyberciti.biz/faq/freebsd-add-a-user-to-group/

Me)xceTeBble 3KPaHbl



MeXxceTeBble 3KpaHbl

Korpa-To faBHO Mbl HacTpauBanu aepson B Linux ¢ nomoLbto iptables. Mpn
3TOM OTMeYasoCb, 4TO YTUANTY iptables 1 HaxoXXy UCKAYNTENbHO HeyaobHOoM Mo
cpaBHeHUo ¢ FreeBSD'wHbIM ipfw. CerogHs Mbl HaKOHEL,-TO NO3HAaKOMUMCS C
3TuM ipfw 1 NnocTapaemcsa OTBETUTb Ha BOMNPOC, AENCTBUTENbHO 1N OH yOobHee.
OTmMevy, 4TO Ha MOMEHT HanncaHusa 3TUX CTPok FreeBSD npepnaraeT ax Tpu
daepsona Ha Bbibop — ipfw, pf n ipf. OAHakKo No MonM nNpeacTaBNEHUAM N3 HUX
ipfw ncnonb3yeTcs Yaule BCero.

OnucaHHblE B 3TOM NOCTe AeNCcTBUSA Oblin npoBepeHbl MHOM Ha FreeBSD 10.3, HO
no naee He AOJIXKHbI HAYEeM OTNInYaTbLCA B Apyrux sepcunax FreeBSD.

NTak, nepBoe, 4TO TpebyeTcs BbINOJHUTL NPU HAaCTponke ipfw — 3To KoMaHAay:

sudo kenv net.inet.ip.fw.default_to_accept=1

Mo ymonyaHwuto ipfw 3anpellaeT nepenayvyy BoobLle Bcex nakeTos. Ecnm Bbl cuante

Tenepb BKJOYaeM ipfw:

sudo kldload ipfw

Mpwn 3TOM B /var/log/messages Mbl 40/KHbI YBUOETb YTO-TO BpoAe:

ipfw2 (+ipv6) initialized, divert loadable, nat loadable,

default to accept, logging disabled

Kak BuauTe, ipfw npeacrtasnseT cobon obbi4HbLIN MOAY b A4Pa.

JaBanTe NOCMOTPUM Ha TEKYLLUW CMNNCOK NpaBuI:

sudo ipfw list

LOJSIKHbI YBUOETb:

65535 allow ip from any to any



anBe,D,eHHbIIZ CUHTAKCUC O0BOJIbHO O4YEBUAHbIN — HOMep npaBwuna, pe3pewnTb / =

Tak>xe MOXKHO NOCMOTPETb BPEMS, KOrAa NpaBusio nocaeaHuin pas cpabaTbiBano:

sudo ipfw -t list

HaBanTe nonpobyem 0ob6aBUTb Mapoyky nNpasua. Hanpumep, 3anpeTmm NUHI:

# dhnar -q BbIMOAHSAET KOMaHAy B "Tuxom" pexxume, 6e3 BbiBOAa
sudo ipfw -q add 00100 deny icmp from any to any

sudo ipfw list

Kak sugure, YKa3blBad HOMepP lMpaBwnJia, Mbl 3HaeM TOYHO, Ha KaKyl MOo3nuymo OHO

MonblITaemMcs 4TO-HUOYAb NMUHIFAHYTb U y6eamnmcs, 4To NUHIM 6onblue He XoasT.
Tenepb, KOrga Mbl 0CO3HaIM CBOIO OLLINOKY, yaanseM npaBusio:;

sudo ipfw -q delete 00100

3aMeTbTe, 4TOo IhW Mo3BOJ1AE€T CO34aBaTb MHOXeCTBO MpaswuJi C OoNMHaKOBbIMU HOT

sudo ipfw -q -f flush

Mepen TeM, Kak peasibHO A06aBnATb NpaBUIO, HE NULIHNM BbiBaeT cobpaTb CTaTw

sudo ipfw -g add 00100 count udp from me to any out via emO0

sudo ipfw -g add 00200 count udp from any to me in via em0

Kak BuauTe, TyT JEMOHCTPUPYETCS He TOJNIbKO HOBOe AeNcTBue (count), HO K pacL
rMpoAo/IXKaT MPUMEHSATLCS.

Tenepb NOCMOTPUM KOJINYECTBO NAKETOB C UX CYMMapHbIM pa3mepoM B barTax,
COOTBETCTBYIOLLMX NpaBUY:

sudo ipfw -a list
# nnn:

sudo ipfw show

CYHeTUYNKN MOXKHO npn >XeJlaHnn 06HyJ'II/ITb TakK:

# NN9 KOHKPETHOro npasunsia

sudo ipfw zero 00200

# ONa BCex npasun



sudo ipfw zero

B npasuiax MO>XXHO NCIMOJIb30BaTb HE TOJIbKO CJIOBa me N any
, HO N YKa3blBaTb KOHKpPeTHbIe XOCTbl W1 nNogceTu:

sudo ipfw -q add 00100 deny tcp from any to 192.168.0.1
sudo ipfw -q add 00200 deny tcp from any to 192.168.0.1/24

Tak>Xe MOXXHO YKa3blBaTb NMOPTbI NWJIN ONala30HbI NMOPTOB:

sudo ipfw -gq add 00100 deny tcp from any to 192.168.0.1/24 80
sudo ipfw -q add 00200 deny tcp from any to 192.168.0.1/24 1-1024

Momnmo cbopa CTaTUCTUKK O cpabaTbiBaHUN NPaBUJI, X TaKXXe MOXXHO NormposaT

sudo ipfw enable verbose

MNpumep nobaBreHUs Normpyembix NpaBu:

sudo ipfw -q add 00200 deny log \
tcp from any to 212.193.240.1/24 80

sudo ipfw -q add 00200 deny log logamount 3\
tcp from any to 212.193.240.1/24 80

Ecnin Tenepb HECKOJIbKO pa3 NonbiTaTbCA NPUTENIHETUTLCA K XOCTY U3 UCMNOJb3yeN

ipfw: 200 Deny TCP 10.0.2.15:41738 212.193.240.242:80 out via em0
ipfw: 200 Deny TCP 10.0.2.15:43564 212.193.240.242:80 out via em0
ipfw: 200 Deny TCP 10.0.2.15:55804 212.193.240.242:80 out via em0
ipfw: limit 3 reached on entry 200

JlornpoBaHue MOXXHO rnobasibHO BKJIOYATb U BbIKJOYaTb TakKUM o6pa30M:

sudo sysctl net.inet.ip.fw.verbose=1

sudo sysctl net.inet.ip.fw.verbose=0

Ecnn B npaBuie He yka3biBaeTcs logamount, nCnonb3yeTcsa cieaytollee 3Ha4YeHme

sudo sysctl net.inet.ip.fw.verbose_limit=5

3Ha4deHue no YMOJIHaHWNIO PaBHO HYJIIO, HTO O3HA4Ya€T OTCYTCTBUE OFpaHI/I‘-IeHI/II7I.

CHbpoCUTb CHETHYUKM JIOFTMPOBAHMSA MOXKHO TakK:



sudo ipfw resetlog

[na coxpaHeHMs NpaBua Npu Nepesarpy3ke CUCcTeMbl co3gaaum dann /etc/ipfw.rules cnepytouwero
cogepxaHus:

#!/bin/sh
fwcmd="ipfw -q add"
ipfw -q -f flush

$fwcmd 00100 deny log tcp from any to 1.2.3.0/24
$fwcmd 00200 deny log tcp from any to 4.5.6.0/24
$fwcmd 65000 allow ip from any to any

Ba>xHo!

Ecnm xoTnTte NogkIo4YnTbLCA K MallMHE nocsie nepesarpysku, obssatenbHo aobast
net.inet.ip.fw.default_to accept

. OgHako nocne pebyTa BepHeTCA noBegeHne aepsosia No YMOJHaHWUIO, MPU KOTO

3aMeTbTe, Y4TO TOJIbKO 4YTO Mbl HanNMcanm 0bbIKHOBEHHbIN LWessT CKPUNT.
CnepoBaTeslbHO, B HEM MOXXHO MUCMNOJIb30BaTb COKPaLLEeHUA MMeH KoMaH[g, Kak
NMPOLEMOHCTPMPOBAHO BbilLE, @ TakKXXe YyCJIOBHble ornepaTopsbl, npouenypbl 1 BOT
3TO Bce. [lpoBepsaeM CKpUNT:

sudo sh /etc/ipfw.rules

sudo ipfw list

Ecnn Bce OK, B /etc/rc.conf nonucbiBaem:

firewall_enable="YES"
firewall_script="/etc/ipfw.rules"

firewall_logging="YES"

Ecnn pewnanm BKJIKYNUTb J1IOrMpoBaHMe, y6€,EI,I/ITer, 4TO Bbl He 3abblIM gonucaTb B

net.inet.ip.fw.verbose_limit=5

[MpoBepsem:

sudo kldunload ipfw
sudo service ipfw start

sudo ipfw list



Ecnun Bce 6b110 cAenaHo NpaBuibHO, A0/IXKAHbI YBUAETh Halluwy npasuna. Kpome 1o

OTO BCE, O YEM S XOTEeJs1 paccka3aTb. [loapobHOCTN Bbl HanaeTe B man 8 ipfw. MaHbI
Bo FreeBSD, Kak Bcerga, kKflaccHble. B 4YaCTHOCTK, U3 MaHa Bbl Y3HaeTe Npo Takune
3/1eMeHTbl CUHTaKcuca npasun ipfw, octaBwmnecsa 3a paMmkamm nocTa, Kak skipto,
tag / untag n gpyrue.

HenpaBaa nu, cnHTakcuc B ipfw Kyaa 6bonee Yyntaembin, HEM BOT 3TU BCE -A, -p, -,
--sport U -m multiport B iptables?

CnNnCoK ncnosb3yembix
MCTOYHUNKOB

e HacTpanBaem paepBon Bo FreeBSD npu nomowim ipfw



https://eax.me/freebsd-ipfw/

