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Systemd service

B sTOl cTaTbe Mbl MoapobHee MOCMOTPUM Ha OHUTLI SystemD c Tunom Service. Pazbepém
rnapameTpbl U3 IOHUTa ssh.service 1 He ToJ/bKO.

?7?7?7?7? SystemD ?7?7?7? service

B SystemD Bce cepBUCblI KOTOPbIE MOXHO 3amnyckKaTb WX OCTaHaB/MBaTb OMNUCLIBAlOTCS B
CreuvasbHbIX IOHUTaxX service. 9TO 3HA4YMT, YTO B TAKUX IOHUTaX OMUCbIBAETCHA BCSA MHDOpMaLums,
KOTOpas MOMOXKET 3anyCTUTb CePBUC (CyXOy).

HaBepHO 1OHUTbLI SystemD cnepoBano n3y4yaTb NocCse U3y4eHUs npoueccos. 1 ckopee Bcero B
Oyayuwem s NoOMEeHs0 04epéAHOCTb B OrnasseHnn. Ho cenyac s noctapascsa onucaTb Cyxbbl
(toHMTBI TMNa service) ¢ MUHUMaIbHbIM 06 bACHEHNEM MPOLECCOB.

Kak BaM N3BECTHO, IOHUTblI — 3TO 0bbl4HbIE (hannbl. B lOHMTax Tuna service onucbiBaeTcs cnocob
3anycka ncnosiHaeMbix annos (BMHapHbIX UK CKPUNTOB).

B SystemD ecTb cneunanbHasa yTuanTa, KOTOpas Mo3BosisieT ynpaeaaTh cayxbamm — systemctl.
BoT HekoTopble eé NoAKOMaHAbI:

o systemctl start <unit.service> — 3anyck cnyx6ebl. NMpn 3TOM NPOoUCXOANT Kakaa-ToO
noAroToBKa M 3anyCK OOHOM0 UKW HECKOJIbKUX NCNOJIHAEMbIX (hannioB. A Korga
3anyCcKalTCA UCNosIHAEeMble (halibl, TO B CUCTEeMe CTapTYIOT COOTBETCTBYOLNE
npouecchl. I3 3Toro cnegyeT, 4TO Nocse 3anycka cny>xbbl B cncteMme 3anycTuTcs o4uH
N HECKOJIbKO MPOoLEeCcCoB, KOTopble byayT paboTaTk B ogHOM cnyxbe.

e systemctl stop <unit.service> — ocTaHoBKa C/yxbbl. 3Ta KOMaHAa AOJIXKHA
OCTaHOBUTbL CAy>X0y. Mpn 3TOM AO/IKHbI OCTAaHOBUTbLCH BCE CBA3aHHbIe CO Cay>bown
npouecchl. XoTA npouecchl He 06513aTeNIbHO AOJIKHbI 3aBEPLUNTBLCS, 3TO 3aBUCUT OT TOrO,
YTO HaMMCaHOo B IOHUTE.

o systemctl status <unit.service> — ctaTyc cny>x6bl. C MOMOLLbIO 3TON KOMaHAbI
MOXXHO Yy3HaTb CTaTyC CNy>KObl. A UMEHHO 3anyuleHa M OHa WK HeT, Kakne B Heé
paboTaloT NpPoLECChl U KAaKOM U3 HUX FNaBHbIN Npouecc. A TakXXe MOXXHO NMOCMOTpeTb
nocnegHne noru cnyxooi.

e systemctl reload <unit.service> — nepeynTbiBaHNe KOHpUrypaunn. 9Ta KoMaHaa
3acTaBuT paboTatoLme npouecchl nepevynTaTb CBOM KOHPUrM. XOTA Ha CaMOM ferie, oHa
BbIMOJIHUT TO, 4TO HaMNMCaHo B IOHUTE.

o systemctl restart <unit.service> — nepesanyck cny>b6bl. To eCTb OCTaHOBKa 1
nocnepyioulee BKIOYEHNE CNy>KObI.

e systemctl enable <unit.service> — Bk/to4eHMe aBTO3anyckKa. OTa KOMaHA4a BKJ/OYaeT
aBToO3anyck ans cny>bbl, a BOT korga 6yaet cpabaTbiBaTb aBTO3anyck, 3aBUCUT OT
HanMCaHHOI O B IOHUTE.



e systemctl disable <unit.service> — Bbik/l04eHNEe aBTO3anycka. A 3Ta KOMaHAa
BbIKJIlOYaeT aBTO3anycK y ciyx6bbl.

e systemctl cat <unit.service> — BbIBOJ conepxumoro gansa toHuUTa. To ecTb genaert
TOXe camMoe, 4To N KOMaHAa cat /myTb/unit.service.

MHe Ka)keTcs nydlle BCero nlyyaTb HanncaHme toHUTOB C MOMOLLbIO MPOCMOTpPa yXXe
MOArOTOBJIEHHbIX IOHUTOB. [laBaTe MOCMOTPMM Ha OAWH Takon OHNT — ssh.service.

?77?7? SystemD — ssh.service
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IOnsa Havana c noMmouwbio koMaHabl systemctl status ssh nocMmoTpum cTaTyc aTON CNyX6bI:

alex@deb:~$ sudo systemctl status ssh

® ssh.service - 0OpenBSD Secure Shell server

Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-07-21 13:59:59 MSK; 5min ago

Docs: man:sshd(8)

man:sshd config(5)

Process: 10614 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCCESS)
Main PID: 10615 (sshd)

Tasks: 1 (limit: 2340)

Memory: 1.1M

CPU: 76ms

CGroup: /system.slice/ssh.service

L-10615 sshd: /usr/sbin/sshd -D [listener] 0 of 10-100 startups

B 5TOM BbiBOZlE MOXHO yBUAeTh hann toHnTa — /lib/systemd/system/ssh.service. Tak>xe BUAHO
4YTO BKJIIOYEHA aBTO3arpyska cny>xbel — enabled. N hpasa vendor preset: enabled — o3HavaeT
4yTO CcNy>kba MOCTaBNAETCS CO BKJIOYEHHOM aBTO3arpyskon. Apyrumm cnosamm, Nnpu yCcTaHOBKe
nakeTa ssh, cpa3sy BKJKOYNTCA aBTO3aMyCK 3TOW CNyX6bl.

PP000007070 007077

[laBaTe Tenepb MNOCMOTPUM Ha COAEPXKMUMOE OHUTA. DTO MOXKHO CAeslaTb C MOMOLLbIO ABYX
pPa3HbIX KOMaHA:



alex@s-deb:~$ cat /lib/systemd/system/ssh.service

*%% JTOT BHIBOA S NPOMyuWy, TakK Kak OH aHanorMyeH BbIBOAY ClEfYWen KOMaHOpl ***

alex@s-deb:~$ systemctl cat ssh.service

# /lib/systemd/system/ssh.service

[Unit]

Description=0penBSD Secure Shell server
Documentation=man:sshd(8) man:sshd config(5)
After=network.target auditd.service

ConditionPathExists=!/etc/ssh/sshd not to be run

[Service]
EnvironmentFile=-/etc/default/ssh
ExecStartPre=/usr/sbin/sshd -t
ExecStart=/usr/sbin/sshd -D $SSHD OPTS
ExecReload=/usr/sbin/sshd -t
ExecReload=/bin/kill -HUP $MAINPID
KillMode=process
Restart=on-failure
RestartPreventExitStatus=255
Type=notify

RuntimeDirectory=sshd

RuntimeDirectoryMode=0755

[Install]
WantedBy=multi-user.target

Alias=sshd.service

30ecb Mbl BUAUM 3 6710Ka:

e [Unit] — 30ecb MOXKHO OnNuUcaTb OHUT, U YKa3aTb OrpaHNYeHns Ha ero 3anyck;

e [Service] — ciona pobasnsgeTca MHHOPMaLMs, KOTOPas NCNOSb3yeTCs AN 3anycka,
paboTbl U OCTAHOBKMK CNYXXObI;

e [Install] — B 3TOoM 6710Ke ONMCLIBAOTCHA AOMONMHUTENIbHbIE YCN0BUSA ANS 3anyCcKa Uan
aBTO3anycKa cnyxbsbl.

22772 [Unit]

MapameTpbl:



e Description — onuncaHune OHNTA;

e Documentation — NCTOYHUKN OOKYMEHTaLNN;

o After — 3anyckaTb IOHUT NOC/E 3anyCcKa NnepeyvnciieHHbIX OHUTOB, MPY 3TOM He
TpebyeTcsa 4ToObl 3TU IOHUTLI BbINK 3anyLWeHbl, 3TOT NapaMeTp BAUAET TONbKO Ha
04epéaHOCTb;

e Requires — B HalleM npvMepe HeT 3TON OMUUK, HO MPO HEE CcrieayeT 3HaTb. DTa onuus
TpebyeT 4T0b6bLI NEepeYncsieHHbIe OHUTLI paboTanu. Ecnam oHn He ByayT paboTaTb, TO U
HaLl IOHUT He 3anyCcTuTCS;

e ConditionPathExists — 3Ta onunsa nposepseT HaIN4YMA yKaszaHHOro anna.
BocknunuaTenbHbI 3HaK nepen MMeHeM haria 03HavyaeT, YTO IOHUT 3anyCTUTCA TOJIbKO B
TOM C/lyYae, ecnm 3Toro parnna B cmcteme HeT. lNonyvaeTcs 4Tobbl 3anpeTuTb 3anyckK
cnyx6bl ssh focTaTto4yHo co3paTh ann /etc/ssh/sshd_not_to_be run.

?7?7?? [Service]

MapameTpbl:

e EnvironmentFile — nepemeHHblie okpy>xeHna onsa cnyxbel n eé npoueccos byayT
OpaTbCa 13 yKasaHHoro ganna. MmuHyc nepep hansiom (Kak B HalleMm cnyyae -
/etc/default/ssh) o3HavyaeT 4TO harn MOXKET OTCYTCTBOBATb M 3TO HE MPUBEAET K
owmnbke npum 3anycke cayxbbl. 3TO MOXKHO NUCMONb30BaTb Kak (hana C A4OMNOJIHUTENbHbIMU
HaCTpoOMKaMu.

ExecStartPre — 31ecb yKa3blBaeTCa JONONHUTENIbHAA KOMaHOa, KoTopas BbIMOJHAETCS
nepen 3anyckoM ciy>K0bl. 9TO MOXKHO MCMOJIb30BaTb, HaNpuMep As15 NoAroTOBKMU
OKpY>XXeHunsa nepen 3anyCckoMm.

ExecStart — KkomaHaa, KoTopada 3anyckaeT cyX0y. IMEHHO B 3TOM NapaMeTpe HY>KHO
yKa3aTb rNaBHbIA NCMOSHAEMbIA hainn (YTUANTY UK CKPUMT), pagn KOTOPOro Mbl
co3faém cnyxxoy.

ExecReload — 30ech HY>KHO yKa3aTb KOTOpas BbIMOJHUTCS NMpu BbinosHeHUn systemctl

reload <unit.service>. A ecin yTunuTa He yMeeT NepeynTbiBaTb CBOK KOHUIYypaLuuio,

6e3 nepesarpysku, ToO MOXXHO ONYCTUTb 3TOT napameTp. NapameTpos ExecStartPre,

ExecStart, ExecReload mo)xeT 6bITb HECKOIbKO, €C/IN HY>KHO BbIMNOJIHUTb HECKOJIbKO

KOMaHz.

KillMode — yka3biBaeT, Kak npouecchl cnyxbbl 4O/KHbI 3aBepllaThcs. CyuwecTByeT

HECKOJIbKO BapaHTOB:

o control-group — curHan octaHoBKK BygeT nocnaH BCeM npoueccam cnyxbsbl;

o mixed — nepBbIN CUrHaa OCTaHOBKKW ByaeT nocsaH riaBHOMY MpoLLeccy, a BTOpon
BCEM OCTaJIbHbIM npoLeccam;

o process — CUrHajs oCTaHOBKW ByaeT nocsiaH TONbKO r1aBHOMY npoueccy, Bce
OCTaJibHblE MPOLECCHI (€CIN OHW eCTb) OCTaHyTCA paboTaTs;

o none — HMKOMY He ByaeT oTnpaBsieH CMrHaA OCTaHOBKM, Cny>xba byneTt
BbIKJIlO4EHa, HO BCe MpoLuecchl npofo/»kaT paboTaTb (HAaCTOATENBHO He

pekoMeHayeTcs);
o Restart — B 5TOM napameTpe MOXXHO yKa3aTb, B KaKuUX C/y4asaXx HY>XHO rnepesarpyxaTb
cnyxoy:

o on-failure — npwn ownbke;



o OoNn-success — rnpu ycrnexe (Npm KOPPEKTHOM 3aBepLUEHUN CIyXKDObl);

o N0 — HUKorga (Mo ymoa4aHumio);

o always — Bcerga, To eCTb ec/im Balla c/y>kba No KakMM-TO MPUYMHaM
OCTaHaB/IMBAETCH KOPPEKTHO, TO 3TOT NapameTp eé nepe3anyCcTut. Ho 3To He
cpaboTaeT, ecsn Bbl BbiNosiHUTe (systemctl stop <unit.service>).

e RestartPreventExitStatus — ecnun cnyxba BbIIETUT C YKa3aHHbIM KOOOM 3aBepLUeHNS
(B HawemM cny4vae 255), To oHa 6osblue He Nepe3anyckaeTcs, AaXke eC/M yCTaHOBNEH
Restart=on-failure. lpo KoAbl 3aBepLIEHNS A HanNULy NO3Xe.

e Type — TuMn IOHUTaA — 04YeHb Ba)KHbI NapamMeTp. OTBeYaeT 3a cnocob 3anycka ciyx6bl 1
eé npoueccos. bbiBaloT cnepyowme TUMbI:

o simple nnn exec — OHM NCNONbL3YIOTCSA ANS 3anyCKa NMPOorpamMMbl Kak ciy>Xbbl. 3ToOT
TWUMN CTOUT UCMO/Ib30BaTh, KOrA4a 3anyckaeMasa nporpamMMa He ymeeT caMa
3anyckaTbCs B (DOHOBOM pexxume. To eCTb 3anyCKaeTcsa Ha NepefHeM niaHe.
MNMpepBaTb BbINOJIHEHME TAaKOW NPOrpaMMbl MOXXHO C MOMOLLbIO KOMBMHaLMK KNaBuL
Ctrl+C. lNpun 53ToM simple oTpabaTbiBaeT 6bICTpee, HO He CEeANT 3a 3aMyCKOM
ncnonHsemoro ¢annia, ykasaHHoro B ExecStart. A exec goxugaeTca 3anycka
NCNONHUMOro hanna, u TOSIbKO nocne 3Toro cnyxba cuntaeTcs 3anyLeHHON.
>KenatenbHO ncnosb3oBaTb exec BMecTo simple, Tak Kak B simple cnyxba moxeTt
OKa3aTbCs yCMNeLwHo 3anyLWweHHOoN, AaXke eC/In NCNOJIHUMbIA (halrni He CMOor
3anyCcTUTCS;

o forking — 3TOT Tun cnegyeT UCNOJIb30BaTb €C/IN 3anyCKaeMoe NpuioXXeHne ymeeTt
CaMo 3anyckaTbCs B (DOHOBOM pexxume. MOXKHO MCMOb30BaTb 3TOT TUM, €C/N Bbl
3arnycKaeTe C MOMOLLbIO CKPUNTa HECKOJIbKO MPOLLECCOB, KOTOPbLIE YMEIOT
3anyckaTbcs B poHe. To ecTb B ExecStart ykasaH ckpunT, a B CKpUnTe
3anyckalTcsa )OHOBbIE NMpouecchl. B 3ToM ciiydyae cam CKpUNT BbIMOJHUTCA U
3aBepwmnTCs, a cnyxba byneTt ynpaBnaTb 3anyLweHHbIMU (DOHOBbLIMU NpoLeccamu;

o oneshot — ecnn nogpasymeBaeTCs pa30BbIA 3aNyCK yTUINTbI UK CKpUNTa, TO
nogompet 3ToT Tun. Cny>xba Takoro Tuna HUKorga He byaeT 3anyLweHHON. Bol
3anyckaeTe cnyX0y, CKpMNT BbINOJIHAETCA U cy>kba ocTaHaBinBaeTCs;

o dbus — ecnu cnyxba ncnonbsyet coegnHeHne D-Bus, TO MOXXHO UCMONbL30BaTh
3TOT TUn cnyx6bbl. Korga cnyxba 3anycTmuTcsa, TO MOAYyYMT UMA Ha winHe D-Bus.
Ecnm 310 nma ocsoboaunTcs, To cnyxkba byneTt cymTaTbhCA HEMCNPABHOW U BCe
npouecchl cnybbl Ha4YHYT 3aBepliaTca. MNMpo D-Bus Tak>xe bygeT HanncaHa
oTAesIbHas CTaTbs;

o notify — noBegeHne noxo)xe Ha exec, HO JOMNOJIHUTESIbHO OXXMAAeTCA, 4To cayxba
OTNPaBUT CUrHAN FOTOBHOCTW NOC/E€ CBOEro 3anycka;

o idle — cucrtema oTNOXKUT BbINOJIHEHNE ABOUYHOIO hanna cny>K0bl O OKOHYaHUSA
3amnycka oCTaJibHbIX (bosiee CpoYHbIX) 3a4a4, MaKCMMYM Ha 5 cekyHAa. B ocTasnbHOM
nosefeHmne aHasornyHo simple.

o RuntimeDirectory — nocne 3anycka cny>xbbl 6yneT co3naHa ykasaHHasa anpektopus. B
HaweM cny4vyae — /run/sshd/;

e RuntimeDirectoryMode — gupekTopus bygeT cozgaHa C yKasaHHbIMKW npaBamu. B

Hawem cnydae — 755 (rwx r-x r-x). lNpo cncrtemy npas B Linux 5 y>xe nucan 3gaeck.

?7?7?7? [Install]


https://sysadminium.ru/standard_linux_file_permissions/

MapameTpbl:

e WantedBy — ec/sin Mbl BKJIKOYMM aBTO3arpy3Ky 3Tomn cayXbbl (C MOMOLLbIO KOMaHAbl
systemctl enable <umsa cnyx06b1>), TO OHa AO/HKHA 3aNyCTUTLCA NpPU 3arpyske
MYyNbTUNONb30BaTENbCKOro pexxnma (multi-user.target). MNpo TapreTbl U 3arpy304Hble
TapreTbl OyaeT cnefylowas ctaTbs.

e Alias — nceBOooHMM CnyKbbl. YKa3zaHne NnceBooHMMa NPUBEOET K TOMY, 4TO K cnyxbe
MOXXHO ByneT o6bpaTuTbCA eLé n No MMeHn ncesagoHnma. Hanpumep, emecto ssh.service
MOXXHO ncnosb3oBaTb sshd.service (systemctl status sshd.service).

PP 0707077

B toHnTe SystemD — ssh.service ncnosb30Banancb gasieko He BCE U3 BO3SMOXXHbIX Oonuuii. BoT
HEKOTOpble OMuUMK, KOTOPble MOXKHO MUCMOb30BaTb A/ CO34aHNA CBOMX cnyXb (B 6n1oke
[Servicel):

e User — Cc MoMoLLbiO 3TOr0 NapamMmeTpa MOXKHO yKa3aTb NoJsib3oBaTesnsa (username manm
uid), oT Ybero MMeHn ByayT 3anyLeHbl MPoLEecChl CyXbbl. TO eCTb 3TOT N0JIb30BaTEb
OyoeT 3anyckaTb UCMOJIHSAEMbIN haln, yka3aHHbIn B ExecStart.

o ExecStop — KOMaHAa, KOTOPYHK HY>XXHO BbINOJIHUTbL NMPU OCTaHOBKEe cyXbbl (systemctl
stop <unit.service>).

e KillSignal — 30ecb MOXXHO yKasaTb CMIHal OCTAaHOBKWM MpoLeccoB. A eciv 3TOT
napamMeTp He yKa3aTb, To byaeT ncnonb3oBaH curdan SIGTERM. lNMpo curHansl, KOTopbie
MO>XHO NOCbINIaTb NpoLeccaM, a1 Hanuwy nosxxe.

e LImitNOFILE — yKa3blBaeTCs MaKCUMasibHOE 4YMCNO OTKPbITbIX hannoB, KOTOPbIE CMOTYT
OTKPbITb NMPOLLEeCChl CNY»KObl.

e LimitCPU — mo)XeM 3afaTb MakKCMMaslbHOE KOJINYECTBO MPOLECCOPHOr0 BpEMEHU B
cekyHOax. Korga numut 6ygeT nipacxonoBaH, Ciy>kba 3aBepLunTCs C OnOKoN.

e LimitRSS — numunT notpebneHns namatu B 6anTtax. MNpn JOCTVIKEHUN NMMUTa CNyxba
3aBEepLUNTCS C OLLINOKON.

e LimitNPROC — MaKcuMasibHOE 4YMC0 npoueccos B cnyxbe.

e Nice — ypoBeHb nt0be3HOCTM 3anyckaeMbix npoueccos cnyxxbown. JltobesHocTb (Nice) —
3TO napameTp obpaTHbIM NpuopuTeTy. YeMm Bbiwe Nice, TEM HUXXE NPUoOpUTET y
rnpouecca, U TEM MeHbLLE OH Harpy»xaeT npoueccop. MoxxeT 6bITb 0T -20 (caMbli
MPUOPUTETHLIN) 00 19 (HAUMEHbLLLNIA NPUOPUTET).

?7077

9TO He BCe Onuun, Ha CaMoM aersie UX 04eHb MHOro. 171 Tex KTO X04eT BO BCEM 3TOM pa3obpaTbcs
[aM HeCKOJIbKO CCbIJIOK Ha ohunumanbHyo LOKYyMeHTauuo SystemD (Ha aHr IMACKOM):

° HaCTDOIZKa IOHNTOB — OMUCbIBaAkOT CaM KOHUTbI, X TUTbI, NX PaCrnosioXXeHne n

nprvopuTeT. A Tak>Xe 34eCb OMNUCLIBAOTCA MapaMeTpbl, KOTOPblE MOXKHO MCMOJIb30BaThb B


https://www.freedesktop.org/software/systemd/man/systemd.unit.html

6noke [Unit] n [Install].

e YnpaBsieHNe BbINOJHEHNEM KOHUTOB (HE TOJIbKO CNy>XK6) — onncbiBalOT NapamMeTpbl, C

MOMOLLbIO KOTOPbIX Mbl MOXKEM KOHTPOJIMPOBATb 3aryCKaeMble NpoLeccChbl. Tu
napameTpbl NpuHaanexaT 650Ky [Service]. 9To AMMUTLI, NONb30BaTENN, NAPaMETpPbI
6e30MacHOCTN, NEPEMEHHbIE OKPYXXEHUSA 1 TOMY nogobHoe.


https://www.freedesktop.org/software/systemd/man/systemd.exec.html

