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i@ Traffic

Analysis
Tool

B 3TOM cTaTbe NnougeT peyb 0 TShark, KoTopbii ABNAETCA NONYJNIAPHbLIM aHAJMIN3aTOPOM
ceTeBbIX NPOTOKONIO0B. OH NO3BOJIAET NOJZIb30BaTEJN1I0 3aXBaTbiBaTb NaKeTbl AAaHHbIX U3
ceTu. MHCTPYMEeHT Tak)Xe gaeT BO3MOXXHOCTb YMTaTb UM aHaIM3MpPOBaTb paHee
3axBa4YeHHble NaKeTbl AaHHbIX U3 COXPaHEeHHbIX (hainnos.

PP00007? 2?70?77

Kak n3BecTHO, ceTeBoM Tpaguk v TpaduK AaHHbIX — 3TO 06BbEM AaHHbIX, NepenaBaeMbIX Mo
CeTun 3a onpenesieHHbIn 0Tpe30K BpeMeHn. CeTeBble AaHHbIE B KOMIMbIOTEPHbIX CETSAX
npencTaB/ieHbl B BUAE NMAaKETOB CETEBbLIX AaHHbIX. AHaIM3 3TUX CETEBbIX NakeToB obecneymBaeT
6€30MacHOCTb CETU, MOCKOJIbKY MOMOraeT MoJib30BaTel0 OTCNEXMBATbL CBON Tpaduk. Ecnn ceTb
OT/INYAETCS KaKMM-TO NOA03PUTENbHLIM 06BEMOM TpadrKa AaHHbIX, KOTOPbIA ABASAETCS
BO3MO>XHbIM MPU3HAKOM aTakK, To TShark Mo)xeT NoMo4b Nosib30BaTeNto y3HaTb 06 3TOM 40 TOro,
KaK CTaHeT C/INLWIKOM No34HO. ATaka TakxXe byaeT ocTaHOBIeHa, MOCKOJIbKY OTYeThbl 0 Tpaduke
[aHHbIX fatloT npeactaBneHne 060 BCE KapTUHE B LLEJIOM.

Ob61bveM Tpagpuka — 5TO TEPMUH, KOTOPbLIN UCMNOJIb3YETCS NMPU aHaIn3e ceTeBOoro Tpaduka.
O6beM ceTeBOro Tpahmka — 3TO NoKa3aTesb obuien npoaenaHHon paboTel. OH onpeaenseTcs
KaK CpeaHaa MHTEHCUBHOCTb Tpaduka AaHHbIX N Nepnoa BpeMeHU UCCNeNoBaHns ero rnakeTa
CeTeBbIX AaHHbIX.
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Tshark, nonynspHbIV U MOLLHBIA NHCTPYMEHT KOMaHLHOW CTPOKK, OH UCMNOJIb3yeTCHA B KayecTBe
ceTeBOro aHanmsaTtopa. NHCTpyMeHT 6bin pa3spaboTaH komnaHuen Wireshark. Ero paboyas
CUCTeMa 04eHb Moxoxka Ha Tcpdump, HO Y HEero eCTb HECKOJIbKO MOLHbIX AeKOA4epPOB N (hUSIbTPOB.
TShark cnocobeH 3axBaTbiBaTb MH(OPMALMIO O MaKeTaX AaHHbIX Pa3/INYHbIX CETEBbIX YPOBHEN U
oTobpakaTb UX B BapuaTUBHbIX hopMaTax.

TShark npumeHsaeTcsa ons aHasinsa ceTeBoro Tpagpuka B peasibHOM BpeMeHHM, N OH cnocobeH
YynTaTb Pansbl popMaTa .pcap A8 aHanm3a nHpopMaumn. NMoaobHbIn aHaAN3 3TUX COeaNHEHUI
nomoraeT cneuymaancTtam no 6e30nNacHOCTM BbIABUTb MMEIOLLYIOCS ceTeBylo npobnemy.

TShark — 3TO MHCTPYMEHT KOMaHOHOW CTPOKW, KOTOpPbIN crnocobeH fenaTb BCe, 4TO AenaeT u
Wireshark. Tak, cTOUT Ha4aTb NpoLecc 3HakoMcTBa € TShark. Nonb3oBaTenb 3anyCTUT 3TOT
WHCTPYMEHT N N3Yy4YUT €ro BO3MOXXHOCTU. YTobbl NpoBepuTbL BCE NapaMeTpbl, Heobxoanmo
NCMONb30BaTh CAEAYIOLLYIO KOMaHAy:

tshark -h



:~# tshark -h
Running as user "root" and group "root". This could be dangerous.
TShark (Wireshark) 3.8.5 (Git v3.0.5 packaged as 3.0.5-1)
Dump and analyze network traffic.
See https://ww .wireshark.org for more information.

Usage: tshark [options]

Capture interface:

-i <interface> name or idx of interface (def: first non-loopback)
-f <capture filter> packet filter in libpcap filter syntax
-5 <snaplen> packet snapshot length (def: appropriate maximum)
-p don't capture in promiscuous mode
-I capture in monitor mode, if available
-B <buffer size> size of kernel buffer (def: 2MB)
-y <link type> link layer type (def: first appropriate)
—time-stamp-type <type> timestamp method for interface

print list of interfaces and exit

print list of link-layer types of iface and exit
—list-time-stamp-types print list of timestamp types for iface and exit

Capture stop conditions:

-c <packet count> stop after n packets (def: infinite)

-a <autostop cond.> ... duration:NUM - stop after NUM seconds
filesize:NUM - stop this file after NUM KB

files:NUM - stop after NUM files
Capture output:

-b <ringbuffer opt.> ... duration:NUM - switch to next file after NUM secs
interval:NUM - create time intervals of NUM secs
filesize:NUM - switch to next file after NUM KB

files:NUM - ringbuffer: replace after NUM files
Input file:
-r <infiler— set the filename to read from (or '-' for stdin)

Processing:
-2 perform a two-pass analysis
-M <packet count> perform session auto reset
-R <read filter> packet Read filter in Wireshark display filter syntax
(requires -2)
<display filter> packet displaY filter in Wireshark display filter
syntax
disable all name resolutions (def: all enabled)
<name resolve flags> enable specific name resolution(s): "mnNtdv"
<layer_type>=<selector>,<decode_as_protocol> ...
"Decode As", see the man page for details
Example: tcp.port==8888, http
<hosts file> read a 1ist of entries from a hosts file, which will

P00 2007007070707°77

TShark noka3sbiBaeT CMUCOK NMHTePdEeNCoB, TpahuK KOTOPbIX OH MOXXET rnepexBaTbiBaTb. Ka>kabIl
NHTepdenc Ha3blBaeTCA ero CeEPUNHLIM HOMEPOM, U, KaK YuTaTesIn MOryT YBUOETb, 3@ HUM
cnenyeT TEKCTOBOE ONMUCaHME CeTEBOro nHTepdenca. 3Tn nHTepdencobl MoryT BbITb 3a4aHbl C
MOMOLLbIO MapaMeTpa «=i», KOTOPbIA NMPUMEHAETCA A5 YKa3aHUda ceTu, TpahukK KOTOPOWn
NnoJib30BaTeslb X04eT 3axBaTUTb. YToObI NpOBepUTL BCE NHTEP(ENCHI, YEeSIOBEK A0JIKEH
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NCNONb30BaTb ApYron napamMeTp «-d», Kak NOKa3aHO Ha PUCYHKE HUXKE:

tshark -D

# tshark -D
Running as user "root" and group "root". This could be dangerous.
ethe
lo (Loopback)
any
nflog
nfqueue
ciscodump (Cisco remote capture)
dpauxmon (DisplayPort AUX channel monitor capture)
randpkt (Random packet generator)
9. sdjournal (systemd Journal Export)
10. sshdump (SSH remote capture)
11. udpdump (UDP Listener remote capture)

i
Hr
3.
4,
5.
B.
i
8.

P00 20707070777

HacTana nopa nonpoboBaTb 3axBaTUTb TpaguK. Y Nosib30BaTeNA €CTb Pa3/INYHblE BO3MOXKHOCTH
ans Bbibopa nHTepdenca aAng 3axeata Tpaduka, NO3TOMY MOXKHO BblibpaTb /1060 U3 HUX B
3aBMCUMOCTM OT CBOMX nNoTpebHocTen. Ho B AaHHOM cLeHapun NHTepgenc, KoTopbli
nosib3oBaTesib cobnpaeTca nccnenoBatb, — 370 «eth0». [ns Toro 4Tobbl 3aXxBaTUTb TPaUK,
HY>XHO MHULIMMPOBATb €ro TOXKe, TaK Kak YesloBeK TeCTUPYET 3TO B KOHTPOAMpyeMon ceTu. Ana
3TOro oH bygeT ncnonb3oBaTb KOMaHAY ping, a 3aTeM NPOCTO YKa)KeT uMa nHtepgenca ¢
NOMOLLbIO MapamMeTpa «-i», KaK MOKa3aHO Ha PUCYHKE HMXe:

ping www.hackingarticles.in

tshark -i ethO
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File Actions Edit View Help

:~# ping www.hackingarticles.in

PING www.hackingarticles.in (104.28.7.89) 56(84) bvtes of data.
64 bytes from 104.28.7.89 (104.28.7.89): icmp_seq=1 ttl=54 time=117
64 bytes from 104.28.7.89 (104.28.7.89): icmp_seq=2 ttl=54 time=181
64 bytes from 104.28.7.89 (104.28.7.89): icmp_seq=3 ttl=54 time=249
64 bytes from 104.28.7.89 (104.28.7.89): icmp_seq=4 ttl=54& time=131
64 bytes from 104. 7.89 (104.28.7.89): icmp_seq=5 ttl=54 time=210

bvtes from 104. 7.89 (104.28.7.89): icmp_sea=6 ttl=54 time=161

-——— www .hackingarticles.in ping statistics -——
6 packets transmitted, 6 received, 8% packet loss, time 5008ms
rtt min/aveg/max/mdev = 117.326/174.819/249,.328/45.171 ms

4[]

root @ kali: ~
File Actions Edit View Help

:~# tshark -i eth@
Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth®'
1 9.000000000 192.168.0.137 > .8. DNS 82 Standard query @x9cla A www.hackingarticles.in
2 9.000157409 192.168.0.137 » «B. DNS 82 Standard query ©@x9620 AAAA www.hackingarticles.in
3 9.113177929 .8.8.
A 104.28.7.89 A 104.28.6.89
4 8.113200970 8.8.8.8 » 192.168.8.137 DN5 138 Standard query response @x9620 AAAA ww .hackingartic
.in AAAA 2606:4700:3031::681c:759 AAAA 2606:4700:3033::681c:659
5 ©.113563758 192.168.0.137 » 104.28.7.89 ICMP 98 Echo (ping) request id=@0=@aaf, seq=1/256, ttl=64
6 0.230877040 104.28.7.89 + 192.168.0.137 ICMP 98 Echo (ping) reply id=0=0aaf, seq=1/256, ttl=54 (r¢
est in 5)
7 ©.231050335 192.168.0.137 » 8.8.8.8 DNS 84 Standard query @xf48f PTR 89.7.28.104.in-addr.arpa
8 0.290869104 8.8.8.8 +» 192.168.0.137 DNS 179 Standard query response @xf48f No such name PTR 89.7.
.104.in-addr.arpa SOA cruz.ns.cloudflare.com
9 1.115479483 192.168.0.137 » 104.28.7.89 ICMP 98 Echo (ping) request id=@0=@aaf, seq=2/512, ttl=64
10 1.29619964@ 104.28.7.89 » 192.168.8.137 ICMP 98 Echo (ping) reply id=0=0aaf, seq=2/512, ttl=54 (r¢
est in 9)
11 2.117862984 192.168.0.137 » 104.28.7.89 ICMP 98 Echo (ping) request id=0x=@aaf, seq=3/768, ttl=6&4
12 2.367168921 1@04.28.7.89 + 192.168.0.137 ICMP 98 Echo (ping) reply id=@x@aaf, seq=3/768, ttl=54 (reg
est in 11)
13 3.118443326 192.168.8.137 » 104.28.7.89 ICMP 98 Echo (ping) request id=@0x@aaf, seq=4/1824, ttl=64
14 3.249467028 104.28.7.89 + 192.168.0.137 ICMP 98 Echo (ping) reply id=0=0aaf, seq=4/1024, ttl=54 (
uest in 13)
15 4.120154691 192.168.0.137 + 104.28.7.89 ICMP 98 Echo (ping) request id=8=@aaf, seq=5/1288, ttl=64
16 4.330051501 104.28.7.89 » 192.168.8.137 ICMP 98 Echo (ping) reply id=@x0aaf, seq=5/1280, ttl=5& (
uest in 15)
.041217255 Vmware_d5:b7:2d & D-LinkIn_59:el:24 ARP 42 Who has 192.168.0.17 Tell 192.168.0.137
.121457089 192.168.0.137 » 104.28.7.89 ICMP 98 Echo (ping) request id=@x@aaf, seq=6/1536, ttl=64
.142766220 D-LinkIn_59:el:24 3 Vmware_d5:b7:2d ARP 68 192.168.8.1 is at 1c:5f:2b:59:el:24
.281995384 104.28.7.89 » 192.168.0.137 ICMP 98 Echo (ping) reply id=0=0aaf, seq=6/1536, ttl=54& (

Kak BUOHO Ha KapTUHKE, MHCTPYMEHT BbIMOJIHSAET TPEXCTOPOHHEE PYKOMOXKaTMeE, a 3aTEM
3anyckaeT npouecc 3anpoca ICMP n nony4aeTt oTBeT.

Promiscuous mode

B ceTn 3TOT peXxmMm UCMoJb3yeTCs B Ka4eCTBe KOHTpPOJIJIepa MHTepdenca, KOTOPbIA 3acTaBasdeT
TShark nepegaBaTb BeCb TpaduMK, YTO OH MOJIYYaET, Ha LLEeHTpPasibHbIA NPOLLEeCccop, a He
rnepegaBaTb €ro B Apyroe MecTo, rge npoucxoanT CHU(MUHI NakeToB. Takoe MMeTb MecTo bbITb Ha
MapLUpyTM3aTope NN Ha KOMMbIOTepe, NOAK/IIOYEHHOM K MPOBOAHOWN JIOKaJIbHOM CETW.
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Mpwn ncnonb3oBaHUM Promiscuous mode Hy>XHO ByaeT HacTpouTb ero ¢ nomolbio ifconfig Tak,
4YTOOblI MHCTPYMEHT AaBaJl BO3MOXXHOCTb NOJIb30BaTe/I0 3aXBaTbiBaTb NaKeTbl aHHbIX BCEN CETU.
Mo3ToMy 4enoBeK Ha4YMHAET C NUHra Beb-canTa n NbiTaeTCsa 3aXBaTUTb €ro nakeTbl AaHHbIX.

:~$ ping www.hackingarticles.in

PING www.hackingarticles.in (184.28.7.89) 56(84) bytes of data.
from 104.28.7.89 (104.28.7.89): 1cmp seq=1 ttl=54 time=194
from 104.28. 5 (104.28.7.89): ttl=54 time=244
from 1604.28.7. (1604.28.7.89): ttl=54 time=361
from 104.28.7. (104.28.7.89): ttl=54 time=235
from 104.28.7. (164.28.7.89): ttl=54 time=196
from 104.28.7. (104. 2 .7.89): ttl=54 time=116
from 104.28.7. 9 (104.2 ttl=54 time=183
from 104.28.7. (104.2 ttl=54 time=217
from 104.28.7. (104.2 9 ttl=54 time=149
from 184.28.7. (104.2 eq 10 ttl—J4 time=201
from 184.28.7. (104.2 eq 11 ttl=54 time=177
from 104.28.7. (104.2 ttl=54 time=355
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from 104.28. (104.28 ttl=54 time=245
from 104.28 f104,28, 0 ttl=54 time=305
from 104.28 5 (184. 2 ttl=54 time=153
from 104.28.7.89 (104.2 tt1:5* time=254
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Tenepb crnenyeT HAaCTPOUTL 3TOT pexxuM. Monb3oBaTenb 6yaeT BbIMOMAHATL 3TN KOMaHAbI U
NonblTaeTCs 3aXBaTUTb NaKeThbl:

ifconfig eth® promisc

tshark -i ethO

:~# ifconfig eth® promisc
:~# tshark -1 eth®@
Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth@'
1 0.p000R00E0 192.168.0.6 + 184.28.6.89 ICMP 98 Echo (ping) request id=@=1b86, seq=95/2432
2 ©.136847861 104.28.6.89 > 192.168.08.6 ICMP 98 Echo (ping) reply id=@=1b86, seq=95/2432
3 0.767140702 fe80::8dcf:3961:7c@7:7841 » ffO2:: fb MDNS 180 Standard query 0=0000 PTR _ft
._tcp.local, "OQM" question PTR _sftp-ssh._tcp.local, "QM" question PTR _webdavs._tcp.local, "QM"
4 9.767158404 192.168.0.6 » 224.0.0.251 MDNS 160 Standard query @=0000 PTR _ftp._tcp.local,
"OM" question PTR _sftp-ssh._tcp.local, "OM" question PTR _webdavs._tcp.local, "OM" question PTR
@.767231655 fe80::20c:29ff:fed5:b72d » ffO2::1:ff0@:@ ICMPv6 86 Neighbor Solicitation for :
.001500570 192.168.0.6 > 104.28.6.89 ICMP 98 Echo (ping) request id=0=1b86, seq=96/2457
.232830355 104.28.6.89 > 192.168.0.6 ICMP 98 Echo (ping) reply id=0x=1b86, seq=96/2457
.002672796 192.168.0.6 » 104.28.6.89 ICMP Echo (ping) request id=0=1b86, seq=97/2483
.534998232 104.28.6.89 » 192.168.0.6 ICMP Echo (ping) reply id=8=1b86, seq=97/2483
.151781403 104.28.6.89 » 192.168.0.6 ICMP Echo (ping) reply id=@=1b86, seq=98/2508
.005684733 192.168.0.6 » 104.28.6.89 ICMP Echo (ping) request id=0x=1b86, seq=99/2534
.221686910 104.28.6.89 » 192.168.0.6 ICMP Echo (ping) reply id=0=1b86, seq=99/2534
.366369429 OneplusT_55:6d:66 » Broadcast ARP 6@ Who has 192.168.0.17 Tell 192.168.0.7
5.006460197 192.168.0.6 » 104.28.6.89 ICMP 98 Echo (ping) request id=0x=1b86, seq=100/2

1

1 >

2 >

2 >

3.803729111 192.168.0.6 > 104.28.6.89 ICMP Echo (ping) request id=@x=1b86, seq=98/2508
3 >

4 >

A 3
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Tshark obnapaet yaneBuTenbHbIMU PYHKLMAMUN, C KOTOPbIMU MNOJIb30BaTESIb CMOXKET paboTaTbh
bonee ahpekTMBHO. OH ByaeT crnocobeH Noay4YnTb AOCTYN K 3TUM (DYHKLMAM, NCMOMb3YA
pa3fnyHble NnapameTpbl. OOHMM U3 TaKUX NapaMeTpPoB ABAAETCH «=-C», OH NO3BOJIAET Yel0BeKy
3aXBaTUTb TOYHOE KOJIMYECTBO OaHHbIX, KOTOPbIE eMy HYXHbI, 1 ByneT oTobpakaTb TOJIbKO UX.
OTa onuunsA NomMoraeT YTOYHUTb pe3yJ/ibTaT 3aXxBa4YeHHOro Tpaguka.

tshark -i ethO -c 10

P00 2 20000007070°07°070707° 2707?0707

B Tshark nonb3oBaTeNb MOXXET pefakKTUpoBaTb U YNTaTb pann dopmaTa .pcap. Onuna 3anucu (-
W) MO3BOJISET 3aNnCbiBaTb NMCXOAHbIE MAaKEeTHbIE AaHHble B CTaHAAPTHbIN hopMaT .pcap, B TO
BPEMS KaK OMnumsa 4TeHus (-r) AaeT BO3MOXHOCTb CHUTbIBATb 3TU HeobpaboTaHHbIE BbIXOAHbIE
nakeTbl AaHHbIX B )XeslaeMoM nopsagke. 0na 3anucy nakeTos B hann popMaTa .pcap crienyeTt
MCMONIb30BaTb C/AEeAYIOLLYIO KOMaHAy:

tshark -i eth@® -c 10 -w packets.pcap

YT06bl NPOYNTaTL Coaep)XKMMoe alina, HY>KHO BBECTU C/IeAyoLLy0 KOMaHAay:

tshark -r packets.pcap

:~# tshark -i eth® -c 10 -w packets.pcap
Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth@'
1@

:~# tshark -r packets.pcap
Running as user "root" and group "root". This could be dangerous.
0.000000000 192.168.0.6 » 104.28.6.89 ICMP 98 Echo (ping) request id=0x1b86, seq=295/9985, ttl=64
.152322783 104.28.6.89 + 192.168.8.6 ICMP 98 Echo (ping) reply id=@x1b86, seq=295/9985, ttl=54
.308649017 OneplusT_55:6d:66 » Broadcast ARP 6@ Who has 192.168.0.17 Tell 192.168.0.7
.002010689 192.168.0.6 » 104.28.6.89 ICMP Echo (ping) request id=0x1b86, seq=296/10241, ttl=6
.192372266 104.28.6.89 » 192.168.0.6 ICMP Echo (ping) reply id=0=1b86, seq=296/10241, ttl=5
.B04542084 192.168.0.6 » 104.28.6.89 ICMP Echo (ping) request id=@x1b86, seq=297/10497, ttl=6
.183364817 104.28.6.89 » 192.168.0.6 ICMP Echo (ping) reply id=0x1b86, seq=297/10497, ttl=5
.006121371 192.168.0.6 » 104.28.6.89 ICMP Echo (ping) request id=@=1b86, seq=298/18753, ttl=6
.160247908 104.28.6.89 » 192.168.0.6 ICMP Echo (ping) reply id=0x1b86, seq=298/10753, ttl=5
.632094753 192.168.0.5 ¥ 239.255.255.250 IGMPv2 6@ Membership Report group 239.255.255.250

5}

1
2
3
&
5
6
7
8
9
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Verbose mode

Verbose mode gaeT nosib30BaTes0 AOMOJIHUTENbHbIE CBEAEHMS O MakeTax B Tpaduke. cnonb3ys
€ro, 4enoBeK MOXXeT BUAeTb NHHDOPMALINIO, COAEPXKALLLYIOCS B Ka)KA0M nakeTe. [1nsa 3Ton onuumn
cnenyeT NPUMEHUTb NapaMeTp «=V».

tshark -r packets.pcap -V
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:~# tshark -r packets.pcap -V
Running as user "root" and group "root". This could be dangerous.
Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)
Interface id: @ (eth@)
Interface name: eth@
Encapsulation type: Ethernet (1)
Arrival Time: Jan 28, 2020 11:38:48.841685525 EST
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1580229528.841685525 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: ©.000000000 seconds
[Time since reference or first frame: 8.000000880 seconds]
Frame Number: 1
Frame Length: 98 bytes (784 bits)
Capture Length: 98 bytes (784 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:icmp:data]
Ethernet II, Src: D-LinkIn_59:el:24 (1c:5f:2b:59:e1:24), Dst: Vmwa
Destination: Vmware_10:c6:1b (00:0c:29:10:ch:1b)
Address: Vmware_10:c6:1b (00:0c:29:10:c6:1b)
case wo@e viis wies wees saee = LG bit: Globally unique ad
sees ass @ sies ssss ssss sase = 16 bit: Individual address
Source: D-LinkIn_59:el:24 (1c:5f:2b:59:e1:24)
Address: D-LinkIn_59:e1:24 (1c:5f:2b:59:e1:24)
noon s aooo ooon oooo oaoc LG bit: Globally unique ad
OO0 Cookd 0000 0000 0000 N00Cc IG bit: Individual address
Type: IPv4 (0x0800)
Internet Protocol Version &, Src: 104.28.6.89, Dst: 192.168.0.6
8188 .... = Version: &
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0=@® (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (@)
e .. 80 = Explicit Congestion MNotification: Not ECN-Capa
Total Length: 84
Identification: 8=1f72 (8050)
Flags: 0x0000
Bois asss
.0 ..
whdn aoon cooa oooc
... & 000D Ge00 Go0Q
Time to live: 54

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set
Fragment offset: 0

PPV 200000707 P07079077

Ons ypobcTBa B TShark ecTb onumns «-t», KOTopas NO3BONSET COXPaHATb A4EKOAMPOBAHHbIE
NnakeTbl B Pa3/INyHbIX BbIXOAHbLIX dOpMaTax. YenoBek MOXKeT YCTaHOBUTb (DOPMAT BbIXOOHbIX
OaHHbIX TakuM 0bpa3oM, 4Tobbl ero 661710 Nerko NpoyecTb. YTobbl MPOCMOTPETL BCE AOCTYMHbIE
napameTpbl, HY>KHO BBECTU C/IeAYIOLYI0 KOMaHAy:

tshark -T x
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:~# tshark -T x
Running as user "root" and group "root". This could be dangerous.
tshark: Invalid -T parameter "x"; it must be one of:

"fields" The values of fields specified with the -e option, in a form
specified by the -E option.

"pdml*" Packet Details Markup Language, an XML-based format for the

details of a decoded packet. This information is equivalent to
the packet details printed with the -V flag.
PostScript for a human-readable one-line summary of each of
the packets, or a multi-line view of the details of each of
the packets, depending on whether the -V flag was specified.
Packet Summary Markup Language, an XML-based format for the
summary information of a decoded packet. This information is
equivalent to the information shown in the one-line summary
printed by default.

"Jjson" Packet Summary, an JSON-based format for the details
summary information of a decoded packet. This information is
equivalent to the packet details printed with the -V flag.

"jsonraw" Packet Details, a JSON-based format for machine parsing
including only raw hex decoded fields (same as -T json -x but
without text decoding, only raw fields included).

"ek"® Packet Details, an EK JS0N-based format for the bulk insert
into elastic search cluster. This information is
equivalent to the packet details printed with the -V flag.
Text of a human-readable one-line summary of each of the
packets, or a multi-line view of the details of each of the
packets, depending on whether the -V flag was specified.
This 1is the default.

Similar to the text report except that each column of the
human-readable one-line summary is delimited with an ASCII
horizontal tab character.

PDML

PDML pacwudposbiBaeTcs Kak Packet Details Mark-Up Language, KOTOpPbI OCHOBaH Ha XML.
OTa UHGpOopMaLMa BNoJIHe 3KBMBaJIeHTHa pexxnumy Verbose mode, 0 KOTOpOM roBopusiock paHee. A
4TOObI NONY4YNTb BbIBOA OaHHbIX B 3TOM hopMaTe, Ha40 BBECTU C/IeAYIOLLYI0 KOMaHAY:

tshark -r packets.pcap -T pdml
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:~# tshark -r packets.pcap -T pdml
Running as user "root" and group "root". This could be dangerous.
<?xml version="1.8" encoding="utf-8"7>
<?xml-stylesheet type="text/xsl" href="pdmlZzhtml.xs1"?>
¢— You can find pdml2html.xsl in /usr/share/wireshark or at https://code.wireshark.org/
w/gitweb?p=wireshark.git;a=blob_plain;f=pdml2html.xs1. —
<pdml version="0" creator="wireshark/3.0.5" time="Tue Jan 28 11:46:48 2020" capture_file=
ets.pcap”>
<packet>
<proto name="geninfo" pos="@" showname="General information" size="98">
<field name="num" pos="0" show="1" showname="Number" value="1" size="98" />
<field name="1len" pos="0" show="98" showname="Frame Length" value="62" size="98" />
<field name="caplen" pos="0" show="98" showname="Captured Length" value="62" size="98
<field name="timestamp" pos="@" show="Jan 28, 2020 11:46:40.459901028 EST" showname="
red Time" value="1580230000.459901028" size="98"/>
</ proto>

<proto name="frame" showname="Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (
its) on interface @" size="98" pos="0">
<field name="frame.interface_id" showname="Interface id: @ (eth@)" size="0" pos="0" s
0">

<field name="frame.interface_name" showname="Interface name: eth®" size="0" pos="0"

="ethe" />

</ field>

<field name="frame.encap_type" showname="Encapsulation type: Ethernet (1)" size="0" p
" show="1"/>

<field name="frame.time" showname="Arrival Time: Jan 28, 2020 11:46:40.459901828 EST"
="@" pos="0" show="Jan 28, 2020 11:46:40.459901028 EST" />

<field name="frame.offset_shift" showname="Time shift for this packet: ©0.000000000 se
" size="0" pos="0" show="0.000000000" />

<field name="frame.time_epoch” showname="Epoch Time: 1580230000.459901028 seconds" si
" pos="0" show="1580230000.459901028" />

PS

PS pacwngpoBbiBaeTca Kak PostScript. 9T BbIXOAHbIE AaHHbIEe NpeacTaB/eHbl B BUae
OOHOCTPOYHON CBOOKW MO KaXKAOMY MNaKeTy OaHHbIX UM MHOFOCTPOYHOIro noapobHoro
npeacTaBieHNs NakeTa AaHHbIX B 3aBUCUMOCTU OT creunukaumm. 3Tn 0gHOCTPOYHUKM OYEHb
ObICTPO YNTAKTCSH, @ TAaK OHW BMOJIHE HaAEXHbI. [115 BbiBOAa AaHHbIX B 3TOM hopMaTe cnenyeT
NCMoJ1b30BaTb CNeAYyoLY0 KOMaHay:

tshark -r packets.pcap -T ps


https://docs.nix-adm.ru/uploads/images/gallery/2024-09/v4fizobrazenie.png

:~# tshark -r packets.pcap -T ps
Running as user "root" and group "root". This could be dangerous.
%!
%!PS-Adobe-2.0
%
% Wireshark - Network traffic analyzer
% By Gerald Combs <geraldgwireshark.org>
% Copyright 1998 Gerald Combs
%

¥%Creator: Wireshark

XETitle: Wireshark output
¥%DocumentFonts: Helvetica Monaco
¥%EndComments

%!

Ghostscript http://ghostscript.com/ can convert postscript to pdf files.

To convert this postscript file to pdf, type (for US letter format):
ps2pdf filename.ps

or (for A4 format):
ps2pdf -sPAPERSIZE=a4 filename.ps

... and of course replace filename.ps by your current filename.

The pdfmark's below will help converting to a pdf file, and have no
effect when printing the postscript directly.

%
%
%
%
%
%
%
%
%
%
%
%
%
%

PSML

PSML pacwungpoBbiBaeTca kak Packet Summary Mark-Up Language. T0T hopMaT Ha OCHOBe
XML, Tako Kak PDML, oH cymmupyeT noapobHyto nHpopMaumio 0 NnakeTax. VI anga nonyveHus
3TOro Tuna popmaTa AaHHbIX Haf4O BBECTU crefytoLlee:

tshark -r packets.pcap -T psml
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# tshark -r packets.pcap -T psml
Running as user "root" and group "root". This could be dangerous.
<?xml version="1.0" encoding="utf-8"?>
<psml version="0" creator="wireshark/3.0.5">
<structure>
<section>No.</section>
<section>Time</section>
<section>Source</section>
<section>Destination</section>
<section>Protocol</section>
<section>Length</section>
<section>Info</section>
</structure>

<packet>

<section>1</section>

<section>@.000000000</section>

<section>192.168.0.6</section>

<section>104.28.6.89</section>

<section>ICMP</section>

<section>98</section>

<section>Echo (ping) request id=0=1b86, seq=1541/1286, ttl=64</s
</ packet>

<packet>

<section>2</section>
<section>®.209711164</section>
<section>104.28.6.89</section>
<section>192.168.0.6</section>

JSON

JSON pacwundcpoBbiBaeTCs Kak Java-Script Object Notation. 2To OTKpPbITbIM CTAaHOAPTHbLIV
dopmaT harna, KoTopbin oTobparkaeT TEKCT B yA0OOHO YnTtaemon copme. MIHopMaLmsa B 3TOM
opmaTe NONHOCTbLIO LOKYMEHTMpPOBaHa 1 nepenaHa B Wolfram. YTobbl yBuaeTb, 4TO
npencTtaBnatoT cobon nakeTbl AaHHbIX B 3TOM popMaTe, HeobxoamMmo BBECTU:

tshark -r packets.pcap -T json
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:~# tshark -r packets.pcap -T json
Running as user "root" and group "root". This could be dangerous.
[
{
" _index": "packets-2020-01-28",
" _type": "pcap_file",
" _score": null,
_source": {
"layers": {
"frame": {
"frame.interface_id": "@",
"frame.interface_id_tree": {
"frame.interface_name": "eth@"
},
"frame.encap_type": "1",
"frame.time": "Jan 28, 2020 11:57:55.786675361 EST",
"frame.offset_shift": "0.000000000",
"frame.time_epoch": "1588238675.786675361",
"frame.time_delta": "0.000000200",
"frame.time_delta_displayed": "@.000000000",
"frame.time_relative": "0.000200000",
"frame.number®: "1°,
"frame.len": "98°,
"frame.cap_len": "98",
"frame.marked": "@°,
"frame.ignored": "0",
"frame.protocols": "eth:ethertype:ip:icmp:data”

"Etﬁ.dst": "1c:5f:2b:59:e1:24",
"eth.dst_tree": {

EK

370 PyHKUMA dbopmaTa JSON € pasgenntenaMmm HOBOW CTPOKN A9 MaCCOBOIro MMNopTa C ONunen
rmbkoro noucka. Ansa asToro dpopmaTa caeayeT UCNOJb30BaTh CAEAYOLLY0 KOMaHAaY:

tshark -r packets.pcap -T ek
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:~# tshark -r packets.pcap -T ek

Running as user "root" and group "root". This could be dangerous.
{"index":{"_index":"packets-2020-01-28"," _type":"pcap_file"}}
{"timestamp":"1580230675786", "layers" :{"frame":{"frame_frame_interface_id":"@","frame_interface_i
type":"1","frame_frame_time":"Jan 28, 2020 11:57:55.786675361 EST","frame_frame_offset_shift":"0.
6675361", "frame_frame_time_delta":"0.000000000" , " frame_frame_time_delta_displayed":"0.000000000",
rame_number":"1","frame_frame_len":"98"," frame_frame_cap_len":"98","frame_frame_marked":"@","fram
ethertype:ip:icmp:data"},"eth":{"eth_eth_dst":"1c:5f:2b:59:e1:24","eth_dst_eth_dst_resolved":"D-L
124" ,"eth_dst_eth_addr_resolved":"D-LinkIn_59:e1:24","eth_dst_eth_lg":"@","eth_dst_eth_ig":"@","e
esolved”:"Vmware_18:c6:1b","eth_src_eth_addr":"@0:8c:29:10:c6:1b","eth_src_eth_addr_resolved":"Vm
g":"0","eth_eth_type":"0=x00000800"},"ip":{"ip_ip_wversion":"4","ip_ip_hdr_len":"2@","ip_ip_dsfield
p_dsfield_ip_dsfield_ecn":"0","ip_ip_len":"84","ip_ip_id":"©0=00003clc","ip_ip_flags":"0=x00004000"
:"1%,"ip_flags_ip_flags_mf":"@","ip_flags_ip_frag_offset":"@","ip_ip_ttl":"64","ip_ip_proto":"1",
us":"2","ip_ip_src":"192.168.0.6","ip_ip_addr":["192.168.0.6","104.28.6.89"],"ip_ip_src_host":"19
9°],"ip_ip_dst":"104.28.6.89","ip_ip_dst_host":"104.28.6.89"},"icmp" :{"icmp_icmp_type":"8","icmp_
icmp_icmp_checksum_status®:"1","icmp_icmp_ident":["7046","34331"],"icmp_icmp_seq":"1541","icmp_ic
@20 11:57:55.000000000 EST","icmp_icmp_data_time_relative®:"0.786675361","icmp_data":{"data_data_
6:17:18:19:1a:1b:1c:1d:1e:1f:20:21:22:23:24:25:26:27:28:29:2a:2b:2c:2d:2e:2f:30:31:32:33:34:35:36
{"index":{"_index":"packets-2020-01-28","_type":"pcap_file"}}
{"timestamp":"1580230675996", "layers" :{"frame":{"frame_frame_interface_id":"@","frame_interface_i
type":"1","frame_frame_time":"Jan 28, 2020 11:57:55.996386525 EST","frame_frame_offset_shift":"@.

TeKkCT npeacTaBnseT cobom NOHATHYIO ANS YeNoBeKa OAHOCTPOYHYIO CBOAKY Ka)XA0ro 13 NakeToB.
9TO CaMblil NPOCTON M3 hopMaTOB. 1A Hero 4YesnoBek ByaeT NCNoIb30BaTh C/IEAYIOLLYI0 KOMaHAY:

tshark -r packets.pcap -T text

:~# tshark -r packets.pcap -T text

Running as user "root" and group "root". This could be dangerous.

1 0.00R000G0Q 192.168.0.6 + 104.28.6.89 ICMP 98 Echo (ping) request id=@x=1b86, seq=1541/12
86, ttl=64

2 9.209711164 104.28.6.89 » 192.168.0.6 ICMP 98 Echo (ping) reply id=0=1b86, seq=1541/12
86, ttl=54 (request in 1)

3 1.001906657 192.168.0.6 » 104.28.6.89 ICMP 98 Echo (ping) request id=0x=1b86, seq=1542/15
42, ttl=64

4 1,192770973 104.28.6.89 » 192.168.0.6 ICMP 98 Echo (ping) reply id=0=1b86, seq=1542/15
42, ttl=54 (request in 3)

5 2.003365632 192.168.0.6 + 104.28.6.89 ICMP 98 Echo (ping) request id=0x=1b86, seq=1543/17
98, ttl=64

6 2.434560259 104.28.6.89 192.168.0.6 98 Echo (ping) reply id=8=1b86, seq=1543/17
98, ttl=54 (request in 5)

7 3.003769942 192.168.0.6 > 104.28.6.89 98 Echo (ping) request id=8=1b86, seq=1544/20
54, ttl=64

8 3.347729784 104.28.6.89 192.168.0.6 98 Echo (ping) reply id=0=1b86, seq=1544/20
54, ttl=54& (request in 7)

9 4.003967430 192.168.0.6 > 104.28.6.89 98 Echo (ping) request id=0x=1b86, seq=1545/23
18, ttl=64

10 4.163455725 104.28.6.89 192.168.0.6 98 Echo (ping) reply id=0=1b86, seq=1545/23
18, ttl=54 (request in 9)

PPP?7777?

ITOT hbopMaT OYEHb MOXOXK Ha TEKCT, 3@ UCKIIOYEHMEM TOr0, YTO OH BKJOYaET B cebs
ropusoHTanbHoe pasgenerHmne ASCIl (0x09) Mexay KakabiM cTonbuom. YTobbl nonpoboBaTh 3TOT
dopmaT, cnenyert BBECTU:
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tshark -r packets.pcap -T tabs

:~# tshark -r packets.pcap -T tabs

Running as user "root" and group "root". This be dangerous.
1 0.000000000 192.168.0.6 > .28.6.89 ICMP reque

st id=@x1b86, seq=1541/1286, ttl=64
2 8.209711164 104.28.6.89 + .168.0.6 ICMP reply
id=0x1b86, seq=1541/1286, ttl=54& (request
3 1.001906657 192.168.0.6 > .28.6.89 ICMP reque
id=0x1b86, seq=1542/1542, ttl=64
[ 1.192770973 104.28.6.89 > .168.0.6 ICMP reply
id=8x1b86, seq=1542/1542, ttl=54 (request
5 2.003365632 192.168.0.6 > .28.6.89 ICMP reque
id=8x1b86, seq=1543/1798, ttl=64
6 2.434560259 104.28.6.89 > .168.0.6 ICMP reply
id=0=1b86, seq=1543/1798, ttl=54& (request
7 3.003769942 192.168.0.6 > .28.6.89 ICMP reque
id=0x1b86, seq=1544/2054, ttl=64
8 3.347729784 104.28.6.89 > .168.0.6 ICMP reply
id=0x1b86, seq=1544/2854, ttl=54& (request
9 4.003967430 192.168.0.6 > .28.6.89 ICMP reque
id=0x1b86, seq=1545/2310, ttl=64
1@ §.163455725 104.28.6.89 > .168.0.6 ICMP reply
id=8x1b86, seq=1545/2310, ttl=54 (request

VN A A S A S A S A i S i S A o S ol S
PPV 0707070707077

Koraa 4yenoBek MbiTaeTcs 3anncaTb MakeTbl AaHHbIX B peasibHOM BpeMeHu B hann hopMaTa .pcap,
OH CXKUMaeT BCe AaHHble B bonee Mmenkme cerMeHTbl. YTobObl y4lle NOHATb 3TN NakeTbl AaHHbIX,
HY>KHO X 0EKOANPOBaTb, YTO NpPMBEAET K pa3HuLe B pa3Mmepe danna. YTobbl nposBepnTb pa3Mep
noboro anna B faHHbIN MOMEHT, HY>KHO UCMOJIb30BaTh CAEAYIOLWY0 KOMaHAY:

1s -1h packets.p*

# 1s -1lh packets.p#
1 root root 624 Jan 28 11:46 packets.pcap

-rw-r—r— 1 root root 21K Jan 28 11:49 packets.pdml

Kak y>xe bb1J10 cKa3aHo, ecTb 60/blUas pa3HuLLa B 3TUX dalisax, ModTOMY YesloBEK UCMOJSIb3yeT
MEeTOAbl AEKOANPOBAHUSA 01 U3BJIEYEHUSI HYXKHOMN eMy MH(OopMaLU.

P707?°0°07°2°07°7°7°7?7?°7?7? PDML-?77?7?7? HTML-
P0?707?7077

EonHcTBeHHOe pa3nnune mexay Wireshark n TShark 3akntodaetcsa B ToMm, 4To Wireshark — 310
WHCTPYMEHT Ha OCHOBe rpadmnyeckoro nHtepgenca, a TShark - NUHCTpyMeHT Ha OCHOBe
KOMaHOHOMN CTPOKU. HO C MOMOLLbIO HEKOTOPOIro BHELLUHEro NCTOYHMKA YesIOBEK TaKXe MoXKeT
npocMaTpmBaTb MakeTbl AaHHbIX B (hopMmaTe HTML. Mo3ToMy 018 OOCTVIXKEHUS 3TOW Lesin CHavYana
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HY>XHO COXpaHWUTb MakeTbl AaHHbIX B hopmaTe PDML, a 3aTeM npeobpazoBaTb nx B XML-chann c
noMoLlbio crefytolienn KoMmaHabl:

tshark -r packets.pcap -T pdml > packets.xml

XML-chbann 6ygoeT coxpaHeH B nanke /usr/share/wireshark/pdmli2html.xsl. iTak, yenoeek
cobmpaeTca ncnonb3oBaTb MHCTPYMEHT xsltproc ans 3anycka 3Toro gania, KOTopbi MOMOXET
co3naTtb HTML-cTpaHuuy. CozgaHne HTML-cTpaHuubl NpuBedeT K hopMaTUPOBAHUIO BCEN
HEHY>XHOW MH(OPMaLMK 1 MO3BOJIUT NPOCMATPUBATb TOJIbLKO MOJIe3HbIe AaHHble. [ co3fgaHuns
HTML-cTpaHuubl, cnenyeT UCroJsib30BaTb CeAYoLW Y0 KoOMaHay:

xsltproc /usr/share/wireshark/pdml2html.xsl packets.xml > packets.html

# tshark -r packets.pcap -T pdml > packets.xml
Running as user "root" and group "root". This could be dangerous.

# xsltproc /usr/share/wireshark/pdml2html.xsl packets.xml > packets.html
# firefox packets.html &

[1] 3554

YT06bl OTKPbLITb HTML-CTpaHuuy B Bbpay3epe, Hy>KHO 06paTuUTb BHUMaHNE Ha NMPUBEAEHHOE Bbllle
n3obpa>keHne 1 UCNosib30BaTb CAEAYHOLLYI0 KOMaHAY:

firefox packets.html &

@ file:///root/packets.html

Capture Filename: packets.pcap PDML created: Tue Jan 28 12:03:38 2020
= Frame 1: frame, eth, ip, icmp, IXI

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
Ethernet II, Src: Vmware 18:c6:1b (B0:0c:29:16:c6:1b), Dst: D-LinkIn 59:el:24 (1c:5f:2b
Internet Protocol Version 4, Src: 192.168.8.6, Dst: 164.28.6.89

Internet Control Message Protocol

Frame 2: frame, eth, ip, icmp,

=
=
=
=

Frame
Frame

: frame, eth, ip, icmp,
B: frame, eth, ip, icmp, [¥]

= I¥1
= Frame 3: frame, eth, ip, icmp, [¥]
= Frame 4: frame, eth, ip, icmp, IX]
= Frame 5: frame, eth, ip, icmp, IXI
= Frame 6: frame, eth, ip, icmp, IXI
= Frame 7: frame, eth, ip, icmp, IXI
= Frame 8: frame, eth, ip, icmp, IX]
= 9 X1
- 1

P00 200070707 0V000700707°0707°0°07° 2707077

O4eHb 4YacTo nonb3oBaTenb NpumeHsaeT Wireshark Ha onpefesieHHOM MOPTY. A C MOMOLLbIO 0NN
«-f» yenoBeK Tak)Xe MOXET 3axBaThbiBaTb MakKeThbl AaHHbIX onpegesneHHoro nopTa B TShark. 370
MoMoraeT Jiyylle aHaM3npoBaTh NMakeTbl AaHHbIX CeTU. MNMob30BaTeN M UCMOJb3YIOT 3TY PYHKLUIO
ons 3axsata TCP-nopTa Homep 80:
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tshark -i eth®@ -c 5 -f "tcp port 80"

:~# tshark -1 eth® -c 5 -f "tcp port 8@-°
Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth@’
1 9.000000000 192.168.0.137 » 216.58.196.99 TCP 66 44884 » B0 [ACK] Seq=1 Ack=1 Win=501 Le
n=0 TSval=1654711984 TSecr=2257786848
2 2.000114735 192.168.8.137 » 216.58.196.99 TCP 66 44888 » 80 [ACK] Seq=1 Ack=1 Win=501 Le
n=0 TSval=1654711984 TSecr=1873411796

3 0.000181040 192.168.0.137 » 216.58.196.99 TCP 66 44020 3> 80 [ACK] Seq=1 Ack=1 Win=501 Le
n=@ TSval=1654711984 TSecr=1912138170

4 ©.082268726 216.58.196.99 » 192.168.8.137 TCP 66 [TCP ACKed unseen segment] 8@ » 44084 [
ACK] Seq=1 Ack=2 Win=248 Len=0 TSval=2257797106 TSecr=1654660892

5 0.082288921 216.58.196.99 » 192.168.0.137 TCP 66 [TCP ACKed unseen segment] 80 3 44020 [
ACK] Seq=1 Ack=2 Win=252 Len=0 TSval=1912148428 TSecr=1654660942
5 packets captured

P00 070707707

DKpaHHbIN hunbTp 6bI1 NpeacTasneH koMmnaHnen Wireshark. OH nomMmoraeTt nNosb3oBaTeNAM
(hUNbTPOBaTb 3aXBaYe€HHbIE MaKeTbl AaHHbIX UN NaKeTbl JaHHbLIX B peasibHOM BpeMeHu. C
MOMOLLbIO 3TOro UIbTPa YE/I0BEK MOXKET MOJSy4YUTh Ntobon Bug hunbTpa, KOTOPbIA OH XO4eT.

B naHHOM cueHapun nosb3oBaTesb NnpuMeHsaeT puabTp GET request o514 3axBaTa ToNbko GET
request 13 Tpaduka. icmonb3syeTcsa KoMaHAa:

tshark -i eth@ -c 5 -f "tcp port 80" -Y 'http.request.method == "GET" '

:~# tshark -1 eth® -f "tcp port 88" -Y 'http.request.method = "GET" '
Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth®'
1@ 2.489241258 192.168.
14 2.660232261 192.168.
18 2.916155632 192.168.
22 4.148393060 192.168.
26 4.38B1B18253 192.168.
.666101908 192.168.
.862037621 192.168.
.349299450 192.168.
.659285080 192.168.
452166611 192.168.
LT4T440415 192.168.
.021046798 192.168.

.137
.137
.137
.137
.137
.137
.137
.137
.137
.137
.137
.137

176.28.50.165 HTTP 445 GET / HTTP/1.1
176.28.50.165 HTTP 465 GET /style.css HTTP/1.1
176.28.50.165 HTTP 467 GET /images/logo.gif H
176.28.50.165 HTTP 445 GET / HTTP/1.1
176.28.50.165 HTTP 465 GET /style.css HTTP/1.1
176.28.50.165 HTTP 467 GET /images/logo.gif H
176.28.50.165 HTTP 445 GET / HTTP/1.1
176.28.50.165 HTTP 465 GET /style.css HTTP/1.1
176.28.50.165 HTTP 467 GET /images/logo.gif H
176.28.50.165 HTTP 445 GET / HTTP/1.1
176.28.50.165 HTTP 465 GET /style.css HTTP/1.1
176.28.50.165 HTTP 467 GET /images/logo.gif H
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49
56
61
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el ddddddddddddddd:

TShark cobupaeT pa3nmyHble TUMbl CTAaTUCTUYECKNX LaHHbIX 1 0TOBparkaeT UX B pesysibTaTe
rnocyie 3aBepLUeHNs YTEHUS 3axBavyeHHOro anna. g aToro bygeT ncnonb3oBaTbCA NapaMeTp «-
z» B TShark. 3Ha4anbHO, 4TO6bI y3HaTb 060 BCEX Pa3/IMYHbIX OMNLUUAX BHYTPU NapaMeTpa «-z»,
Mosib30BaTeslb OTKPoeT TShark y>ke C BKIIOYEHHOW OMnuuen, 3a KoTopon byaeT cnenoBaTh
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knto4yeBoe cnoBo help. 3To gacT YenoBeky McYepnbiBaOLWMA CNMCOK Pas3nYHbIX
noaAep>XMBaeMbIX (POPMaTOB, KaK MOKa3aHO Ha PUCYHKe HUXE.

# tshark -z help
Running as user "root" and group "root". This could be dangerous.
tshark: The available statistiecs for the "-z" option are:

afp,srt

ancp, tree

ansi_a, bsmap
ansi_a,dtap
ansi_map
bacapp_instanceid, tree
bacapp_ip,tree
bacapp_objectid,tree
bacapp_service,tree
camel,counter

camel ,srt

collectd, tree
conv,bluetooth
conv,eth

conv,fc

conv, fddi

conv,ip

conv,ipvé

conv,ipx

conv, jxta
conv,mptcp

conv,ncp

conv,rsvp

conv,sctp

conv,sll

conv, tcp

conv,tr

conv ,udp

conv,ush

conv,wlan
dcerpc,srt
dests,tree
dhep,stat
diameter,avp
diameter,srt
dns,tree
endpoints,bluetooth

N A A N A S A A S A S i o e

Ncnonb3ys TShark, 4yenoBek MOXXeT CO34aTb MEPAPXMIO Ha OCHOBE MPOTOKOJI0B, B KOTOpown byaeTt
nepeyncreHo KoMYeCcTBO NakeToB N 6anTos. Hy)KHO ncnonb3oBaTb onuuto «io,phs» B napameTpe
«=z». B cny4vae, korga ounbTp He 3ajaH nocne onuun «io,phs», ctatnctnka bygeTt paccynTaHa
0N BCeX NakeToB B paanyce BMANMOCTU. Ho ecnm npefyCcMOTpPeEH onpeaesnieHHbIn puabTp, TO
TShark 6ygeT Bbl4MCNATb CTaTUCTUKY 019 TEX MAaKETOB, KOTOPblIE COOTBETCTBYIOT BhbibopYy,
caenaHHOMy noJsib3oBaTeneM. na AeMOoHCTpaunm noib3oBaTe b CHavyasia 3axBaTuil HEKOTOPbIN
Tpaduk 1 3anmncan ero cogepxmmoe B hans .pcap. 3aTeM oH ByaeT ncnonb3oBaTb TPAUK 13
harna n copTmpoBaTb 3TU AaHHbIE MPSMO B MEPAPXMIO MPOTOKOI0B. YuTaTenm MoryT 3aMeTuTb,
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4YTO Y NoJsib30BaTeNA €CTb onpeesieHHOe KOJIMYeCTBO hpeiMoB, pa3Mep NakeToB B banTax u
NPOTOKOJ1, UCNOJIb3yeMbIN A1 nepenayn.

tshark -r wlan.pcap -z io,phs

Protocol Hierarchy Statistics
Filter:

radiotap frames:66690 bytes:15014549
wlan_radio frames:66690 bytes:15014549
wlan frames:66690 bytes:15014549
wlan frames:6873 bytes:1923747
data frames:14539 bytes:9494859
11lc frames:3158 bytes:1295577
eapol frames:6 bytes:1162
ipve frames:16 bytes:2136
icmpve frames:16 bytes:2136
ip frames:3124 bytes:1291879
udp frames:143 bytes:25311
dhcp frames:6 bytes:2448
dns frames:126 bytes:21131
ntp frames:3 bytes:444
mdns frames:8 bytes:1288
icmp frames:2 bytes:240
tcp frames:2979 bytes:1265528
tls frames:781 bytes:455386
tcp.segments frames:74 bytes:60600
tls frames:62 bytes:53122
http frames:248 bytes:123041
data-text-lines frames:9 bytes:6487
tcp.segments frames:4 bytes:2696
image-jfif frames:6 bytes:4156
tcp.segments frames:6 bytes:4156
image-gif frames:2 bytes:1352
tcp.segments frames:3 bytes:1482
data frames:2 bytes:2924
tcp.segments frames:1 bytes:1462
_ws.malformed frames:5 bytes:2666
frames:12 bytes:1200

== bW R Y

P00 2007070707 0070 0700077

Bo BpeMsi nepBOro aHanmM3a nNakeTa A0J/IKEH ObiTb MPUMEHEH YKa3aHHbIN (uabTp (KOTOpbIN
NCNONb3yeT CUHTAKCUC PUNbTPOB YTeHMA/0TObparkeHns, a He PUIbTPOB 3axBaTa). [akeThl,
KOTOpble HE COOTBETCTBYIOT PUNbLTPY, HE pacCMaTpuBatoTcs ana byaywmx cnyvyaes. 3T70T
napaMeTp MMeeT CMbIC/ NPU HECKONbKMX Npoxonax. CTouT obpaTuTb CBOE BHMMaHWeE, YTO Non4,
Takue Kak «response in frame #»He MoryT 6bITb MCMOJIb30BaHbI C 3TUM PUNLTPOM, TaK KaK OHU
He ByayT Bbl4MCAEHbI. [TapaMeTp «=2» BbIMOJHAET ABYXNPOXOLHbIA aHanM3. OTO MPUBOAUT K TOMY,
410 TShark 6ycdepusyeT BbIxoAHble AaHHbIEe A0 TEX NOpP, NoKa He ByaeT BbIMOJIHEH BECb NEPBLIN
NPoOXoA, HO TakXXe 3anosIHAeT nons, Tpebyowme ByayLmx 3HaHUI, @ TakXXe NPaBUIbHO
BbIYNCNAET 3aBMCMMOCTU hperiMoB NOBTOPHOM COOPKKN. 3O0eCb Nosib30BaTe b MOXKET yBUAETb ABa
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Pa3ZIN4dHbIX aHan3a, 0ANH N3 KOTOPbLIX ABNAETCA aHaJIM30M NepBOro rnpoxona, a BTOpOIZ -
OBYXMNPOXOAHbIM aHa/N30M.

tshark -r wlan.pcap -z io,phs,udp -q
tshark -r wlan.pcap -z io,phs -q -2 -R udp

:~# tshark -r wlan.pcap -z io,phs,udp -q
Running as user "root" and group "root". This could be dangerous.

Protocol Hierarchy Statistics
Filter: udp

radiotap frames:
wlan_radio frames:
wlan frames:143
1lc frames:143
1 frames:143
frames:143
frames:6 bytes:2448
frames:126 bytes:21131
frames:3 bytes:444
frames:8 bytes:1288

:~# tshark -r wlan.pcap -z io,phs -q -2 -R udp
Running as user "root" and group "root". This could be dangerous.

Protocol Hierarchy Statistics
Filter:

radiotap frames:
wlan_radio frames:
wlan frames:143
1lc frames:143
1 frames:143
frames:143
frames:6 bytes:2448
frames:126 bytes:21131
frames:3 bytes:444
frames:8 bytes:1288

PP 2007000707 0?7

Cnenyowunin NYHKT, KOTOPLIA MOMOraeT 4es10BeKy pa3obpaTbCsa CO CTAaTUCTUKON, — 3TO «
KoHe4Hble TOYKMu». byneTt co3fnaHa Tabnnua B KOTOPOM NepevynciieHbl BCE KOHEYHbIE TOYKMN,
KOTOpble MOXHO 6b110 Obl YBUAETL Npu 3axBaTe. DyHKUNA «type», KoTopas MOXeT bbITb
ncrnonb3oBaHa € NapaMeTpoM endpoint, yKa>keT TN KOHEYHON TOYKK, OJ19 KOTOPOW 4YesnoBek
X04eT CreHepupoBaTb CTaTUCTUKY.

B cnyyae, ecnv nonb3oBaTeb YKa3a onpeaeneHHbi GuabTp, TO pacyeTbl CTATUCTUKN
BbIMNOJIHAOTCA OJ1 3TOr0 KOHKPETHOro punbTpa. Tabnuua, nogobHas Toi, 4To creHepupoBaHa Ha
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n3obpa>keHnmn, NokasaHHOM HMXKe, CO3JaeTcs nyTemM noabopa ogHOCTPOYHOW POPMbI KarKa0M
becenbl n oTobparkaeTcsa HaNPOTUB KOJIMYECTBa NakeToB Ha BanT B Ka)KA0OM HarnpaB/eHuu, a
Takxxe obuiero konnyecTsa NakeToB Ha 6anT. [laHHbIE B 3TOM Tabanue no ymoa4yaHuto
COPTMPYIOTCA B COOTBETCTBUM C OOLLNM KONMYECTBOM (hpeNMOB.

tshark -r wlan.pcap -z endpoints,wlan -q | head

:~# tshark -r wlan.pcap -z endpoints,wlan -g | head
Running as user "root" and group "root". This could be dangerous.

IEEE 802.11 Endpoints
Filter:<No Filter>

Packets Bytes | | Tx Packets | | Tx Bytes | | Rx Packets

AsustekC_c3:5e:01 18320 9311875 9843 8435855 B4T7
p-LinkT_16:87:18 8962 1644801 L4024 1124143 4938
D-LinkIn_5f:81:6b 8122 950847 50 5484 Bo72
otorola_31:a@:3b 8079 2137351 6262 1139916 1817
p-LinkT_@9:7f:d3 7894 6218261 29380 453787 4964
Broadcast B4bL4 1728228 18 1164 6426

P00 2707077

CTonT nepenTun K cnepytoLlemy pasgesny, KOTOpbIM 04eHb MOX0XX Ha npenblaywmnin. NomoraeT co
CTAaTUCTUKON MMeHHO “conversation”. bygeT co3fnaHa Tabnuua, B KOTOPON NepeymncieHsl Bce
pa3roBopbl, 4TO MOXXHO 6b1710 Obl YBMAETL Npu 3axBaTe. PyHKUMA type, 4TO ncnonb3yeTcs C
onumnen conversation, ykaxet Tnn 6beceabl, 47151 KOTOPOW YESIOBEK XOYET CreHepupoBaTh
CTATUCTUKY.

Ecnv nonb3oBaTesb yCTAHOBWU onpeaeneHHbIi QUabTP, TO BbIYUCIEHUS CTAaTUCTUKN
BbINMOJIHAIOTCS AJ151 3TOr0 KOHKPETHOro yKa3aHHoro ¢guabTpa. Tabnmua, creHepupoBaHHas nyTem
noabopa 04HOCTPOYHON (hOPMbI Ka>KAOr0 pa3roBopa 1 oTobparkaemMasi C KOJIMYEeCTBOM MNaKeTOB Ha
6anT B Ka>XAOM HanpaBsieHUn 1 obLemM KoM4eCcTBOM NakeToB Ha 6anT, byneT nokasaHa Ha
3KpaHe. [laHHble COPTMPYIOTCS B COOTBETCTBMN C 0OLLIMM KOJIMYECTBOM (DPEMOB.

tshark -r wlan.pcap -z conv,wlan -q | head

:~# tshark -r wlan.pcap -z expert -q | head
Running as user "root" and group "root". This could be dangerous.

Errors (5)

Frequency Group Protocol Summary

5 Malformed TCP New fragment overlaps old data (retransmission?

Warns (53821)

Frequency Group Protocol Summary
13373 Assumption 802.11 Radio No plcp type information was available, assuming
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P00 2 2000700707070 070707077

Moaynb ctatucTukm TShark obnagaeT akcnepTHbIM pe>XxxuMomM. OH cobnpaeT orpomMHoe
KOJINYECTBO AaHHbIX Ha OCHOBE MOJIyYeHHOW MHpOopMaLnmM, a 3aTeM NevyaTaeT ee B onpeaeseHHOM
nopsigke. Bce aTn gaHHble CrpynnmMpoBaHbl B pa3fesbl, Takme Kak owmnbkn, npegynpexxaeHns v
T.4. HenoBeKk Tak>Xe MOXKEeT MUCMO0J/Ib30BaTb SKCMEPTHbLIN PeXUM C onpenesieHHbIM MPOoTOKOosIoOM. B
3ToM cniyydae byayT oTobparkeHbl BCE 3KCMEPTHLIE 3/1IEMEHTbI KOHKPETHOIr0 NPOTOKO/a.

tshark -r wlan.pcap -z expert -q | head

# tshark -r wlan.pcap -z expert -q | head
Running as user "root" and group "root". This could be dangerous.

Errors (5)

Frequency Group Protocol Summary

5 Malformed TCP New fragment overlaps old data (retransmission?

Warns (53821)

Frequency Group Protocol Summary
13373 Assumption 802.11 Radio MNo plcp type information was available, assuming

el dddddd i ddddd:

Mpn 3TOM BapuaHTe YenoBek bepeT TpaduK M3 NakeTa, a 3aTEM NPOrOHAET ero 4yepes Onuuto «
http,tree» c napameTpom «=-z», 4T0bbl NOACYNTATL KoAn4yecTBo HTTP-3anpocoB, nx MoAbl, a
TakKXe KoL COCTOAHMUA. DTO MOAYIbHbIA NOAX04, KOTOPbIA O4E€Hb JIErKO MOHATb U MOTOM
npoaHasnn3MpoBaTb CBOU AENCTBUSA. 34eCb, B JAaHHOM CJly4ae, rnoJjib30BaTe b B34/ NaKeT, KOTOPbIA
OH 3axBaTWJ1 paHee, a 3aTeM NMPOrHaJs ero 4Yepes onuuio, 4To NpeaocTasnia eMy NHpopMaLuunio o
TOM, 4TO B 0bLLen COXKHOCTY BbISI0 CreHeppoBaHO 126 3anpocoB, U3 KOTOPbIX 14 BepHyin «200
OK>». OT0o 03Ha4aeT, 4TO OCTalJibHble U3 HUX Nb0o Bbigann ownbky, Mnbo Bbinn NepeHanpaBAEHbI
Ha OpYyron cepBep, BblAaB OTBET cepun 3XX.

tshark -r wlan.pcap -z http,tree -q
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:~# tshark -r wlan.pcap -z http,tree -g
Running as user "root" and group "root”. This could be dangerous.

HTTP/Packet Counter:
Topic / Item

Total HTTP Packets
HTTP Request Packets
GET
HTTP Response Packets
3xx: Redirection
304 Not Modified
382 Found
3801 Moved Permanently
2xX: Success
200 0K
204 No Content
??7: broken
5xx: Server Error
4xx: Client Error
1xx: Informational
Other HTTP Packets

.0038
.0019
.0019
.0019
.0016
.0015
.0080
.00e0
.00083
.0082
.0060
.0000
.0o00
.0080
.00e0
.0000

== = = = i~ =~ = = =~ = =~ R =~ = i~ = ]

P00 2007?0777

MNMoCKONbKY NOET peyb 0 CTPYKTYpe MNOX0oXKen Ha AepeBo, CTOUT HEMHOIO ee nccnenoBaTb. Y
4yesloBeKa eCTb MHOIo cnocoboB, C MOMOLLbIO KOTOPbLIX OH MOXKET NMPUMEHUTL onuuio «tree» B
CcoYeTaHun C ApyruMmn pyHKLMaMn. YTobbl NPOAEMOHCTPMPOBATL 3TO, YENIOBEK PeLLn
MCNoJIb30BaTb NapaMeTp AJIMHbI MakeTa C NapaMeTpoM «tree». DTO NMO3BOJIUT OTCOPTUPOBATL
[aHHble Ha OCHOBE pa3Mepa NakKeToB, a 3aTeM CreHepupoBaTb Tabanuy ¢ HUMKU. Tenepb 3Ta
Tabnunua 6yneTt cogep)xaTb He TOJSIbKO AJINHY MNAaKeToB, HO U X KOMYeCTBO. MUHUMaIbHOE
3HayYeHne AnHblI byaeT HaxoAMTbCa B AMarna3oHe pa3MepoB NakeToB. TakXXe NHCTPYMEHT
BbIYNCINT pa3Mep 1 NMPOLEHT NakeToB BHYTPW AMara3oHa YCTaHOBAEHHOW AJINHbI.

tshark -r wlan.pcap -z plen,tree -q

# tshark -r wlan.pcap -z plen,tree -q
Running as user "root" and group "root". This could be dangerous.

Packet Lengths:

Packet Lengths 66690
8-19 ] .0008
.0oee
.00083
.0001
.0000
.00ee
.0pee
.0oee
.0pee
.00ee

28-39 8

48-79 42235

80-159 9477 134.43
160-319 6071 257.61
320-639 2724 390.89
640-1279 456 844 .38
1280-2559 5727 1469.77
2560-5119 ] -

5120 and greater @ -

-~ -~ -~ -~ -~ -~ -~ - -~ -~ -~
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P00 2000070707 007070707 270 0000707 0079077

CTtoMT OOpaTuTb BHMMaHMe: TEPMUHAN LOJKEH NOALEPXKMBATb BbIBOL LBETOB, 4T0ObI 3Ta onuus
paboTana NnpaBubLHO.

YenoBek MOXET BKJIIOYUTb LiBeTa AJ19 MakeToB B COOTBETCTBUM CO CTaHAAPTHLIMU (PUAbTPamMm
Wireshark. B Windows uBeTa orpaHu4eHbl yCTaHOBJIEHHbIMU BapuaHTaMn. B naHHOM criy4ae
NoJib30BaTe/lb MOXKET HAaCTPOUTb LiBETa B COOTBETCTBUM C PUILTPOM O0TOobBparkeHns. 3To
rnomoraeT ObICTPO HANTK onpefeneHHbIV NakeT B rpynne nofobHbix NnakeTtoB. OH Takxe nosieseH
npuv obHapy>XeHUN PyKornoXKaTun B KOMMYHUKALMOHHOM Tpaduke. Ero MOXXHO BKJIIOYNUTL C
MOMOLLbIO cnefylouen KoMmaHabl:

tshark -r color.pcap --color

:~# tshark -r color.pcap —color

Running as user "root" and group "root". This could be dangerous.
1 9.000000000 152.168.8.6 » 224.9.0.252 IGMPv2 60 Membership Report group 2
2 1.308991630 192.168.@.137 » 8.8.8.8 DNS 84 Standard query @=bdd4 A det
3 1.3091@8098 192.168.@.137 » 8.8.8.8 DNS 84 Standard query @=d7@e AAAA
4 1.314734876 8.8.8.8 » 192.168.0.137 DNS 248 Standard query response @=
cd.akamai.net A 23.32.28.31 A 23.32.28.42

5 1.31786185%6 8.8.8.8 » 192.168.0.137 DNS 272 Standard query response 8=
.dscd.akamai.net AAAA 2600:140f:3400::1720:1clf AAAA 2600:140f:3400::1720:1c2a

6 1.351099604 192.168.0.137 » 23.32.28.31 TCP 74 33274 » 80 [SYN] Seq=0 Win=

1.360371655 23.32.28.31 » 192.168.0.137 TCP 74 8@ » 33274 [SYN, ACK] Seq=0
1.360407102 192.168.0.137 » 23.32.28.31 TCP 66 33274 » 80 [ACK] Seq=1 Ack=
1.360667272 192.168.0.137 » 23.32.28.31 HTTP 354 GET /success.txt HTTP/1.1
1.366231541 23.32.28.31 » 192.168.08.137 TCP 66 80 » 33274 [ACK] Seq=1 Ack=
1.368532386 23.32.28.31 » 192.168.08.137 HTTP 473 HTTP/1.1 200 OK (text/pl
1.368576332 192.168.0.137 » 23.32.28.31 TCP 66 33274 » 80 [ACK] Seq=289 Ac
1.714841355 192.168.0.137 » 8.8.8.8 DNS 72 Standard query @=2172 A www
1.714151234 192.168.08.137 + 8.8.8.8 DNS 72 Standard query ©0=6d77 AAAA
1.715114796 192.168.0.137 » 8.8.8.8 DNS 73 Standard query @=3bZe A kal
1.715179313 192.168.0.137 » 8.8.8.8 DNS 73 Standard query @=af3@ AAAA
1.715291271 192.168.0.137 » 8.8.8.8 DNS 74 Standard query @=59d@ A too
1.715336702 192.168.0.137 » 8.8.8.8 DNS 74 Standard query @=a3d2 AAAA
1.726762319 8.8.8.8 » 192.168.8.137 DNS 132 Standard query response 8=
1.730538887 8.8.8.8 » 192.168.8.137 DNS 133 Standard query response 8=
1.7805@0105 192.168.0.137 » 8.8.8.8 DNS 84 Standard query @=57f4 A sni
1.7806@8110 192.168.0.137 » 8.8.8.8 DNS 84 Standard query @=39f9 AAAA
1.786685781 8.8.8.8 » 192.168.8.137 DNS 191 Standard query response @=
1.786635886 8.8.8.8 » 192.168.8.137 DNS 211 Standard query response @=

.833783843 168.8.137 » 13.33.169.121 TCP 66 38962 » 443 [ACK] Seq=1 Ac

e e e T A e e e L

el i ddd N ddddd

Mo ymonydaHuto TShark paboTtaeT B pexxnme «HecCKosibKux ¢gpannoB». Taknm obpasom, TShark
3anncbiBaeT AaHHble B HECKOJIbKO (halloB 3axBaTa. Korga nepsbivi hain 3axBaTa 3anoJIHAETCS 00
onpeneneHHon cTeneHn, UHCTPYMEHT nepekJsiinYyaeTcsa Ha cneyowunin hann n Tak ganee. MiMeHa
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(halinoB, KOTOpPbIE YENOBEK XO4YET CO34aTh, MOXHO YKa3aTb C MOMOLLbIO NapaMeTpa «-W».
KonnyecTBo haisioB, AaHHbIe 0 BPEMEHU UX NosiBNIeHUs ByayT 06beAnHEHbI C UMEHEM,
yKa3aHHbIM PSAAOM C MapaMeTpoM «-W>», YTOObl C(HOPMMPOBATL MOJIHOE UMS haitna.

Onuyunsa «files» byneT 3anNo/IHATL HOBblE halsibl 4O TEX MOp, NOKa He ByaeT yKa3aHo UX
Kosaim4ecTBo. B aTOT MoMeHT TShark otbpocuT gaHHbie B nepBoM (ansie n Ha4yHeT 3annch B
cnepywowmm pann. Ecnm napameTtp «files» He BktoYeH, HOBbIE (haWibl 3aMOJIHAKTCSA A0 TexX nop,
NoKa 04HO M3 YC/I0BUIN OCTAHOBKM 3axBaTa He ByaeT BbINOJIHEHO NN NOKa AUCK He ByneT Oo
KOHLLA 3aMnoJIHeH.

CyuwiecTByeT MHOXECTBO KpUTepmes, No KOTopbiM paboTaeT unkanyeckuin dydgep, Ho B JaHHOM
Cc/lydae 4yesioBeK MCMNoJib30Basl TOJNIbKO 2 U3 HUX. Pansbl U pa3mep ganna.

daunnbl: 3Ha4YeHME Ha4YMHAETCA CHOBa C NepBoro dansa nocse Toro, Kak 6bi10 3anncaHo
3HaYeHne Konm4ecTBa anaos (obpasyeTca LUmMkandecknin dydep). 3To 3Ha4YeHMe LOIKHO ObITb
MeHbLle 100000.

PasMmep danna: 3HadyeHne NepeksyaeTCcs Ha cneayowmnn gann nocne Toro, Kak NepsBbIn
OOCTUrHET yCcTaHoBNeHHOro pa3mepa (Kb). CTont 06paTnTb BHUMaHME, YTO MaKCMMallbHbIN
pa3mep anna orpaHnyeH 2 rurabamtamm.

tshark -I ethO® -w packetsbuffer.pcap -b filesize:1 -b file:3

:~# cd packet/

: # tshark -1 eth® -w packetsbuffer.pcap -b filesize:1 -b files:3
Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth@'
353 °C

ile Actions Edit View Help

:~# cd packet/
- # 1s

packetsbuffer_00009_20200203122531.pcap packetsbuffer _00010_20200203122531.pcap

as__ W - =
# L3 =La

root 4096 Feb 12:25

root 4096 Feb 12:280

root 1828 Feb 12:25 packetsbuffer_00043_20200203122549 .
root 1884 Feb 12:25 packetsbuffer_oe04s4_20200203122549
root 252 Feb 12:25 packetsbuffer_00045_20200203122549 .
# 1s -la

root 4896 Feb 12:25

root 4096 12:

root 1228 12:25 packetsbuffer_00@51_20200283122552.
root 1852 Feb 12:25 packetsbuffer_00052_20200203122553.
root 552 12:25 packetsbuffer_00@53_20200203122554.
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Moa orpoMHbIM MAacCUBOM OMLMIA eCTb 0AHa, Ha3biBaeMas auto-stop. Kak crnenyeT 13 HasBaHus, ¢
NMOMOLLbIO HEE MOXKHO aBTOMATUYECKN OCTAHOBUTL 3aXBaT Tpaduka Nocse Toro, Kak
YyCTaHOBJIEHHbIE YCNOBUA BYAYT BbIMOSHEHbI.

ECTb HECKONIbKO BapuaHTOB, B JaHHOM CJly4Yae 4Yesl0BEeK NUCMO0J1b30Bas KpUTeEpUn
NPOAOJIKNTENbHOCTU. OH YTOYHWUI MPOAOJIKUTENIbHOCTb 1 orpaHu4un ee 10-10. 3TO 3Ha4YeHne
Bblpa)KaeTCH B CeKyHAax. MITak, nocne 3axBaTa NnoJsib3oBaTeslb BUOUT, 4TO 3a 10 cekyH OH
3axBaTua 9 NakeToB.

tshark -i ethO® -a duration:10

:~# tshark -1 eth® -a duration:1@
Running as user "root" and group "root". This could be dangerous.
Capturing on "eth@’
.booooOOOD 192.168.0.137 » 52.73.26.88 TLSv1l.2 841 Application Data
.228521540 52.73.26.88 » 192.168.0.137 TLSv1.2 191 Application Data
.228547939 192.168.0.137 » 52.73.26.88 TCP 66 50990 » 443 [ACK] Seq

.228611423 52.73.26.88 + 192.168.0.137 TCP 66 443 » 58990 [ACK] Seq

.228615310 192.168.0.137 » 52.73.26.88 TCP 66 [TCP Dup ACK 3#1] 5094

.977273190 192.168.0.137 » 13.249.226.169 TCP 66 34476 » 443 [ACK] S

.018827964 13.249.226.169 » 192.168.0.137 TCP 66 [TCP ACKed unseen s

.512880036 192.168.0.137 » 104.79.123.250 TCP 66 37426 » 443 [ACK] S

.623442093 104.79.123.250 » 192.168.0.137 TCP 66 [TCP ACKed unseen s
9 packets captured

PPV ???77?77

Ewle ooHMM KpuTepueM AN aBTOMATUYECKOM 0CTaHOBKM paboThl sBnseTcs pa3mep danna. TShark
NPEKPATUT 3arnncK B yKa3aHHbI alia 3axBaTa Mocjie Toro, Kak OH JOCTUrHET pa3mepa,
YCTAHOBJIEHHOr O MoJib30BaTenieM. B 1aHHOM CJlyyae noJsib30BaTe b YCTaHOBUA pa3Mep dalina
paBHbIM 1. 9TO 3Ha4YeHne cynTaeTcs B Kb. OH ncrnosib30oBas KOMaHAy AJ1s BbiBOAA CMUCKa
KaTasioro., 4Tobbl MOKa3aTb, YTO 3axBaT Obla NPeKpaLLeH, Kak TOJIbKO (haitn focTur pasmepa 1 k6.

tshark -i ethO® -w l.pcap -a filesize:1l

:~# tshark -1 eth® -w 1l.pcap =-a filesize:1
Running as user "root" and group "root". This could be dange
Capturing on "eth@’
B

~# 1s -la

total 16156
drwxr-xr-x 19 root Feb 3 12:33
drwxr-xr-x 18 root Nov 25 12:38
root Feb 3 12:33 1.pcap
=rw-r—r— 1 root Feb 3 12:24 .bash_history
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Monb30oBaTesib TAaK)XXe MOXET U3MEHUTb CTAaTUCTUKY 3aXBayYe€HHbIX LaHHbIX Tpauka Ha OCHoBe
TUMOB KaHasl0B nNepeja4vn gaHHbIX. Na 3Toro emy npmaeTcsa NCrosib30BaTb HE3aBUCUMBbIN
napameTp «-1». B faHHOM cny4ae 4yesioBeK MCMNosib30Basl ero, 4Tobbl MokasaTb, YTO Y HEro ecTb
KaHasibl Nnepefayn gaHHbIX, Takme kKak EN10OMB, yka3aHHble ansa Tpaduka Ethernet.

tshark -L

: # tshark -L
Running as user "root" and group "root". This could be dj

Data link types of interface eth® (use option -y to set)
EN1OMB (Ethernet)
DOCSIS (DOCSIS)

P00 2 2007?0707

Hy>XHO BBECTM NPOCTYI0 KOMaHAy, YTobObl YATATENMN MOMIM NMOHATL U COOTHECTU BCE NpakKTuyeckme
LEeNCTBUSA, BbINMOJIHEHHbIE B 3TOW CTAaTbe, C BEpPCMEN NMporpamMmmbl. ITa UHGopMaLuna nsobpaxeHa
Ha PUCYHKe HMXe. [aHHbIA NapaMeTp BbIBOAUT MHGOPMALIMIO O BEPCUN YCTaHOBAEeHHOro TShark.

tshark -v

:~# tshark -v
Running as user "root" and group "root". This could be dangerous.
TShark (Wireshark) 3.0.5 (Git v3.8.5 packaged as 3.0.5-1)

Copyright 1998-2819 Gerald Combs <geraldawireshark.org> and contributors.
License GPLvZ+: GNU GPL version 2 or later <http://www.gnu.org/licenses/old-1i
This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

Compiled (64-bit) with libpcap, with POSIX capabilities (Linux), with 1libnl 3,
with GLib 2.60.6, with zlib 1.2.11, with SMI @.4.8, with c-ares 1.15.8, with

5.2.4, with GnuTLS 3.6.9 and PKCS #11 support, with Gerypt 1.8.5, with MIT
Kerberos, with MaxMind DB resolver, with nghttp2 1.39.2, with LZ4&, with Snapp
with libxml2 2.9.4.

Running on |[Linux 5.3.0-kali2-amd64, with Intel(R) Core(TM) i7-9758H CPU @
2.60GHz (with SSE&.2), with 3934 MB of physical memory, with locale en_US.utf8
with libpcap version 1.9.1 (with TPACKET_V3), with GnuTLS 3.6.10, with Gcrypt
1.8.5, with zlib 1.2.11, binary plugins supported (@ loaded).

Built using gcc 9.2.1 28190909.

P00 000000707077
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Bo BpemMsa ntoboro 3axeaTta CeTU CyLLECTBYeT ocTpas noTpebHOCTb B 0OTYETHOCTU, 4TObbI YenoBek
MOI NOAE/INTLCA pe3ysibTaTaMu C KOMaHOO0W, @ TakXXe C Ha4a/IbCTBOM U UMeTb NOATBEP)KAEHHbIE
OoKa3aTenbCcTBa Ntobon neaTenbHOCTMN BHYTPU Hee. Mo TeM e npunyimnHam TShark npepocTtasun
YeNoBEKY NpeKpacHbIn BapmaHT (-G). C nomoLwbio 3Ton onummn TShark Mo)xeT pacnedyaTaTb CANCOK
HECKOJ/IbKMUX TUMOB OTHYETOB, KOTOpble ByayT creHepupoBaHbl. OdurumnanbHOe pyKOBOACTBO MO
TShark ncnonb3yeT cnoBo Nnoccapum st ONNCaHNA OAaHHbLIX TUMNOB OTYETHOCTMU.

tshark -G help

# tshark -G help
Running as user "root" and group "root". This could be dangerous.
TShark (Wireshark) 3.8.5 (Git v3.0.5 packaged as 3.0.5-1)

Usage: tshark -G [report]

Glossary table reports:
column-formats column format codes and exit
decodes "layer type"/"decode as" associations and exi

dissector-tables
elastic-mapping
fieldcount

fields

ftypes
heuristic-decodes
plugins

protocols

values

Preference reports:
-G currentprefs
-G defaultprefs
-G folders

dissector table names, types, and properties
ElasticSearch mapping file

count of header fields and exit

fields glossary and exit

field type basic and descriptive names
heuristic dissector tables

installed plugins and exit

protocols in registration database and exit
value, range, true/false strings and exit

current preferences and exit
default preferences and exit
about:folders

P00 0000?7077

KoHe4HOo, ecTb onuusa dopMaTupoBaHuAa cTonbuoB, A4OCTynNHasa B pasaene ot4yetoB TShark. YTobbl
N3YYUTb €ro cCooepxnumoe, 4esoBeK BbIMOJHWU KOMaHAY, KaK NMoKa3aHo Ha PUCYHKe HUXe.
YntaTtenn BUAAT, 4HTO OH NeYaTaeT CNMCOK C onpeaesieHHbIMU 3HakKaMun, KoTopble MOryT 6biTb
MCMOJIb30BaHbl NPU CO34aHUNM OoTHeTa. Takxe ecTb ngeHtTugpmnkaTop VLAN, nata, Bpemd, agpec
Ha3Ha4YeHus, MOPT Ha3Ha4YeHNs, AJINHA NakeTa, MPOTOKOA N ApYyrne AaHHbIe.

tshark -G column-formats
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:~# tshark -G column-formats

Running as user "root"™ and group "root". This could
%q 802.10 VLAN id
XYt Absolute date, as YYYY-MM-DD, and time
%YDOYt Absolute date, as YYYY/DOY, and time

Absolute time

Cisco VSAN

Cumulative Bytes

Custom

DCE/RPC call (cn_call_id / dg_seqnum)

Delta time

Delta time displayed

Dest addr (resolved)

Dest addr (unresolved)

Dest port (resolved)

Dest port (unresolved)

Destination address

Destination port

Expert Info Severity

FW-1 monitor if/direction

Frequency/Channel

Hardware dest addr

Hardware src addr

Hw dest addr (resolved)

Hw dest addr (unresolved)

Hw src addr (resolved)

Hw src addr (unresolved)

IEEE 882.11 RSSI

IEEE 882.11 TX rate

IP DSCP Value

Information

Net dest addr (resolved)

Net dest addr (unresolved)

Net src addr (resolved)

Net src addr (unresolved)

Network dest addr

Network src addr

Number

Packet length (bytes)

Protocol

el ddddddddd

ITa onuwnsa cnocobHa creHepunpoBaTh 3 MOJSA, CBA3aHHbIE CO C/I0SIMU, @ TaKXe AEKOAUPOBaHHbLIM
npoTokosoM. CyLlecTByeT OorpaHnyeHmne, npumMmeHaeMmoe 459 0GHON 3annucu B CTPOKE C 3TOW
onuuen. NepBoe Nose, nMeloLLee 3HaYyeHne «slap.npouecc.sout» coobulaeT Nonb3oBaTENO TUM
CJ1051 CETEBbIX MaKeTOB. [lasiee OH MoJly4YaeT 3HAaYEeHME CeNleKTopa B AeCATUYHOM hopMaTe.
HakoHel, y 4enoBeka ecTb paclumngpoBKa Toro, 4to 6b1s10 NoaydeHo npu 3axeaTte. OH
ncnonb3oBan koMaHay head, Tak Kak BbIXOAHblE AaHHbIe BblIM AOBOJILHO 60/bLWNMUY, YHTOObI
MOMeCTUTbLCSA HA OAHOM CKPUHLLOTE.

tshark -G decodes | head
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# tshark -G decodes | head
Running as user "root" and group "root". This could be dangerous.
slap.proc.sout 17 slap
slap.proc.sout 3 slap
slap.proc.sout 6 slap
slap.proc.sout 23 slap

slap.proc.sout 9 slap
slap.proc.sout 48 slap
slap.proc.sout &3 slap
slap.proc.sout 29 slap
slap. .sout & slap
slap. .sout 21 slap

i i dddds

BONbLWMHCTBO Nt0AEN, YNTAKOLWMX 3TY CTaThIO, YXKe 3HAaKOMbI C KOHUenunen guccekrtopa. Ecnn
HeT, TO MPOCTbIMK cnoBaMu Dissector — 3TO CUMHTaAKCMYECKUI aHaAn3aTop NPOTOKOAa. BbixoaHble
JaHHble, FeHepupyeMble 3TOW OMUNEN, COCTOAT M3 6 nonen. HaunHasa ¢ umeHn Tabanubi
ONCCeKTOopa, OHO UCNoNb3yeTcsa aNna Tabnuubl auccekTopa B popmaTte GUI. [anee, y 4enoBeka
y>Xe eCcTb Tun 1 6a3a gns otobparkeHmna nMeHn NPoToKo1a. HakoHeL, y Hero Tak)xe ecTb
BO3MOXXHOCTb A1 OEKOANPOBAHUA MOJyYEHHOW MHGOPMaLLMN.

:~# tshark -G dissector-tables
Running as user "root" and group "root". This could be dangerous.
amgp.version AMQP versions FT_UINTS BASE_DEC AMQP Decode As supported
ansi_637.tele_id ANSI IS5-637-A Teleservice ID FT_UINT8 BASE_DEC ANSI IS-637-A T4
ted
ansi_a.ota IS-683-A (OTA) FT_UINTS BASE_DEC ANSI BSMAP Decode As not supported
ansi_a.pld IS-801 (PLD) FT_UINTS BASE_DEC ANSI BSMAP Decode As not supported
ansi_a.sms IS-637-A (SMS) FT_UINTS BASE_DEC ANSI BSMAP Decode As not supported
ansi_map.ota IS-683-A (OTA) FT_UINTS BASE_DEC ANSI MAP Decode As not supported
ansi_map.pld I5-801 (PLD) FT_UINTS BASE_DEC ANSI MAP Decode As not supported
ansi_map.tele_id I5-637 Teleservice ID FT_UINTS8 BASE_DEC ANSI MAP Decode
ansi_tcap.nat.opcode ANSI TCAP National Opcodes FT_UINT16 BASE_DEC ANSI_TCAP
ansi_tcap.ssn  ANSI SSN FT_UINTS BASE_DEC TCAP Decode As not supported
arcnet.protocol_id ARCNET Protocol ID FT_UINTE BASE_HEX ARCNET Decode As not s
aruba_erm.type Aruba ERM Type FT_NONE ARUBA_ERM Decode As supported
atm.aal2.type ATM AAL_2 type FT_UINT32 BASE_DEC ATM Decode As supported
atm.aal5.type ATM AAL_5 type FT_UINT32 BASE_DEC ATM Decode As not supported
atm.cell_payload.vpi_vci ATM Cell Payload VPI VCI FT_UINT32 BASE_DEC ATM
atm.reassembled.vpi_vci ATM Reassembled VPI VCI FT_UINT3Z2 BASE_DEC ATM Decode As not s
awdl.tag.number AWDL Tags FT_UINTS BASE_DEC AWDL Decode As not supported
ax25.pid AX.25 protocol ID FT_UINT8 BASE_HEX AX.25 Decode As not supported
bacapp.vendor_identifier BACapp Vendor Identifier FT_UINTS BASE_HEX BACapp
bacnet.vendor BACnet Vendor Identifier FT_UINTE BASE_HEX BACnet Decode As not s
bacp.option PPFP BACP Options FT_UINTS BASE_DEC PPP BACP Decode As not s
bap.option PPP BAP Options FT_UINTS BASE_DEC PPP BAP Decode As not supported
bcp_ncp.option PPP BCP NCP Options FT_UINTS BASE_DEC PPP BCP NCP Decode As not s
bctp.tpi BCTP Tunneled Protocol Indicator FT_UINT32 BASE_DEC BCTP Decode

Elastic mapping

Mapping - 3To o4YepTaHne OOKYMEHTOB, XpaHawmxca B nHaekce. Elasticsearch noganep>xxmnsaert
pas3nyHble TUMbl AaHHbIX 4S5 nosaen B gokyMeHTe. lNMapameTp elastic-mapping B TShark
BbIBOOUT AaHHble, XpaHALWMecsa BHYTpu anna conoctaBneHus ElasticSearch. M3-3a 6onbLioro
KOJIMYeCTBa AaHHbIX 419 NeYaTu NoJib30BaTeNlb peLlmna Takxxe ncnosb3oBaTb KomaHay head.
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tshark -G elastic-mapping | head

# tshark -G elastic-mapping | head
Running as user "root" and group "root". This could be dangerous.

{

"template": "packets-%",
"settings": {
"index.mapping.total_fields.limit": 1000000

b
"mappings": {
"pcap_file": {
"dynamic": false,
"properties”": {
"timestamp":

PPP000070707? 007077

B ceTeBon TpaccupoBKe BbIBalOT MOMEHTbI, KOrAa HY>KHO MOJly4YNTb KOJIMYECTBO MOJIEeN 3arojlioBka,
nepemMewaoLLnxca B nobon MmoMeHT. B Takmux cny4vaax TShark moxeT nomoyb. C MOMOLLbIO ONumK
fieldcount yenoBek cnocobeH nerko pacnevyataTb KOJIMYECTBO MNoJien 3arofoBka. Kak MOXKHO
yBUAETb Ha N30bpa>keHnn, NpuBeaeHHOM HUXKE, Y MOoJib30BaTeNs eCTb 2522 npoTokosa n 215000
rnosien, KoTopble BbIIM NpeaBapUTENLHO pacrnpeaeseHsl.

tshark -G fieldcount

# tshark -G fieldcount
Running as user "root" and group "root". This could be dangerous
There are 214494 header fields registered, of which:
@ are deregistered
2522 are protocols
16878 have the same name as another field

215000 fields were pre-allocated.

The header field table consumes 1679 KiB of memory.
The fields themselves consume 15881 KiB of memory.

27?7

TShark Tak)xe MOXXeT Nosly4YnUTb COAEPXKMMOE perncTpaunoHHon 6asbl JaHHbIX. BbixogHble
[aHHble, reHepupyeMble 3TON ONuMen, He Tak JIerko NHTepnpeTupoBaThb, Kak Apyrmne. HekoTopble
noJib30BaTeNIM MOTYT UCMNOJIb30BaTb JIIOOON APYron MHCTPYMEHT CMHTAaKCUYEeCKOro aHann3a ans
nony4deHuns 6osnee To4HOro pesynbTaTa. KaXKaaa 3anncb B BbIXOAHbIX AaHHbIX SBAAETCA
MPOTOKOJIOM U (PaJIOM 3aroJloBKa. 9TO MOXXHO Pa3/iIM4nTb NO MepBOMY MO0 3anucn. Ecan none
P, To 3TO npoToKoA, a ecnn F, To 3TO nosie 3arosioBka. B ciiyyae C NpoToKoslaMu eCcThb ele 2 noss.
OAVIH N3 HUX FTOBOPUT O MPOTOKOJE, @ Apyrne noasa nokasbiBaloT abbpeBnaTypy, MCNOSIb3yeMyto
019 yKa3zaHHOro NpoTokosia. B cayyae € 3arofloBKOM CUTyaLMss HEMHOIo oT/inydaeTcd. bonee Toro,
ecTb ewe 7 nonen. NMonb3oBaTenb noay4daeTt nmsa, abbpesnaTtypy, Tun, abbpesnaTtypy
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pPOANTENLCKOro NPoTOoKoIa, 6a3y ang otobpakeHnsa hanaos, None Asasa onMcaHna pexknamsbl,
6nTOBYIO MacCKy.

tshark -G fields | head

:~# tshark -G fields | head
Running as user "root" and group "root". This could be dangerous.
Short Frame _ws.short
Malformed Packet _ws.malformed
Unreassembled Fragmented Packet _ws.unreassembled
Dissector bug _ws.malformed.dissector_bug FT_NONE _ws.malformed
Reassembly error _ws.malformed.reassembly FT_NONE _ws.malformed
Malformed Packet (Exception occurred) _ws.malformed.expert FT_NONE _ws.m3
Type Length Mismatch _ws.type_length
Trying to fetch X with length Y _ws.type_length.mismatch FT_NONE _ws.t
Number-5tring Decoding Error _ws.number_string.decoding_error
Failed to decode number from string _ws.number_string.decoding_error.faild

P
P
P
E
E
E
P
E
P
E

™
=
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TShark Tak>xe noMoraeT 4esioBeKY CO034aBaTb OTYETbI, KOHUEHTPUPYOLWMECS BOKPYF OCHOBHbIX
TUMNOB CETEBLIX MPOTOKOJIOB. DTO COKpPaLLEHHO Ha3biBaeTcs ftype. OTOT TN oT4eTa COCTOUT BCEro
n3 2 nonen. OanH gna FTYPE, a apyron ons ero onucaHus.

tshark -G ftypes
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:~# tshark -G ftypes
Running as user "root" and group "root". This could be dangerous
FT_NONE Label
FT_PROTOCOL Protocol
FT_BOOLEAN Boolean
FT_CHAR Character, 1 byte
FT_UINTS Unsigned integer,
FT_UINT16 Unsigned integer,
FT_UINT24 Unsigned integer,
FT_UINT32 Unsigned integer,
FT_UINT40 Unsigned integer,
FT_UINT4E Unsigned integer,
FT_UINTS6E Unsigned integer,
FT_UINTG4 Unsigned integer,
FT_INT8 Signed integer, 1 byte
FT_INT16 Signed integer, 2 bytes
FT_INT24 Signed integer, 3 bytes
FT_INT32 Signed integer, & bytes
FT_INT4® Signed integer, 5 bytes
FT_INT48 Signed integer, 6 bytes
FT_INTS56 Signed integer, 7 bytes
FT_INTGE4 Signed integer, 8 bytes
FT_IEEE_11873_SFLOAT IEEE-11073 Floating point (16-bit)
FT_IEEE_11073_FLOAT IEEE-11073 Floating point (32-bit)
FT_FLOAT Floating point (single-precision)
FT_DOUBLE Floating point (double-precision)
FT_ABSOLUTE_TIME Date and time
FT_RELATIVE_TIME Time offset
FT_STRING Character string
FT_STRINGZ Character string
FT_UINT_STRING Character string
FT_ETHER Ethernet or other MAC address
FT_BYTES Sequence of bytes
FT_UINT_BYTES Sequence of bytes
FT_IPv4 IPv4 address
FT_IPv6 IPvE address
FT_IPXNET IPX network number
FT_FRAMENUM Frame number
FT_PCRE Compiled Perl-Compatible Regular Expression (GRegex) obj
FT_GUID Globally Unique Identifier

byte

bytes
bytes
bytes
bytes
bytes
bytes
bytes

00 = O LA B~ L R

el ddddddd b dddddddddd

COpTMPOBKAa ANCCEKTOPOB Ha OCHOBE 3BPUCTMYECKOr0 AEKOAMPOBAHMA - 3TO O4HA U3 TeX BeLlen,
KOTOpble [0/IKHbI ObITb 1ErKo A0CTYMHbI. [10 TOM e NPUYnNHE y YesioBeKa eCTb BO3SMOXKHOCTb
3BPUCTUYECKOro AekoanpoBaHusa B TShark. 3Ta onuuns gaeT BO3MOXKHOCTb A1 nevyaTun Bcex
3BPUCTUYECKUX JEKOA0B, KOTOPbIE B AAaHHbI MOMEHT yCTaHOBJIeHbl. COCTOUT 13 3-X Nonen.

tshark -G heuristic-decodes
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:~# tshark -G heuristic-decodes
Running as user "root" and group "root".
rtsp rtp
sctp sip
sctp nbap
sctp Jjxta
udp xml
udp wol
udp wg
udp waveagen
udp wassp
udp udt
udp teredo
udp stun
udp srt
udp sprt
udp skype
udp sip
udp rtps
udp rtp
udp rtcp
udp rpcap
udp rpc
udp rlm
udp rlc=-nr
udp rlc-1te
udp rlc
udp rftap
udp reload-framing T
udp reload T
udp redbackli T
udp raknet T
udp quic T
udp proxy T
udp pktgen T
udp peekremote
udp pdcp-nr F

o B s s B B B B B T B B B B B B B s I B B B e B B B |

P0?P?0707?7

MnarvHbl — 3TO O4€Hb BaXKHbIN TUM OMNUUINA, KOTOPbIA Bbl1 MHTErPUPOBAH C ONLNAMM OTYETHOCTW
Tshark. Kak cnegyeT U3 Ha3BaHMS, OH NMevyaTaeT UMS BCeX YCTAHOB/IEHHbIX NMaarnHoe. Mone, nu3
KOTOPOro AeslaeTcs 3TOT OTYET, COCTOUT U3 BUbnnoTekn, Bepcumn, TUNa NaaruHOB U NyTH, Mo
KOTOPOMY OHW HaxoAsATCS.

tshark —G plugins
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:~# tshark -G plugins

Running as user "root" and group "root". This could be dangerous.

ethercat.so .@ dissector Jusr/1ib/x86_64-1linux-gnu/wireshark/plugins/
gryphon.so dissector Jusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
irda.so dissector Jusr/1ib/x86_64-1linux-gnu/wireshark/plugins/
mate.so dissector Jusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
dissector Jusr/1ib/x86_b4~-linux-gnu/wireshark/plugins/
dissector Jusr/1lib/x86_64-1inux-gnu/wireshark/plugins/
dissector Jusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
dissector Jusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
dissector Jusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
file type Jusr/1ib/x86_64-1linux-gnu/wireshark/plugins/
dissector Jusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
dissector Jusr/1ib/x86_64-1linux-gnu/wireshark/plugins/
dissector Jusr/1lib/x86 64-1linux-gnu/wireshark/plugins/

opcua.so

profinet.so
stats_tree.so
transum.so
unistim.so
usbdump.so
wimax.so

S8 EF NI EEE3
SN NEDE D=

HESEBENEREREESEE

PPP00?7?0707?

Ecnum yntaTenm XoTAT 3HaTb NOAPOOHOCTM O NPOTOKOAX, KOTOPbIe 3anncbiBatoTCa B 6a3y AaHHbIX,
OHW MOFYT UCMONb30BaTb NapameTp protocols. 3TOT BbIBOA TakXXe HEMHOIo He YnTtabeneH, Tak
4YTO MOJIb30BaTE /b MOXKET UCMOJIb30BaTb OO0V CTOPOHHUN UHCTPYMEHT, 4TOObl COCTaBUTb OTYET.
ITOT NapaMeTp BbIBOAUT AaHHble B 3-X NoasX. Y YesioBeKa eCTb UMS MPOTOKOoJ1a, KpaTKoe NMS r
nMsa punabTpa.

tshark —G protocols | head

:~# tshark -G protocols | head
Running as user "root" and group "root". This could be dangerous.
Lua Dissection Lua Dissection _ws.lua
Expert Info Expert _ws.expert
IEC 60870-5-104-Apci l1@4apci 1@4apci
IEC 6@870-5-184-Asdu 1@04asdu 1@4asdu

29West Protocol 29West 29west

Pro-MPEG Code of Practice #3 release 2 FEC Protocol 2dparityfec 2dparityfec
3Com XNS Encapsulation 3COMXNS 3comxns

3GPP2 Al11 3GPP2 Al11 all

IPvb over Low power Wireless Personal Area Networks 6LoWPAN 6lowpan

802.11 radio information 802.11 Radio wlan radio

P0700707?7°7°

OTYeT COCTOMT M3 CTPOK 3HAYEHUIN, CTPOK AMana3oHa, CTPok true/false. 3aecb AOCTYMNHbI TPU TUMNA
3anucein. MepBoe Nosie MOXXeT COCTOATb U3 OHOI0 U3 3TUX TPeX CMMBOJIOB:

e \V: CTPOKM 3HaAYeHUN;
e R: CTPOKN AnanasoHa;
e T: true/false cTpoku.

Kpome Toro, B CTpokax 3HaYeHUN ecTb a66peB|/|aTypa rnosis, 3Ha4yeHMe 1 CaMa CTpoka. B cTpokax
Onarna3oHa €CTb Te Xe 3Ha4YeHnA, 3a NCKJTIDYEHUEM TOro, 4HTo OHWN coaep>XaT Manopmau,wo,
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CBSA3@HHYIO C HWXXHEWN N BepXHeN rpaHunuen CTPOoKW.

tshark —G values | head

:~# tshark -G values | head
Running as user "root" and group "root". This could be dangerous.
ieeel722.subtype a=a a=a IEC 61883/IIDC Format
ieeel722.subtype =1 =1 MMA Streams
ieeel722.subtype =2 =2 AVTP Audio Format
ieeel722.subtype =3 =3 Compressed Video Format

ieeel722.subtype =4 =4 Clock Reference Format
ieeel722.subtype =5 =5 Time Synchronous Control Format
ieeel722.subtype =6 =6 SDI Video Format
ieeel722.subtype =7 =7 Raw Video Format
ieeel722.subtype =8 @=6d Reserved for future protocols
ieeel722. Bxbe Bxbe AES Encrypted Format Continuous

= = e e [ [ a s i = |

i dddddddddd

B cny4yae, ecnn nonb3oBaTento TpebyeTcsa NnepecMoTpeTb TeKyuwme HaCTPONKKM, YCTaHOBJIEHHbIE B
CucTeme, OH MOXKET UCMOJIb30BaTb MapamMeTpbl currentprefs onsa sbibopa NpeanodYTeHun,
COXpaHeHHbIX B hanne.

tshark —G currentprefs | head

:~# tshark -G currentprefs | head
Running as user "root" and group "root". This could be dangerous.
# Configuration file for Wireshark 3.0.5.
#
# This file 1i1s regenerated each time preferences are saved within
# Wireshark. Making manual changes should be safe, however.
# Preferences that have been commented out have not been
# changed from their default value.

$iiiad User Interface #8844

# Open a console window (Windows only)

P707?7?°7

MpepnonaraeTcs, 4YTO NOJIb30BATE/b XOYET BPYYHYI N3MEHUTb KOHOUTYypPaLno UM NONYYnTb
NHOopMaLIMo 0 NporpaMmme. EMy Hy>KeH NyTb K 3TUM dannam, 4Tobbl B3rnsiHyTb Ha HUX. 34eCb
npurogntca onumsa folders.

tshark —G folders
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:~# tshark -G folders

Running as user "root" and group "root".

Temp:

Personal configuration:

Global configuration:
System:

Program:

Personal Plugins:
Global Plugins:
Personal Lua Plugins:
Global Lua Plugins:
Extcap path:
MaxMind database
MaxMind database
MaxMind database
MaxMind database

path:
path:
path:
path:

This could be dangerous.
/tmp

/root/.config/wireshark
/usr/share/wireshark

Jetc

Jusr/bin
/root/.local/lib/wireshark/plugins/3.0
Jusr/1ib/x86_64-1inux-gnu/wireshark/plugins/3.0
/root/.local/lib/wireshark/plugins
Jusr/1ib/x86_64-1inux-gnu/wireshark,/plugins
Jusr/1ib/x86_64-1inux-gnu/wireshark/extcap
/usr/share/GeolIP

/var/1ib/GeoIP

/usr/share/GeolIP

/var/1ib/GeoIP

MOCKONbKY YNTATeNM Tak MHOro 3HatoT o TShark, 6yneT HecnpaBeaMBo, €C/IN NoJIb30BaTeJb He
pacckaxkeT 06 MHCTPYMEeHTE, KOTOPbIN CUJIbHO 3aBUCUT OT AaHHbIX TShark. Mopa noroBopuTb 0

PyShark.

PyShark

Mo cyTtu, 310 Shell, ocHoBaHHbIN Ha Python. Ero pyHKLNOHANbHOCTb 3aKJIl04aeTCA B TOM, YTO OH
Mo3BOJISET aHaAn3npoBaTb NakeTbl Python ¢ nomowbio anccektopos TShark. MHorne
WHCTPYMEHTbI BbIMOJHAKT OA4HY N Ty e paboTy 6onee nam meHee xopowlo, HO pasHuua
3aKJ/Il04aeTCa B TOM, YTO 3TOT MHCTPYMEHT MOXET 3KCnopTuposaTb XML ang ncnosib3oBaHUA ero

CNHTaKCN4eCKoro aHaansa.

PPV VVVI??

MNMockonbky PyShark 6bin pa3paboTaH ¢ ucnonb3oBaHmem Python 3, Hy>)KHO YCTaHOBUTb ero, Kak
MoKa3aHO Ha PUCYHKeE HUXe.

apt install python3
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:~# apt install python3

Reading package lists ... Done
Building dependency tree
Reading state information ... Done
The following additional packages will be installed:

libpython3-stdlib python3-minimal
Suggested packages:

python3-doc python3-venv
The following packages will be upgraded:

libpython3-stdlib python3 python3-minimal
3 upgraded, © newly installed, @ to remove and 673 not upgrade
Need to get 119 kB of archives.
After this operation, 1,824 B of additional disk space will be
Do you want to continue? [Y/n] y
Get:1 http://ftp.harukasan.org/kali kali-rolling/main amdé& py
Get:2 http://ftp.harukasan.org/kali kali-rolling/main amdé& py
Get:3 http://ftp.harukasan.org/kali kali-rolling/main amdéé 1i
Fetched 119 kB in 18s (11.7 kB/s)

PyShark poctyneH 4yepes pip. Ho y nonb3oBaTens HeT pip ons Python 3, mo3ToMy Tak>Xe HY»>XHO
YyCTaHOBUTb U ero.

apt install python3-pip

:~# apt 1nstall python3-pip
Reading package lists ... Done
Building dependency tree
Reading state information ... Done
The following additional packages will be installed:
libc-dev-bin 1libc6 libcb-dev 11ibc6-1386 libcrypt-dev libc
libpython3.7-stdlib python-pip-whl python3-dev python3-en
python3-secretstorage python3-setuptools python3-wheel py
Suggested packages:
g€libc-doc libkf5wallet-bin girl.2-gnomekeyring-1.8 python
The following NEW packages will be installed:
libcrypt-dev libcryptl libpython3-dev libpython3.7-dev py
python3-keyrings.alt python3-pip python3-secretstorage py
The following packages will be upgraded:
libc-dev-bin 1libc6 libcb-dev 1ibc6-1386 libpython3.7 1libp
python3.7-minimal
1@ upgraded, 15 newly installed, @ to remove and 663 not up

MockonbKy y YesnoBeka y>xe ecTb Python3 ¢ pip, oH ycTaHoBUT Pyshark ¢ nomoubto komaHabl. OH
TaK)Xe MOXeT yCTaHoBUTb PyShark, knoHnpoBas git 1 3anycTuB NporpamMmmMy yCTaHOBKMN.

pip3 install pyshark
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:~# pip3 install pyshark
Collecting pyshark
Eetrwing (Retry(tota
( onnec
uflun )': fpa s/ . Tlﬂwh’d’fmm_. . 3 /pysha
annlnadlng ttps ffflles py nrgfpackagesfb9fbﬁfefﬂ?c?lf?93?eaﬂlzﬂgﬂﬂb 081210f9d
-none-any.whl

Collecting py (from pyshark)
Downloading https://files.pythonhosted.org/packages/99/8d/21e1767c009211a62a8e3067280bfce7
ne-any.whl (83kB)
100% | N | 52K 1.5ME/s
Requirement already satisfied: lxml in /usr/lib/python3/dist-packages (from pyshark) (4.4.1)
Installing collected packages: py, pyshark
Successfully installed py-1.8.1 pyshark-8.4.2.9

P77

Tenepb, 4T0b6bl Ha4aTb, Hy>XXeH HTepnpeTaTop Python. YTobbl Nony4nTb €ro, Nonb3oBaTesb
nuweT python3 n HaxxumaeT Enter. Tenepb, Korga y Hero ecTb MHTepnpeTaTop, camoe nepsoe,
4YTO HY>XHO cAenaTb, - 3TO uMnopTupoBaTh PyShark. 3aTeM OH onpefenseT ceTeBon MHTepdenc
ONS 3axBaTa. Takxe 4yesioBeK onpenennT 3HavyeHue napameTpa timeout.

HakoHel, nosnb3oBaTeNb HAaYMHAET 3axBaT. 34€Cb OH BUAUT, 4TO BblsI 3axBadeHbl 9 NMakeToOB.

python3

import pyshark
capture = pyshark.LiveCapture(interface='eth0")
capture.sniff(timeout=5)

capture

:~# python3
Python 3.7.6 (default, Jan 19 2020, 22:34:52)
[GCC 9.2.1 20200117] on linux
Type "help", "copyright", "credits" or "license" for more information.

=>> import pyshark

>»>> capture = pyshark.LiveCapture(interface="eth@')
>»>> capture.sniff(timeout=5)

>»> capture

<LiveCapture (9 packets)>

PPV DPVVVVVV??7?

CyuiecTByeT HeCK0JIbKO cnocoboB, KOTopbiMK PyShark MoXeT npeAcTaBnsfTh AaHHbIE BHYTPU
3axBa4YeHHOro nakeTa. B npeabiaywen npakTmke 6binm 3axBavyeHbl 9 nakeToB. CTOUT B3rNIAHYTb
Ha NepBbI NakKeT, KOTopbIn Bbln 3axBayeH ¢ NomoLllbio PyShark. 3pecb nonb3oBaTe b MOXET
YyBUOETb, 4TO Y HEr0 eCThb MOCAIONHbIN aHanns ¢ yposHeM ETH, yposHeM IP u ypoHeM TCP.

capture[l].pretty print()
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»»> capture[1].pretty_print()
Layer ETH:
Destination: 1c:5f:2b:59:e1:24
Address: 1c:5f:2b:59:e1:24
I : Globally unique address (factd
. : Individual address (unicast)
Source: @00:0c:29:d5:b7:2d
Type: IPvhk (0=0800)
Address: 00:0c:29:d5:b7:2d
I LG bit: Globally unique address (factc
. IG bit: Individual address (unicast)
Layer IP:
0100 .... = Version: &
«=++ 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0=00 (DSCP: CS0, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (@)
cess «.00 = Explicit Congestion Notification: Not ECN-Capable Transpo:
Total Length: 52
Identification: @x&b7c (19324&)
Flags: @x4000, Don't fragment
- Reserved bit: Not set
i Don't fragment: Set
)= mmoo oooo cooc More fragments: Mot set
... 0 0000 0OOOGO QOO Fragment offset: @
Time to live: 64
Protocol: TCP (6)
Header checksum: @=62cb [validation disabled]
Header checksum status: Unverified
Source: 192.168.0.137
Destination: 13.35.190.40
Layer TCP:
Source Port: 38828
Destination Port: 443
Stream index: 1
TCP Segment Len: @
Sequence number: 1 (relative sequence number)
MNext sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
1000 .... = Header Length: 32 bytes (8)
Flags: 0=010 (ACK)
oeo. ~oc Reserved: Not set
Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set

Mpwn 3axBaTe NMosib30BaTesIb YBUAES HEKOTOPbIE OAaHHbLIE, KOTOPbIE COCTOAT U3 HECKOJIbKMX
aTpmbyTOoB. DTN aTpUOYThl HYXAAIOTCA B MNOMSAX 419 XpaHeHUs. YTobbl nccnenosaTb AaHHYIO
obnacTb, yenosek bygeT ncnosb3oBaTbh GpyHKUMO dir B Python. YenoBek B35 MakeT, a 3aTeM
onpenennn nepemMeHHyto ¢ nMmeHeM pkt co 3HayeHMeM 3TOro nNnakeTa M COXPaHWI BCe OaHHbIE.
3aTeM, ncnonb3ysa pyHkUuMto dir, OH yBuULes, 4To NCcaenoBas nojs BHYTPU 3TOMO KOHKPETHOr o

cnyydas. OH NOHUMaeT, 4YTO eCTb (hyHKUMSA pretty _print. TakXxe ecTb 04HO Nosie ¢ UMeHeM
captured_length 015 4TeHnsa, B KOTOpoOe OH 3anuLIeT UMS NMepeMeHHOW, 3a KOTOpbIM crienyeT
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UMS MO C TOYKON (.) MeXAY HAMU, KaK NMOKa3aHO Ha PUCYHKE HMXe.

capture[2]

pkt = capture[2]
pkt

dir(pkt)
pkt.captured length

o> capture[2]
TCP Packet>
B>> pkt = capture[2]

B> dir(pkt)

' _bool__ ", '__class__ ', '__contains__ ', '_ delattr_ ',

_ dict__', '_dir_"', '_doc_", '

' __getattribute__ ', '_ getitem__ ', '_ getstate_ ', '__gt_ ', "__hash__', '__ipit__ "', '_ init_s

__new__', ' reduce_ ', '_ reduce_ex_ ', '__repr_ "', '_ setattr_ ', '_s

_ne_"',
__ 'y '"_weakref__ ", '_packet_string', 'captured_length', 'eth', 'frame_info', 'get_multi
'interface_captured', 'ip', 'layers', 'length', 'number', ‘pretty_print', ‘show', 'sniff_tim

?7?7?7?, 7?7?77 Src ? Dst

Korpa nosib3oBaTeslb Nepevyncsini rnoss, OH yBuaes, 4To y Hero ecTb elle 04HO rnoJsie C UMeHeM
layers. YenoBek npoynTaeT ero cogepxnumoe, 41obbl y3HaTb, 4HTO Yy HErFO €CTb 3 CJ109 B 3TOM
3axBaTe. Tenepb, 4TOObI 3arAsHYTb B ONpenesieHHbIA C/I0M, HY>KHO NONYy4YUTb ero nons. [ng aTtoro
noJsib30BaTesib CHOBa byaeT ncnonb3oBaTb pyHKUUo dir. Yenosek y>ke ncnosab3oBan pyHkuumto dir
Ha csioe ETH, Kak nokasaHo Ha pUCYHKe HKe. Y Hero ecTb rnoJjie C MMeHeM Src¢, 4To O3Ha4aeT
NCTOYHUK, N dst, 4TO 03HaYaeT NyHKT Ha3HavYyeHusa. OH NpoBepus 3Ha4YeHNE B 3TUX MONAX, 4TOObI
HanTN PU3NYECKNIA afpecC NCTOYHUKA N MYHKT Ha3Ha4YeHus.

pkt.layers
pkt.eth.src
pkt.eth.dst
pkt.eth.type
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>»> pkt.layers

[<ETH Layer>, <IP Layer>, <TCP Layer:]

»»> dir(pkt.eth)

['DATA_LAYER', '__class__ "', '__delattr__ ', '__dict_ "', '_dir__ ", '_ doc__

e_ ', '__getstate__ ', '_gt_ ', '_hash__", '__init__', '__init_subclass__

e_ ', '__reduce_ex__', '_repr_ ', '__setattr__ ', '_ setstate_ ', '_ sizeo
' _field_prefix', '_get_all_field_lines', '_get_all_fields_with_alternates
sanitize_field_name', 'addr', 'addr_resolved', 'dst’', 'dst_resolved’,

d_value', 'ig', 'layer_name', 'lg', 'pretty_print', 'raw_mode', 'src’',
>>> pkt.eth.src

"1c:5f:2b:59:e1:24"

>>> pkt.eth.dst

'00:8c:29:d5:b7:2d°’

>>> pkt.eth.type

'g=p@ooos0e’

Ona cnepylowero wara Hy>XHbl nons IP-nakeTa. Yenosek ncnons3osan gyHkuuio dir Ha IP-croe, a
3aTeM npumMeHun nons src n dst.

OH BMANT, 4TO ecTb IP-agpec, Tak Kak 370 IP-ypoBeHb. MN0CKobKY ypoBeHb Ethernet paboTaeT Ha
MAC-agpecax, oH XpaHuUT MAC-agpeca UCTOYHMKA U Ha3Ha4YeHUs, KOTOpble U3MEHAIOTCS, KOoraa
yesioBek nepexoaunT K IP-ypoBHIO.

dir(pkt.ip)
pkt.ip.src
pkt.ip.dst
pkt.ip.pretty print()
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> dir(pkt.ip)
['DATA_LAYER', '__class__', '_ delattr_', '_dict__', '_dir_"', '_doc_"', '

e_ ', '__getstate_ ", '_gt_ ', '__hash__', '__init__ "', ‘_init_suhﬁass_‘,

e_ ', '_reduce_ex__ ', '__repr__ ', '_ setattr__ ', '_ setstate__ ', '_ sizeof__
'_field_prefix', '_get_all_field_lines', '_get_all_fields_with_alternates’', '_get
_sanitize_field_name', 'addr', 'checksum', 'checksum_status', 'dsfield',6 ‘'dsfield_d
lags', 'flags_df', 'flags_mf', 'flags_rb', 'frag_offset', 'get', 'get_field', 'get
'id', 'layer_name', 'len', 'pretty_print', 'proto', 'raw_mode', 'src', 'src_host’,

>»> pkt.ip.src
'13.35.190.40"
>»> pkt.ip.dst
'192.168.0.137"
»»> pkt.ip.pretty_print()
Layer IP:

0100 .... = Version: &

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x=10 (DSCP: Unknown, ECN: Not-ECT)

0001 80 .. = Differentiated Services Codepoint: Unknown (&)

- .. 00 = Explicit Congestion Notification: Not ECN-Capable Transport (0

Total Length: 52

Identification: 0x2e26 (11814)

Flags: Ox4000, Don't fragment

B.c. 22vs 222+ 222+ = Reserved bit: Not set

«1l.. ..is 422+ ... = Don't fragment: Set

e cooo oooo coo-o More fragments: Mot set

... 0 0000 0000 0000 Fragment offset: @

Time to live: 248

Protocol: TCP (6)

Header ksum: 8xc810 [validation disabled]

Source: 13.35.190.40
Destination: 192.168.0.137

AHaorM4Ho, 4YenoBEK MOXXET UCMO0JIb30BaTb beHKLI,I/HO dir n 3HavyeHne nonsa Ha nobom cnoe
3axBaTa. 9TO 3Ha4YUTesNbHO obneryaer npoeeneHme 3axeaTa.

27?77?77 Promisc

B npeabiaywmx pasgenax YyutaTesin y3Haan 0 pexnuMme promisc, KOTopbld 03Ha4YaeT, 4To ceTeBas
kapTa byneT nepefaBaTb BCE MOJyYEeHHbIe hperiMbl B ONepaLmoHHYI0 cnctemy onasa obpaboTkn, B
OT/INYMe OT TPAAULMOHHOIO pexxnma paboTbl, NPy KOTOPOM TOJIbKO hpenMbl, NpefHa3HaYeHHbIe
ona MAC-appeca ceTeBOW KapTbl UM LUMPOKOBeLLaTeNbHOro agpeca, byayT nepenaBaTbCs Ha
KoMnbloTep. Kak npasunio, 3TOT pPeXuM NUCMNOJIb3yeTcsa ON1A CHU(UHIa BCcero Tpadgumka. Ho
nosiBUacCh 3areo3fKa, Koraa noJjib3oBaTeslb HaCTPOWJ CEeTEBYIO MHTEP(ENCHYIO KapTy 414
paboThl B pexxmme promisc. Takum obpa3om, npu 3axBaTe Tpaduka Ha TShark nonb3oBaTenb
MOXXET nepekiyaTbCa Mexay 06bl4HbIM 3aXBaTOM 1 3aXBaTOM Promisc C MOMOLLbIO NapaMeTpa «-
p», Kak NoKa3aHO Ha PUCYHKE HUXe.

ifconfig eth® promisc
ifconfig eth0

tshark -i ethe -c 10
tshark -i eth® -c 10 -p
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:~# ifconfig eth® promisc
:~# ifconfig eth@
eth®: flags=4419<UP,BROADCAST,RUNNING,PROMISC,MULTICAST> mtu 1500
inet 192.168.8.137 netmask 255.255.255.8 broadcast 192.168.0.255
inet6 feB@::20c:29ff:fed5:b72d prefixlen 64 scopeid @x=20<link>
ether @@:0c:29:d5:b7:2d txqueuelen 1608 (Ethernet)
RX packets 67816 bytes 85545596 (81.5 MiB)
RX errors ® dropped @ overruns @ frame @
TX packets 30726 bytes 2463013 (2.3 MiB)
TX errors @ dropped @ overruns © carrier @ collisions @

:~# tshark -1 eth® -c 1@

Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth@®’
.000000000 192.168.0.137 » 35.169.2.62 TLSv1l.2 164 Application Data
.000142943 192.168.0.137 » 107.23.176.98 TLSv1.2 164 Application Data
.236904732 35.169.2.62 » 192.168.0.137 TLSvl.2 187 Application Data
.236921665 192.168.0.137 » 35.169.2.62 TCP 66 48520 » 443 [ACK] Seq=99 Ack=122 W
.242952531 187.23.176.98 » 192.168.8.137 TLSv1l.2 187 Application Data
.242967301 192.168.0.137 » 107.23.176.98 TCP 66 41152 » 443 [ACK] Seq=99 Ack=122
.343354460 192.168.0.6 » 224.0.0.251 IGMPv2 60 Membership Report group 224.0.0.
.842606464 192.168.0.6 » 224.0.0.252 IGMPv2 60 Membership Report group 224.0.0.
.807673972 192.168.0.137 » 34.213.241.62 TCP 66 51094 » 443 [ACK] Seq=1 Ack=1 Win

10 7.100843807 34.213.241.62 + 192.168.0.137 TCP 66 [TCP ACKed unseen segment] 443 3
10 packets captured

:~# tshark -1 eth® -c 180 -p

Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth®’

1 @.000000000 34.213.241.62 + 192.168.0.137 TLSv1l.2 97 Encrypted Alert
.000019158 192.168.0.137 > 34.213.241.62 TCP 66 51094 » 443 [ACK] Seq=1 Ack=32 Wi
000222027 192.168.0.137 » 34.213.241.62 TLSv1.2 97 Encrypted Alert
.000288786 192.168.0.137 » 34.213.241.62 TCP 66 51094 » 443 [FIN, ACK] Seq=32 Ack
.289883135 34.213.241.62 > 192.168.0.137 TCP 66 [TCP Previous segment not capture
.289903932 34.213.241.62 » 192.168.0.137 TCP 66 [TCP Out-Of-Order] 443 + 51094 [F
.289914338 192.168.0.137 » 34.213.241.62 TCP 66 51094 +» 443 [ACK] Seq=33 Ack=33 W
.120921966 192.168.0.137 + 35.169.2.62 TLSvl.2 165 Application Data

9 4.121@65015 192.168.0.137 + 107.23.176.98 TLSv1.2 164 Application Data

18 4.394954971 35.169.2.62 +» 192.168.0.137 TLSv1l.2 188 Application Data
18 packets captured
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Ba>kHo! IHpopMaLums nckao4nTensHo B y4ebHbix Lenax. MNMoxanyncta, cobnogante
3aKOHOOAaTeNbCTBO U HE NMPUMEHANTE AaHHYI0 WH(POPMaLUIO B HE3aKOHHbIX Lensx.
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e PykoBoacTBO Mo TShark
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