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PykoBoacTBoO no TShark

i@ Traffic

Analysis
Tool

B 3Ton cTaTtbe nonpet peub o0 TShark, KkoTopbin ABNAETCA NONYAAPHbIM
aHaNN3aTOpPOM ceTeBbiX NPOTOKOJIOB. OH NO3BOJIAET NoJib30BaTeNio
3axBaTbiBaTb NakKeTbl AaHHbIX U3 ceTU. MHCTPYMEHT TakXe paeT
BO3MO)XXHOCTb YUTaTb UJIM aHaANIM3MPOBaTb paHee 3axBaYeHHble NnakeThbl
AAaHHbIX U3 COXpaHeHHbIX hannos.

CeTeBou Tpadpuk

Kak n3BecTHo, ceTeBoM TpagmkK nnn Tpapuk JaHHbIX — 3TO 06beM AaHHbIX,
nepenaBaeMbIX MO CETU 3a onpeaesieHHbIn oTpe3oK BpeMeHn. CeTeBble JaHHbIE B
KOMMbIOTEPHbIX CETAX NpPeACcTaBJ/ieHbl B BUE NAaKeTOB CETEBbIX AAaHHbIX. AHaNn3
3TUX ceTeBbIX MakeToB obecrneymBaeT 6€30MNaCHOCTb CETU, MOCKOJIbKY NOMOraeT
NOJSIb30BATEJIO OTCNEXMNBATL CBOMN TpadhuK. Ecnm ceTb oTanMYaeTcs KakuM-To
noao3puTesibHbiM 06beMOM TpadrKa AaHHbIX, KOTOPbIA SBASETCS BO3MOXHbIM
NPU3HaKOM aTaku, To TShark MoXKeT MoMoYb NONIb30BaTEO Y3HaTb 06 3ToM A0
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TOro, Kak CTaHeT CJ/INLIKOM Mo3a4HO. ATaka Takxxe byaeT oCTaHOB/EH],
MOCKOJIbKY OTYETbl 0 Tpaduke OaHHbIX AatlOT NpeacTaBsieHne 060 BCe KapTUHE B
Lesiom.

Ob61bveM Tpahmka — 3T0 TEPMUH, KOTOPLIA UCMOSIb3YETCS NPU aHaIN3e CETEBOIr0
Tpacuka. O6beM ceTeBoro Tpaduka — 3TO NokKasaTe b obLlen npoagenaHHon
paboTbl. OH onpenensieTcs Kak CpeaHsass UHTEHCUBHOCTb TPahuKa AaHHbIX U
nepuoa BpeMeHN UCCefoBaHNS ero nakeTa CeTEBbIX AAHHbIX.

3HAKOMCTBO C TShark

Tshark, nonynspHbIN U MOLLHbLIA UHCTPYMEHT KOMaHAHOMN CTPOKU, OH
NCNoNb3yeTCHa B Ka4yeCcTBe CeTeBOro aHaansaTopa. MMHCTpyMeHT 6bin pa3paboTaH
komnaHnen Wireshark. Ero pabo4asa cuctema o4eHb noxoxka Ha Tcpdump, HO Y
Hero eCTb HECKOJIbKO MOLLHbIX aekoaeposB U punbTpoB. TShark cnocobeH
3axBaTblBaTb MH(POPMaALMIO O NaKeTax AaHHbIX Pa3/INYHbIX CETEBbIX YPOBHEN U
oTobparkaTb UX B BapnaTUBHbIX (hopMaTax.

TShark npumeHsaeTca ona aHasim3a ceTeBoro Tpagpmka B peasibHOM BPeMEeHM,
1N oH cnocobeH YnTaTb pansbl hbopMaTa .pcap s aHanmsa nHpopmauunn.
MofobHLIN aHaNN3 3TUX CoOeaMHEHUN NOMOraeT crneunaanctam no 6esonacHoOCTH
BbIABUTb MMEIOLLYIOCA ceTeBylo npobnemy.

TShark — 3TO MHCTPYMEHT KOMaHOHOW CTPOKMN, KOTOPbIN cnocobeH aenaTb BCe,
4yTo genaetT n Wireshark. UTak, cTonT Ha4aTb npouecc 3HakoMmcTBa ¢ TShark.

Monb3oBaTesib 3aNyCTUT 3TOT MHCTPYMEHT N N3YYUT ero BO3MOXKHOCTU. YTObbI
NnPoOBEpPUTb BCe NMapamMeTpbl, He06X0ANMO NCMNONb30BaTb CAEAYIOLLYI0 KOMaHAay:

tshark -h



:~# tshark -h
Running as user "root" and group "root". This could be dangerous.
TShark (Wireshark) 3.8.5 (Git v3.0.5 packaged as 3.0.5-1)
Dump and analyze network traffic.
See https://ww .wireshark.org for more information.

Usage: tshark [options]

Capture interface:

-i <interface> name or idx of interface (def: first non-loopback)
-f <capture filter> packet filter in libpcap filter syntax
-5 <snaplen> packet snapshot length (def: appropriate maximum)
-p don't capture in promiscuous mode
-I capture in monitor mode, if available
-B <buffer size> size of kernel buffer (def: 2MB)
-y <link type> link layer type (def: first appropriate)
—time-stamp-type <type> timestamp method for interface

print list of interfaces and exit

print list of link-layer types of iface and exit
—list-time-stamp-types print list of timestamp types for iface and exit

Capture stop conditions:

-c <packet count> stop after n packets (def: infinite)

-a <autostop cond.> ... duration:NUM - stop after NUM seconds
filesize:NUM - stop this file after NUM KB

files:NUM - stop after NUM files
Capture output:

-b <ringbuffer opt.> ... duration:NUM - switch to next file after NUM secs
interval:NUM - create time intervals of NUM secs
filesize:NUM - switch to next file after NUM KB

files:NUM - ringbuffer: replace after NUM files
Input file:
-r <infiler— set the filename to read from (or '-' for stdin)

Processing:
-2 perform a two-pass analysis
-M <packet count> perform session auto reset
-R <read filter> packet Read filter in Wireshark display filter syntax
(requires -2)
<display filter> packet displaY filter in Wireshark display filter
syntax
disable all name resolutions (def: all enabled)
<name resolve flags> enable specific name resolution(s): "mnNtdv"
<layer_type>=<selector>,<decode_as_protocol> ...
"Decode As", see the man page for details
Example: tcp.port==8888, http
<hosts file> read a 1ist of entries from a hosts file, which will

Cnncok nHtepdencos

TShark noka3sbiBaeT CNUCOK MHTEPKENCOB, TPAaPNK KOTOPbIX OH MOXXET
rnepexBaTbiBaTb. Ka)Kabln UHTEepdEeNC Ha3blBaeTCA ero CEpUMHbLIM HOMEPOM, 1,
KaK YuTaTenm MoryT YBUAOETb, 3@ HUM CefyeT TEKCTOBOE ONMcaHue CeTeBoro
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nHTepdenca. 3Tn nHTepdencobl MOryT BbiTb 3adaHbl C MOMOLLLIO MapaMeTpa «=i»,
KOTOPbIN MPUMEHSETCH A5 YKa3aHUAa ceTu, TpaduK KOTOPOMN MoJsib30BaTe b
X04eT 3axBaTuUTb. YHTobbl NpoOBEPUTb BCE UHTEPHENCHI, HENOBEK O0J/IKEH
NCNONb30BaTb APYron napamMeTp «-d», Kak NOKa3aHO Ha PUCYHKE HUNXKE:

tshark -D

:~# tshark -D
Running as user "root" and group "root". This could be dangerous.
eth@
. 1o (Loopback)
. any
. nflog
. nfqueue
. ciscodump (Cisco remote capture)
dpauxmon (DisplayPort AUX channel monitor capture)
. randpkt (Random packet generator)
9. sdjournal (systemd Journal Export)
10. sshdump (SSH remote capture)
11. udpdump (UDP Listener remote capture)

1.
2
3
&
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i
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3axBaT TpadpukKa

HacTana nopa nonpoboBaTb 3aXxBaTUTb TpaduK. Y Nnosib3oBaTesNa eCTb pa3/inyHbIe
BO3MOXXHOCTU 0N Bbibopa MHTEpdenca aAnsa 3axeaTta Tpaduka, MoO3TOMY MOXKHO
BbiOpaTb 11060N U3 HUX B 3aBUCMMOCTM OT CBOUX NnoTpebHocTen. Ho B AaHHOM
CLEeHapumn NHTepgenc, KOTopbIN NoJib3oBaTe b cobupaeTca nccnenosaTb, — 3TO
«eth0». [1ng Toro 4Tobbl 3aXBaTUTb TPAMPUK, HY>XHO MHULUNPOBATbL €ro ToXe,
TaK KakK YesIoOBEK TECTUPYET 3TO B KOHTPOAMpPyeMon ceTun. g 3Toro oH ébyaet
NCNOJIb30BaTb KOMaHAY ping, a 3aTeM NPOCTO YKa)KeT MM nHTepgenca c
MOMOLLbIO NapaMeTpa «=i», KaK MoKa3aHO Ha PUCYHKE HUNXE:

ping www.hackingarticles.in

tshark -i ethO
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File Actions Edit View Help

:~# ping www.hackingarticles.in

PING www.hackingarticles.in (104.28.7.89) 56(84) bvtes of data.
64 bytes from 104.28.7.89 (104.28.7.89): icmp_seq=1 ttl=54 time=117
64 bytes from 104.28.7.89 (104.28.7.89): icmp_seq=2 ttl=54 time=181
64 bytes from 104.28.7.89 (104.28.7.89): icmp_seq=3 ttl=54 time=249
64 bytes from 104.28.7.89 (104.28.7.89): icmp_seq=4 ttl=54& time=131
64 bytes from 104. 7.89 (104.28.7.89): icmp_seq=5 ttl=54 time=210

bvtes from 104. 7.89 (104.28.7.89): icmp_sea=6 ttl=54 time=161

-——— www .hackingarticles.in ping statistics -——
6 packets transmitted, 6 received, 8% packet loss, time 5008ms
rtt min/aveg/max/mdev = 117.326/174.819/249,.328/45.171 ms

4[]

root @ kali: ~
File Actions Edit View Help

:~# tshark -i eth@
Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth®'
1 9.000000000 192.168.0.137 > .8. DNS 82 Standard query @x9cla A www.hackingarticles.in
2 9.000157409 192.168.0.137 » «B. DNS 82 Standard query ©@x9620 AAAA www.hackingarticles.in
3 9.113177929 .8.8.
A 104.28.7.89 A 104.28.6.89
4 8.113200970 8.8.8.8 » 192.168.8.137 DN5 138 Standard query response @x9620 AAAA ww .hackingartic
.in AAAA 2606:4700:3031::681c:759 AAAA 2606:4700:3033::681c:659
5 ©.113563758 192.168.0.137 » 104.28.7.89 ICMP 98 Echo (ping) request id=@0=@aaf, seq=1/256, ttl=64
6 0.230877040 104.28.7.89 + 192.168.0.137 ICMP 98 Echo (ping) reply id=0=0aaf, seq=1/256, ttl=54 (r¢
est in 5)
7 ©.231050335 192.168.0.137 » 8.8.8.8 DNS 84 Standard query @xf48f PTR 89.7.28.104.in-addr.arpa
8 0.290869104 8.8.8.8 +» 192.168.0.137 DNS 179 Standard query response @xf48f No such name PTR 89.7.
.104.in-addr.arpa SOA cruz.ns.cloudflare.com
9 1.115479483 192.168.0.137 » 104.28.7.89 ICMP 98 Echo (ping) request id=@0=@aaf, seq=2/512, ttl=64
10 1.29619964@ 104.28.7.89 » 192.168.8.137 ICMP 98 Echo (ping) reply id=0=0aaf, seq=2/512, ttl=54 (r¢
est in 9)
11 2.117862984 192.168.0.137 » 104.28.7.89 ICMP 98 Echo (ping) request id=0x=@aaf, seq=3/768, ttl=6&4
12 2.367168921 1@04.28.7.89 + 192.168.0.137 ICMP 98 Echo (ping) reply id=@x@aaf, seq=3/768, ttl=54 (reg
est in 11)
13 3.118443326 192.168.8.137 » 104.28.7.89 ICMP 98 Echo (ping) request id=@0x@aaf, seq=4/1824, ttl=64
14 3.249467028 104.28.7.89 + 192.168.0.137 ICMP 98 Echo (ping) reply id=0=0aaf, seq=4/1024, ttl=54
uest in 13)
15 4.120154691 192.168.0.137 + 104.28.7.89 ICMP 98 Echo (ping) request id=8=@aaf, seq=5/1288, ttl=64
16 4.330051501 104.28.7.89 » 192.168.8.137 ICMP 98 Echo (ping) reply id=@x0aaf, seq=5/12808, ttl=54
uest in 15)
.041217255 Vmware_d5:b7:2d & D-LinkIn_59:el:24 ARP 42 Who has 192.168.0.17 Tell 192.168.0.137
.121457089 192.168.0.137 » 104.28.7.89 ICMP 98 Echo (ping) request id=@x@aaf, seq=6/1536, ttl=64
.142766220 D-LinkIn_59:el:24 3 Vmware_d5:b7:2d ARP 68 192.168.8.1 is at 1c:5f:2b:59:el:24
.281995384 104.28.7.89 » 192.168.0.137 ICMP 98 Echo (ping) reply id=0=0aaf, seq=6/1536, ttl=54

Kak BUOHO Ha KapTUHKE, NHCTPYMEHT BbIMOJIHAET TPEXCTOPOHHEE PYyKOMo)KaTue,
a 3aTeM 3anyckaeT npouecc 3anpoca ICMP 1 nony4aeT oTBeT.

Promiscuous mode

B ceTn 3TOT peXxmnm 1Ucrnosib3yeTcsa B Ka4eCTBE KOHTpoJIsiepa nHTepdenca,
KOTopbI 3acTaBndaeT TShark nepenasaTb BeCb TpadnK, 4HTO OH MNoOJiy4yaeT, Ha
LLleHTpasibHbIA MPOLECCOop, a He nepefaBaTb €ro B Apyroe MecTo, rae npoucxoauT
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CHUMUHI NakeToB. Takoe MMeTb MecTo ObITb Ha MapLUPyTM3aToOPE UK Ha
KOMMNblOTepe, NOAK/IOYEHHOM K MPOBOAHON JIOKAJIbHOW CETU,

Mpn ncnonb3oBaHnmM Promiscuous mode Hy>XKHO ByaeT HaCTPOUTb ero C NMOMOLLbIO
ifconfig Tak, 4Tobbl MHCTPYMEHT AaBas BO3MOXXHOCTb MOJIb30BaTeSIO
3axBaTblBaTb MakKeTbl AaHHbIX BCen ceTu. NMNo3ToMy 4enoBeK Ha4YMHAET C NUHra
Beb-canTa N NbiTaeTCHA 3aXBaTUTb €ro NakeTbl AaHHbIX.

$ ping www.hackingarticles.in
PING www. hdcklngdrtlcleq in (104.28.7.89) 56(84) bytes of data.
64 es from 104.28.7.89 (104.28.7.89): icmp_se: 1 ttl=54 time=194
64 es from 184.28. (104.28.7.89): icmp_se ttl=54 time=244
64 es from 184.28. (164.28.7.89): lcm ttl=54 time=361
64 : from 104.28. (184.28.7.89): i ttl=54 time=235
6 from 104.28. (1864.28.7.89): i ttl=54 time=196
64 es from 104.28. (104.28.7.89): ttl=54 time=116
64 ; from 1604.28. (104.28.7.89): ttl=54 time=183
) from 104.28. (184.28.7.89): i ttl=54 time=217
from 104.28. (1864.28.7.89): i ttl=54 time=149
from 184.28. (104.28.7.89): i ttl=54 time=201
from 104.28. (164.28.7.89): i eq=11 ttl=54 time=177
from 104.28. (184.28.7.89): i eq=12 ttl=54 time=355
from 164.28. (1864.28.7.89): i eq=13 ttl=54 time=245
from 184.28. (104.28.7.89): i eq=14 ttl=54 time=365
from 104.28. (164.28.7.89): i eq=15 ttl=54 time=153
from 104.28. (104.28.7.89): icm eq=16 ttl=54 time=254
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Tenepb cnenyeT HAaCTPOUTb 3TOT pPeXXuM. MNonb3oBaTesb OyAeT BbINOJHATbL 3TU
KOMaH/[bl U NONbITAETCA 3aXBAaTUTb MaKeTbI:

ifconfig ethO promisc

tshark -i ethO
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:~# ifconfig eth® promisc

:~# tshark -1 ethe@
Running as user "root" and group "root". This could be dangerous.
Capturing on 'ethe'

1 0.000000000 192.168.0.6 » 104.28.6.89 ICMP 98 Echo (ping) request id=8x1b86, seq=95/2432
2 0.136847861 104.28.6.89 » 192.168.8.6 ICMP 98 Echo (ping) reply id=0x=1b86, seq=95/2432
3 0.767140702 fe80::8dcf:3961:7c@7:7841 » ffO2:: fb MDNS 180 Standard query @x=0000 PTR _ft

._tecp.local, "OM" question PTR _sftp-ssh._tcp.local, "OM" question PTR _webdavs._tcp.local, "QM"
4 9.767158404 192.168.0.6 » 224.8.0.251 MDNS 160 Standard query @x=000@ PTR _ftp._tcp.local

"QM" question PTR _sftp-ssh._tcp.local, "QM" question PTR _webdavs._tcp.local, "QM" question PTR
©.767231655 fe80::20c:29ff:fed5:b72d » ffO2::1:ff00:0@ ICMPv6 86 Neighbor Solicitation for

.001500570 192.168.0.6 2 104.28.6.89 ICMP 98 Echo (ping) request id=@x=1b86, seq=96/2457

.232830355 104.28.6.89
002672796 192.168.0.6
.534998232 104.28.6.89

.151781403 104.28.6.89
005684733 192.168.0.6
.221686910 104.28.6.89
.366369429 OneplusT_55:6d:66 + Broadcast ARP 68 Who has 192.168.8.17 Tell 192.168.0.7
5.006460197 192.168.0.6 » 104.28.6.89 ICMP 98 Echo (ping) request

" 1

Komm4yecTBO NMakeToB

Tshark obnagaeT yansmntenbHbIMU PYHKLNSAMU, C KOTOPbIMU MOJSIb30BaTE b
cMmoxeT paboTaTb 6onee achdpekTmBHo. OH byaeT cnocobeH NONyyYnTb AOCTYN K
3TUM PYHKLUNAM, NCMONb3YS pPa3InYHble napameTpbl. OOHUM U3 TaKNX
NapamMeTpoB ABNASAETCA «-C», OH MO3BOJIAET YENIOBEKY 3aXBaTUTb TOYHOE
KOJINYECTBO AaHHbIX, KOTOPbIE €My HY>XHbI, 1 byneT oTobpa>kaTb TONbLKO UX. OTa
onuusi MOMoOraeT YTOYHUTb pe3ybTaT 3aXBa4yeHHOro Tpaduka.

tshark -i eth0 -c 10

YTeHne n penaktTupoBaHue dbanna

B Tshark nonb3oBaTenb MOXXeT pefakKTUpoBaTb U YNTaTb hann popmaTa .pcap.
Onuma 3annucum (-w) No3BoJisieT 3anncbiBaTb NCXOAHbIE MaKeTHble JaHHble B
CTaHZApPTHbIN hopMaT .pcap, B TO BPEMSA KaK OMnuusa 4TeHus (-r) gaet
BO3MO>XHOCTb CYMUTbIBaTb 3TN HeobpaboTaHHbIe BbIXOAHbIE MaKeTbl AaHHbIX B
»xenaemom nopsagke. nga 3anncm naketos B pan popmaTa .pcap cnenyetr
NCNOJIb30BaTb C/IeYIOULY0 KOMaHay:

tshark -i ethO -c 10 -w packets.pcap

192.168.0.6 ICMP 98 Echo (ping) reply  id=@x1b86, seq=96/2457
104.28.6.89 ICMP Echo (ping) request id=@=1b86, seq=97/2483
192.168.0.6 ICMP 98 Echo (ping) reply  id=0x1b86, seq=97/2483

192.168.0.6 ICMP 98 Echo (ping) reply  id=0x1b86, seq=98/2508
104.28.6.89 ICMP Echo (ping) request id=@=1b86, seq=99/2534
192.168.8.6 ICMP Echo (ping) reply id=8=1b86, seq=99/2534

1

1 >

2 >

2 >

3.003729111 192.168.0.6 > 104.28.6.89 ICMP Echo (ping) request id=@=1b86, seq=98/2508
3 >

A 3

4 3>

&

5

id=0x1b86, seq=108/2
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YT106bI NpOYNTaTL COaepXMMoe halina, Hy>KHO BBECTU C/IeAYIOLLYI0 KOMaHAaY:

tshark -r packets.pcap

:~# tshark -i eth® -c 10 -w packets.pcap
Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth@'
10

:~# tshark -r packets.pcap
Running as user "root" and group "root". This could be dangerous.
0.000000000 192.168.0.6 » 104.28.6.89 ICMP 98 Echo (ping) request id=@0x1b86, seq=295/9985, ttl=64
.152322783 104.28.6.89 + 192.168.8.6 ICMP 98 Echo (ping) reply id=@x1b86, seq=295/9985, ttl=54
.308649017 OneplusT_55:6d:66 » Broadcast ARP 6@ Who has 192.168.0.17 Tell 192.168.0.7
.002010689 192.168.0.6 + 104.28.6.89 ICMP Echo (ping) request id=@x1b86, seq=296/10241, ttl=6
.192372266 104.28.6.89 » 192.168.0.6 ICMP Echo (ping) reply id=0=1b86, seq=296/10241, ttl=5
.B04542084 192.168.0.6 » 104.28.6.89 ICMP Echo (ping) request id=@x1b86, seq=297/10497, ttl=6
.183364817 104.28.6.89 » 192.168.0.6 ICMP Echo (ping) reply id=0x1b86, seq=297/10497, ttl=5
.006121371 192.168.0.6 » 104.28.6.89 ICMP Echo (ping) request id=@=1b86, seq=298/18753, ttl=6
.160247908 104.28.6.89 » 192.168.0.6 ICMP Echo (ping) reply id=0x1b86, seq=298/10753, ttl=5
.632094753 192.168.0.5 ¥ 239.255.255.250 IGMPv2 6@ Membership Report group 239.255.255.250

1
20
30
41
R |
6 2
72
8 3
93
@3

[

Verbose mode

Verbose mode gaeT nosib3oBaTesito AOMNOJIHNTE/IbHbIE CBEOEHUA O MakeTax B
Tpapuke. icnonb3ysa ero, 4esoBek MOXeT BUAeTb MHPOPMaALIMIO, CoOLep Kalllytocs
B Ka)XAOM nakeTte. 214 3Ton onunun cneanyeT NPUMEHUTb NnapamMeTp «=v»,

tshark -r packets.pcap -V


https://docs.nix-adm.ru/uploads/images/gallery/2024-09/AmFizobrazenie.png

:~# tshark -r packets.pcap -V
Running as user "root" and group "root". This could be dangerous.
Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)
Interface id: @ (eth@)
Interface name: eth@

Encapsulation type: Ethernet (1)

Arrival Time: Jan 28, 2020 11:38:48.841685525 EST

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1580229528.841685525 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: ©.000000000 seconds

[Time since reference or first frame: 8.000000880 seconds]

Frame Number: 1

Frame Length: 98 bytes (784 bits)

Capture Length: 98 bytes (784 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:ip:icmp:data]

Ethernet II, Src: D-LinkIn_59:el:24 (1c:5f:2b:59:e1:24), Dst: Vmwa

Destination: Vmware_10:c6:1b (00:0c:29:10:ch:1b)

Address: Vmware_10:c6:1b (00:0c:29:10:c6:1b)
case wo@e viis wies wees saee = LG bit: Globally unique ad
sees ass @ sies ssss ssss sase = 16 bit: Individual address

Source: D-LinkIn_59:el:24 (1c:5f:2b:59:e1:24)

Address: D-LinkIn_59:e1:24 (1c:5f:2b:59:e1:24)
noon s aooo ooon oooo oaoc LG bit: Globally unique ad
OO0 Cookd 0000 0000 0000 N00Cc IG bit: Individual address

Type: IPv4 (0x0800)

Internet Protocol Version &, Src: 104.28.6.89, Dst: 192.168.0.6

8188 .... = Version: &

«e:. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0=@® (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (@)
cess « 00 = Explicit Congestion MNotification: Not ECN-Capa

Total Length: 84

Identification: 8=1f72 (8050)

Flags: 0x0000
Bois asss
.0 ..
whdn aoon cooa oooc
... & 000D Ge00 Go0Q

Time to live: 54

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set
Fragment offset: 0

CDOpMaT BbIXOOHbIX OAHHbIX

Ona ynobctea B TShark ecTb onunsa «-t», KoTopas No3BoaSEeT COXPaHATb
NeKoOVUpOBaHHbIE NakKeTbl B pa3/INYHbIX BbIXOOHbLIX (pOpMaTaX. Yenosek MoXeT
YCTaHOBUTb (DOPMAT BbIXOOHbLIX AAaHHbIX TakuM obpa3oMm, 4Tobbl ero Obi10 1erko
npoYecTb. YTobbl MPOCMOTPETL BCe AOCTYMHbIE MapaMeTpPbl, HY>KHO BBECTH
c/iefyroLuyo KoMaHay:
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tshark -T x

:~# tshark -T x
Running as user "root" and group "root". This could be dangerous.
tshark: Invalid -T parameter "x"; it must be one of:

"fields" The values of fields specified with the -e option, in a form
specified by the -E option.

"pdml*” Packet Details Markup Language, an XML-based format for the

details of a decoded packet. This information is equivalent
the packet details printed with the -V flag.
PostScript for a human-readable one-line summary of each of
the packets, or a multi-line view of the details of each of
the packets, depending on whether the -V flag was specified.
Packet Summary Markup Language, an XML-based format for the
summary information of a decoded packet. This information 1is
equivalent to the information shown in the one-line summary
printed by default.

"Jjson” Packet Summary, an JSON-based format for the details
summary information of a decoded packet. This information 1is
equivalent to the packet details printed with the -V flag.

"jsonraw" Packet Details, a JS50N-based format for machine parsing
including only raw hex decoded fields (same as -T json -x but
without text decoding, only raw fields included).

"ek" Packet Details, an EK JSON-based format for the bulk insert
into elastic search cluster. This information is
equivalent to the packet details printed with the -V flag.
Text of a human-readable one-line summary of each of the
packets, or a multi-line view of the details of each of the
packets, depending on whether the -V flag was specified.
This is the default.

Similar to the text report except that each column of the
human-readable one-line summary 1is delimited with an ASCII
horizontal tab character.

PDML

PDML pacwudpoBbiBaeTca Kak Packet Details Mark-Up Language, KOTOPbIA
OCHOBaH Ha XML. 2Ta uHpopmMaumsa BrosiHe 3KBUBaJIeHTHa pexxunumy Verbose
mode, 0 KOTOPOM roBOpPUJIOCh paHee. A 4TObbl MONYy4YNTb BbIBOA, AAHHbIX B 3TOM
dopmaTe, Hafgo BBECTU C/IeyOLLYy0 KOMaHAy:

tshark -r packets.pcap -T pdml


https://docs.nix-adm.ru/uploads/images/gallery/2024-09/Ib8izobrazenie.png

:~# tshark -r packets.pcap -T pdml
Running as user "root" and group "root". This could be dangerous.
<?xml version="1.8" encoding="utf-8"7>
<?xml-stylesheet type="text/xsl" href="pdmlZzhtml.xs1"?>
¢— You can find pdml2html.xsl in /usr/share/wireshark or at https://code.wireshark.org/
w/gitweb?p=wireshark.git;a=blob_plain;f=pdml2html.xs1. —
<pdml version="0" creator="wireshark/3.0.5" time="Tue Jan 28 11:46:48 2020" capture_file=
ets.pcap”>
<packet>
<proto name="geninfo" pos="@" showname="General information" size="98">
<field name="num" pos="0" show="1" showname="Number" value="1" size="98" />
<field name="1len" pos="0" show="98" showname="Frame Length" value="62" size="98" />
<field name="caplen" pos="0" show="98" showname="Captured Length" value="62" size="98
<field name="timestamp" pos="@" show="Jan 28, 2020 11:46:40.459901028 EST" showname="
red Time" value="1580230000.459901028" size="98"/>
</ proto>
<proto name="frame" showname="Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (
its) on interface @" size="98" pos="0">
<field name="frame.interface_id" showname="Interface id: @ (eth@)" size="0" pos="0" s
e">
<field name="frame.interface_name" showname="Interface name: eth®" size="0" pos="0"
="ethe" />
</ field>
<field name="frame.encap_type" showname="Encapsulation type: Ethernet (1)" size="0" p
" show="1"/>
<field name="frame.time" showname="Arrival Time: Jan 28, 2020 11:46:40.459901828 EST"
="@" pos="0" show="Jan 28, 2020 11:46:40.459901028 EST" />
<field name="frame.offset_shift" showname="Time shift for this packet: ©0.000000000 se
" size="0" pos="0" show="0.000000000" />
<field name="frame.time_epoch” showname="Epoch Time: 1580230000.459901028 seconds" si
" pos="0" show="1580230000.459901028" />

PS

PS pacwmndpoBbiBaeTCca Kak PostScript. 5T BbIXOOHble AaHHbIE NPeaCTaB/IEHbI B
BUAE OOAHOCTPOYHOW CBOAKW MO Ka>XAOMYy NakeTy AaHHbIX UM MHOMOCTPOYHOr 0O
noapobHOro NnpencraBseHNsa NakeTa AaHHbIX B 3aBUCMMOCTM OT crieymndumkaumnu.
TN OAHOCTPOYHUKN 04EHb BbICTPO YMTAKTCA, @ TaK OHU BMOJIHE HadeXHbl. Ond
BblBOZa OAaHHbIX B 3TOM hopMaTe cieqyeT UCMoJib30BaTb CefyoLWyo KOMaH4Y:

tshark -r packets.pcap -T ps
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:~# tshark -r packets.pcap -T ps
Running as user "root" and group "root". This could be dangerous.
%!
%!PS-Adobe-2.0
%
% Wireshark - Network traffic analyzer
% By Gerald Combs <geraldgwireshark.org>
% Copyright 1998 Gerald Combs
%

¥%Creator: Wireshark

XETitle: Wireshark output
¥%DocumentFonts: Helvetica Monaco
¥%EndComments

%!

Ghostscript http://ghostscript.com/ can convert postscript to pdf files.

To convert this postscript file to pdf, type (for US letter format):
ps2pdf filename.ps

or (for A4 format):
ps2pdf -sPAPERSIZE=a4 filename.ps

... and of course replace filename.ps by your current filename.

The pdfmark's below will help converting to a pdf file, and have no
effect when printing the postscript directly.

%
%
%
%
%
%
%
%
%
%
%
%
%
%

PSML

PSML pacwungpoBbiBaeTca Kak Packet Summary Mark-Up Language. 3T0T
¢dopmaT Ha ocHoBe XML, Takon Kak PDML, oH cymmmnpyeT nogpobHyto
MHopMauunto o nakeTax. N ona nonydeHmda sToro Tuna gopmaTa AaHHbLIX Hago0
BBECTU crefytoLlee:

tshark -r packets.pcap -T psml
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:~# tshark -r packets.pcap -T psml
Running as user "root" and group "root". This could be dangerous.
<?xml version="1.0" encoding="utf-8"?>
<psml version="0" creator="wireshark/3.0.5">
<structure>
<section>No.</section>
<section>Time</section>
<section>Source</section>
<section>Destination</section>
<section>Protocol</section>
<section>Length</section>
<section>Info</section>
</structure>

<packet>

<section>1</section>

<section>@.000000000</section>

<section>192.168.0.6</section>

<section>104.28.6.89</section>

<section>ICMP</section>

<section>98</section>

<section>Echo (ping) request id=0=1b86, seq=1541/1286, ttl=64</s
</ packet>

<packet>

<section>2</section>
<section>®.209711164</section>
<section>104.28.6.89</section>
<section>192.168.0.6</section>

JSON

JSON pacwundgposbiBaeTca Kak Java-Script Object Notation. 210 OTKPbITbIN
CTaHOapPTHbIN hopMaT hanna, KOTopbIN oTobparkaeT TEKCT B YA0OHO YuTaeMown
dopme. NHPpopMaLma B 3TOM popMaTe NOJIHOCTLIO LOKYMEeHTUpOoBaHa 1 nepenaHa
B Wolfram. YTobbl yBnaeTb, 4TO NpeacTaBnsatoT cobor nakeTbl AaHHbIX B 3TOM
dopmaTe, HeobxoaMMoO BBECTU:

tshark -r packets.pcap -T json
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:~# tshark -r packets.pcap -T json
Running as user "root" and group "root". This could be dangerous.
[
{
" _index": "packets-2020-01-28",
" _type": "pcap_file",
" _score": null,
_source": {
"layers": {
"frame": {
"frame.interface_id": "@",
"frame.interface_id_tree": {
"frame.interface_name": "eth@"
},
"frame.encap_type": "1",
"frame.time": "Jan 28, 2020 11:57:55.786675361 EST",
"frame.offset_shift": "0.000000000",
"frame.time_epoch": "1588238675.786675361",
"frame.time_delta": "0.000000200",
"frame.time_delta_displayed": "@.000000000",
"frame.time_relative": "0.000200000",
"frame.number®: "1°,
"frame.len": "98°,
"frame.cap_len": "98",
"frame.marked": "@°,
"frame.ignored": "0",
"frame.protocols": "eth:ethertype:ip:icmp:data”

"Etﬁ.dst": "1c:5f:2b:59:e1:24",
"eth.dst_tree": {

EK

ITO pyHKUMA popmaTa JSON c pasgenntensaMmm HOBOW CTPOKN OJ19 MAaCCOBOro
nMmropTa ¢ onumen rmbkoro noncka. Ana atoro popMaTa caefyeT UCNONb30BaTb
c/iefyroulyo KoMmaHay:

tshark -r packets.pcap -T ek
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:~# tshark -r packets.pcap -T ek

Running as user "root" and group "root". This could be dangerous.
{"index":{"_index":"packets-2020-01-28"," _type":"pcap_file"}}
{"timestamp":"1580230675786", "layers" :{"frame":{"frame_frame_interface_id":"@","frame_interface_i
type":"1","frame_frame_time":"Jan 28, 2020 11:57:55.786675361 EST","frame_frame_offset_shift":"0.
6675361", "frame_frame_time_delta":"0.000000000" , " frame_frame_time_delta_displayed":"0.000000000",
rame_number":"1","frame_frame_len":"98"," frame_frame_cap_len":"98","frame_frame_marked":"@","fram
ethertype:ip:icmp:data"},"eth":{"eth_eth_dst":"1c:5f:2b:59:e1:24","eth_dst_eth_dst_resolved":"D-L
124" ,"eth_dst_eth_addr_resolved":"D-LinkIn_59:e1:24","eth_dst_eth_lg":"@","eth_dst_eth_ig":"@","e
esolved”:"Vmware_18:c6:1b","eth_src_eth_addr":"@0:8c:29:10:c6:1b","eth_src_eth_addr_resolved":"Vm
g":"0","eth_eth_type":"0=x00000800"},"ip":{"ip_ip_wversion":"4","ip_ip_hdr_len":"2@","ip_ip_dsfield
p_dsfield_ip_dsfield_ecn":"0","ip_ip_len":"84","ip_ip_id":"©0=00003clc","ip_ip_flags":"0=x00004000"
:"1%,"ip_flags_ip_flags_mf":"@","ip_flags_ip_frag_offset":"@","ip_ip_ttl":"64","ip_ip_proto":"1",
us":"2","ip_ip_src":"192.168.0.6","ip_ip_addr":["192.168.0.6","104.28.6.89"],"ip_ip_src_host":"19
9°],"ip_ip_dst":"104.28.6.89","ip_ip_dst_host":"104.28.6.89"},"icmp" :{"icmp_icmp_type":"8","icmp_
icmp_icmp_checksum_status®:"1","icmp_icmp_ident":["7046","34331"],"icmp_icmp_seq":"1541","icmp_ic
@20 11:57:55.000000000 EST","icmp_icmp_data_time_relative®:"0.786675361","icmp_data":{"data_data_
6:17:18:19:1a:1b:1c:1d:1e:1f:20:21:22:23:24:25:26:27:28:29:2a:2b:2c:2d:2e:2f:30:31:32:33:34:35:36
{"index":{"_index":"packets-2020-01-28","_type":"pcap_file"}}
{"timestamp":"1580230675996", "layers" :{"frame":{"frame_frame_interface_id":"@","frame_interface_i
type":"1","frame_frame_time":"Jan 28, 2020 11:57:55.996386525 EST","frame_frame_offset_shift":"@.

TekcT

TekcT npencTaBnseT cobor NOHATHYO ANA YesloBeKa OQHOCTPOYHYHO CBOAOKY
Ka)X[0ro 13 nakeToB. 3TO CaMbll MPOCTON 13 chopMaToB. /15 HEro YenoBek
OyneT UCrnonb30BaTh CAEOYIOLLYI0 KOMAHAY:

tshark -r packets.pcap -T text

:~# tshark -r packets.pcap -T text

Running as user "root" and group "root". This could be dangerous.

1 0.000000000 192.168.0.6 > 104.28.6.89 ICMP 98 Echo (ping) request id=0x1b86, seq=1541/12
86, ttl=64

2 0.209711164 104.28.6.89 » 192.168.0.6 ICMP 98 Echo (ping) reply id=0=1b86, seq=1541/12
86, ttl=54 (request in 1)

3 1.001906657 192.168.0.6 » 104.28.6.89 ICMP 98 Echo (ping) request id=0x1b86, seq=1542/15
42, ttl=64

4 1.192770973 104.28.6.89 » 192.168.8.6 ICMP 98 Echo (ping) reply id=@=1b86, seq=1542/15
42, ttl=54 (request in 3)

5 2.083365632 192.168.0.6 » 104.28.6.89 98 Echo (ping) request id=8=1b86, seq=1543/17
98, ttl=64

6 2.434560259 104.28.6.89 » 192.168.0.6 98 Echo (ping) reply id=0=1b86, seq=1543/17
98, ttl=54& (request in 5)

7 3.003769942 192.168.0.6 » 104.28.6.89 98 Echo (ping) request id=0x1b86, seq=1544/20
54, ttl=64

8 3.347729784 104.28.6.89 » 192.168.0.6 98 Echo (ping) reply id=0=1b86, seq=1544/20
54, ttl=5&4 (request in 7)

9 4.003967430 192.168.0.6 » 104.28.6.89 98 Echo (ping) request id=0x1b86, seq=1545/23
10, ttl=64

1@ 4.163455725 104.28.6.89 » 192.168.8.6 98 Echo (ping) reply id=8=1b86, seq=1545/23
10, ttl=54 (request in 9)

Tabnuua
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ITOT hopMaT O4YEeHb MOXOXX HA TEKCT, 3@ UCKJIIDYEHNEM TOro, 4YTO OH BKJIIOYaAET B
cebs ropusoHTanbHoe pasageneHune ASCIl (0x09) mexay KakabliM CcToNbL oM.
Y1066l NnOnNpoboBaTh 3TOT hopMaT, CeayeT BBECTU:

tshark -r packets.pcap -T tabs

:~# tshark -r packets.pcap -T tabs

Running as user "root"™ and group "root®. This be dangerous.
1 0.000000000 192.168.0.6 > .28.6.89 ICMP

st 1id=0x1b86, seq=1541/1286, ttl=64
2 0.209711164 104.28.6.89 > .168.0.6 ICMP
id=0x1b86, seq=1541/1286, ttl=54 (request
3 1.0019@6657 192.168.0.6 > .28.6.89 ICMP
id=0x1b86, seq=1542/1542, ttl=64
[ 1.192770973 104.28.6.89 = .168.0.6 ICMP
id=0x1b86, seq=1542/1542, ttl=54& (request
5 2.083365632 192.168.0.6 = .28.6.89 ICMP
id=8x1b86, seq=1543/1798, ttl=64
6 2.434560259 104.28.6.89 = .168.0.6 ICMP
id=8x1b86, seq=1543/1798, ttl=54& (request
7 3.003769942 192.168.0.6 > .28.6.89 ICMP
id=0=1b86, seq=1544/2054, ttl=64
8 3.347729784 104.28.6.89 > .168.0.6 ICMP
id=0x1b86, seq=1544/2854, ttl=54 (request
9 4.003967430 192.168.0.6 > .28.6.89 ICMP
id=0x1b86, seq=1545/2310, ttl=64
1@ 4.163455725 104.28.6.89 = .168.0.6 ICMP
id=0x1b86, seq=1545/2310, ttl=5& (request

Pa3HuLa Mexay
nekognpoBaHHbLIMKU NakeTaMn U
KOONPOBaHHbLIMU MakeTaM

Korga 4yenoBek nbiTaeTCsa 3anMcaTh NakeTbl JaHHbIX B peajibHOM BpeMeHun B hann
hopmaTa .pcap, OH COKMMaeT BCe AaHHble B 6onee Mesikme cermeHTbl. YTobbl
Ny4uwe MoHATb 3TW NaKeTbl OaHHbIX, HY>KHO UX AEKOAMPOBATb, YTO NpUBEAET K
pa3Huue B pa3sMmepe anna. Ytobbl npoBepnTb pa3mep ntoboro dansia B AaHHbIN
MOMEHT, HY>XHO UCMO/b30BaTb C/IeAyoLLY0 KOMaHay:

Is -Ih packets.p*

# 1s -1lh packets.p#
1 root root 624 Jan 28 11:46 packets.pcap

-rw-r—r— 1 root root 21K Jan 28 11:49 packets.pdml
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Kak y>xe 6b1210 CKka3aHo, eCcTb bosblasa pa3Huua B 3TUX (pannax, no3Tomy
4yeJZlIoBEK MUCMNOoJIb3yeT MeToAbl 4EKOANPOBAHNA OIS N3BJIEYEHUSA HY)KHOW eMy
NMHpopMayunn.

[Mpeobpa3zoBaHne PDML-danna
HTML-cTpaHuubl

EonHcTBEeHHOe pa3nunydmne mexnay Wireshark u TShark 3akito4aeTcsa B TOM, 4TO
Wireshark — 3To MHCTpyMeHT Ha OCHOBe rpadu4eckoro nHTepdenca, a TShark -
WHCTPYMEHT Ha OCHOBE KOMaHAHOMN CTPOKU. HO C NOMOLLbIO HEKOTOPOIro
BHELUHero NCTO4YHMKa YesloBeK TakKXXe MOXKeT NMpocMaTpmBaTh NaKeTbl AAaHHbIX B
dopmaTe HTML. Mo3TOMY A8 OOCTUXKEHUSA 3TON LLesIn CHavasla HY>KHO COXPaHUTb
nakeTbl AaHHbIX B hopMmaTe PDML, a 3aTeM npeobpasoBaTb nx B XML-hann ¢
MOMOLLbIO C/iefylouwen KOMaHabl:

tshark -r packets.pcap -T pdml > packets.xml

XML-thann 6yneT coxpaHeH B nanke /usr/share/wireshark/pdmi2html.xsl.
NTak, yenoBek cobupaeTcsa Ncnonb3oBaTb MHCTPYMEHT xsltproc nnsa 3anycka
3TOro (pawnsa, KOTopbii NOMOXeT co3aaTb HTML-cTpaHuyy. Co3gaHmne HTML-
CTpaHuubl NpmeBedeT K GopMaTUPOBAHUIO BCEN HEHY>XXHON MHOPMaLUn 1
MO3BOJINT MPOCMaTpPMBaThb TOJILKO NoJie3Hble faHHble. [nd co3naHuna HTML-
CTpaHuULUbl, cnegyeT UCNOJIb30BaTb CefYIoLLyo KOMaHay:

xsltproc /usr/share/wireshark/pdmli2html.xsl packets.xml > packets.html

:~# tshark -r packets.pcap -T pdml > packets.xml
Running as user "root" and group "root". This could be dangerous.

:~# xsltproc /usr/share/wireshark/pdml2html.xsl packets.xml > packets.html
:~# firefox packets.html &

[1] 3554

YT106bl OTKPbLITE HTML-CTpaHunuy B bpay3sepe, Hy>XKHO 06paTuUTb BHUMaHME Ha
npuBeaeHHoE Bbille n3obpa>keHne n NCnosib3oBaTh CAEOYIOLLYI0 KOMaHAaY:

firefox packets.html &
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file:///root/packets.html

Capture Filename: packets.pcap PDML created: Tue Jan 28 12:03:38 2020
= Frame 1: frame, eth, ip, icmp, IXI
= Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
= Ethernet II, Src: Vmware 18:c6:1b (00:0c:29:10:c6:1b), Dst: D-LinkIn 59:el:24 (1c:5f:2b
= Internet Protocol Version 4, Src: 192.168.0.6, Dst: 184.28.6.89
= Internet Control Message Protocol

Frame 2: frame, eth, ip, icmp, IX]

= Frame 3: frame, eth, ip, icmp, IXI
= Frame 4: frame, eth, ip, icmp, IXI
= Frame 5: frame, eth, ip, icmp, IXI
= Frame 6: frame, eth, ip, icmp, IX1
= Frame 7: frame, eth, ip, icmp, IX]
= Frame 8: frame, eth, ip, icmp, I¥]
= Frame 9: frame, eth, ip, icmp, [¥]
= Frame 18: frame, eth, ip, icmp, [X]

3axBaT NMakKeToB onpeneneHHoro
nopTa

O4eHb 4YacTo nosib3oBaTesib NpumMeHsaeT Wireshark Ha onpenesieHHOM nopTy. A C
MOMOLLbIO onNumMmn «=F» YesioBeK Tak)Xe MOXXET 3axBaTbIBaTb MaKeTbl AaHHbIX
onpepesieHHoro nopTa B TShark. 9To nomoraeT ny4we aHaM3MpoBaTb MNakKeThl
OaHHbIX ceTu. [loNb30oBaTeN I UCNObL3YIOT 3TY PYHKUMIKO Onsg 3axBaTa TCP-nopTa
Homep 80:

tshark -i ethO -c 5 -f "tcp port 80"

:~# tshark -i eth® -c 5 -f "tcp port 80"
Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth@’
1 0.000000000 192.168.0.137 » 216.58.196.99 TCP 66 44884 » BO [ACK] Seq=1 Ack=1 Win=501 Le
TSval=1654711984 TSecr=2257786848
2 9.000114735 192.168.0.137 » 216.58.196.99 TCP 66 44888 +» 80 [ACK] Seq=1 Ack=1 Win=501 Le
TSval=1654711984 TSecr=1873411796

3 ©.000181040 192.168.8.137 » 216.58.196.99 TCP 66 44828 » 80 [ACK] Seq=1 Ack=1 Win=501 Le

TSval=1654711984 TSecr=1912138170

4 ©.082268726 216.58.196.99 3 192.168.8.137 TCP 66 [TCP ACKed unseen segment] 8@ 2 44084 [
ACK] Seq=1 Ack=2 Win=248 Len=0 TSval=2257797186 TSecr=1654660892

5 ©.082288921 216.58.196.99 » 192.168.0.137 TCP 66 [TCP ACKed unseen segment] 80 3 44020 [
ACK] Seq=1 Ack=2 Win=252 Len=0 TSval=1912148428 TSecr=1654660942
5 packets captured
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DKPaHHbIN QUNBLTP

DKpaHHbIN punbTp 6bl1 NpencTasneH komnannen Wireshark. OH nomoraeT
NoJsib30BaTesNIAM (PUIbTPOBATb 3aXBaYeHHble NMakeTbl AaHHbIX UM NaKeTbl JaHHbIX
B peasibHOM BpeMeHU. C NOMOLLb0 3TOro PubTpa YeNoBEK MOXET NOJIYYUTb
nobon Bua uabTpa, KOTOPLIA OH XO4eT.

B naHHOM cueHapuun nosb3oBaTesb NpuMmeHsaeT punbTp GET request ons
3axBaTa ToNbko GET request 13 Tpaduka. icnonb3yeTca KoMaHAa:

tshark -i ethO -c 5 -f "tcp port 80" -Y 'http.request.method == "GET" '

:~# tshark -i eth® -f "tcp port 80" -Y 'http.request.method = "GET" '
Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth@'
10 2.409241258 192.168.
14 2.660232261 192.168.
18 2.916155632 192.168.
22 4,148393060 192.168.
26 4.381818253 192.168.
.666181908 192.168.
.862037621 192.168.
.349299450 192.168.
.659285080 192.168.
452166611 192.168.
LT4T440415 192.168.
.021046798 192.168.

.137
.137
.137
.137
.137
.137
.137
.137
.137
.137
.137
.137

176.28.50.165 HTTP 445 GET / HTTP/1.1
176.28.50.165 HTTP 465 GET /style.css HTTP/1.1
176.28.50.165 HTTP 467 GET /images/logo.gif H
176.28.50.165 HTTP 445 GET / HTTP/1.1
176.28.50.165 HTTP 465 GET /style.css HTTP/1.1
176.28.50.165 HTTP 467 GET /images/logo.gif H
176.28.50.165 HTTP 445 GET / HTTP/1.1
176.28.50.165 HTTP 465 GET /style.css HTTP/1.1
176.28.50.165 HTTP 467 GET /images/logo.gif H
176.28.50.165 HTTP 445 GET / HTTP/1.1
176.28.50.165 HTTP 465 GET /style.css HTTP/1.1
176.28.50.165 HTTP 467 GET /images/logo.gif H
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CTaTuctTn4yeckme aaHHble

TShark cobupaeT pa3nnyHblie TUMbl CTaTUCTUYECKNX OAaHHbLIX 1 OTODpa>kaeT nux B
pe3ynbTaTe NMocJie 3aBepLleHnsa YTeHnsa 3axBavyeHHoro amna. ns atoro bynet
MCNONb30BaTbCA NapamMeTp «-z» B TShark. U3HavyanbHO, 4TO0bbI Y3HaTb 060 BCEX
PA3J/INYHbIX OMUUSAX BHYTPU NapamMeTpa «-z», NoJib30BaTesNlb 0TKpoeT TShark yxe
C BKJIIOMEHHOW onuunen, 3a KoTopon byaeT cnenoBaTbh KatoyeBoe csioso help. 3710
0ACT YesloBeKYy McHepnbiBaloLWMN CIINCOK Pa3/INYHbIX NO4OEPXKNBAEMbIX
dhopmMaToB, KaK NMoKa3aHO Ha PUCYHKe HuXe.
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:~# tshark -z help
Running as user "root" and group "root". This could be dangerous.
tshark: The available statistics for the "-z" option are:

afp,srt

ancp;tree
ansi_a,bsmap
ansi_a,dtap
ansi_map
bacapp_instanceid, tree
bacapp_1ip,tree
bacapp_objectid, tree
bacapp_service,tree
camel,counter
camel,srt

collectd, tree
conv,bluetooth
conv,eth

conv, fc

conv, fddi

conv,1p

conv,1pvb

conv,1px

conv, Jxta
conv,mptcp

conv,ncp

conv,rsvp

conv,;sctp

conv,sll

conv,;tcp

conv,tr

conv, udp

conv,ush

conv,wlan
dcerpc,srt
dests,tree
dhcp,stat
diameter,avp
diameter,srt

dns, tree
endpolnts,bluetooth

CTaTUCTUKa nepapxmu
NMPOTOKOJ/IOB

Ncnonb3ya TShark, 4enoBek MoXXeT co34aTb MepapXnio Ha OCHOBE MPOTOKOJ10B, B
KOTopon ByaeT nepevyncneHo KoJIM4ecTBo nakeTos 1 6antos. Hy>XHO
ncnosib3osaTb onuuio «io,phs» B napameTpe «-z». B cnyyae, Korga uabTp He
3adaH nocse onuun «io,phs», ctatuctmka bynet paccyntaHa A5 BCEX NAaKeTOB B
paaunyce BuagnmMocTn. Ho ecnu npenycMoTpeH onpeneneHHbin punbTp, To TShark
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OyaoeT BblMUCAATb CTAaTUCTUKY OJ19 TeX MAaKETOB, KOTOPbIE COOTBETCTBYIOT
BbiOOpy, coenaHHOMY nonb3oBaTenem. [1na AeMOHCTpaLun nosab3oBaTesnb
CHayvala 3axBaTWJl HEKOTOPLIA TpaduK 1 3anncan ero coagep>xmnmoe B ana .pcap.
3aTeM oH byaeT ncnoab3oBaTb TpapuK U3 hanna n COpTUPOBaATb 3TU AaHHbIE
NPSMO B MepapXxuto MpPoOTOKOJI0B. YHuTaTenn MOryT 3aMeTUTb, 4TO Y NMoJib30BaTenNs
eCTb onpenesieHHoe KOJIN4eCcTBO (hpernMoB, pa3Mep NakeToB B banTax n
MNPOTOKOJ1, NCMNOJIb3YEMbIN NS nepenaydn.

tshark -r wlan.pcap -z io,phs

Protocol Hierarchy Statistics
Filter:

radiotap :66690 bytes:15014549
wlan_radio frames:666980 bytes:15014549
wlan frames:666980 bytes:15014549
wlan frames:6873 bytes:1923747
data frames:14539 bytes:9494859
1lc frames:3158 bytes:1295577
eapol frames:6 bytes:1162
ipvb frames:16 bytes:2136
icmpvb frames:16 bytes:2136
ip frames:3124 bytes:1291879
udp frames:143 bytes:25311
dhcp frames:6 bytes:2448
dns frames:126 bytes:21131
ntp frames:3 bytes:&444
mdns frames:8 bytes:1288
icmp frames:2 bytes:240
tcp frames:2979 bytes:1265528
tls frames:781 bytes:455386
tcp.segments frames:74 bytes:60600
tls frames:62 bytes:53122
http frames:248 bytes:123041
data-text-lines frames:9 bytes:6487
tcp.segments frames:4 bytes:2696
image-J)fif frames:6 bytes:4156
tcp.segments frames:6 bytes:4156
image-gif frames:2 bytes:1352
tcp.segments frames:3 bytes:1402
data frames:2 bytes:2924
tcp.segments frames:1 bytes:1462
_ws.malformed frames:5 bytes:2666
:12 bytes:12080

== kW RO

AHanns PUNbTPa OJ14 YHTEHWNA
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Bo BpeMs nepBoro aHasansa nakeTta A0/HKEH ObITb MPUMEHEH YKa3aHHbIN PUAbLTP
(KOTOpbIN NCMONAb3YyeT CUHTAKCUC PUNbTPOB YTeHuss/oTobparkeHus, a He
unbTpoB 3axBaTa). [NakeTbl, KOTOPbIE HE COOTBETCTBYIOT PUILTPY, HE
paccMaTpuBalroTca ong dbyaywmx cayyaes. 3TOT NapaMeTp MMeeT CMbIC Npu
HeCKOoJIbKMX npoxodax. CTouT obpaTnTb CBOE BHMMaHUE, 4TO MNOJA, TakKMe Kak «
response in frame #»He MoOryT ObITb MCMNOJ/Ib30BaHbl C 3TUM PUJIBTPOM, TaK KakK
OHW He byayT BblYUCAEHbI. NapamMeTp «=-2» BbINOJIHAET ABYXMPOXOAHbIA aHANN3.
9TO NpUBOAUT K TOMY, 4TO TShark 6ydepunsyeT BbIXOOHbIEe AaHHbIE 40 Tex nop,
noka He ByneT BbINOJIHEH BECb MepBbl MPOXOA, HO TakKXe 3anoJiHAeT nos,
Tpebyowmre byoyuwmnx 3HaHUN, a Tak>Xe NPaBuJIbHO BbIYNCIAET 3aBUCUMOCTHU
bpernmoB nosTopHOW COOPKM. 3a4eCb NONb30BaTEs/Ib MOXKET YBMAETH ABa
pa3JInyHbIX aHan3a, OONH N3 KOTOPbIX ABMSETCA aHaJIM30M NepBoro npoxonaa, a
BTOPOW - OBYXMNPOXOAHbIM aHaIN30M.

tshark -r wlan.pcap -z io,phs,udp -q
tshark -r wlan.pcap -z io,phs -q -2 -R udp



:~# tshark -r wlan.pcap -z io,phs,udp -q
Running as user "root" and group "root". This could be dangerous.

Protocol Hierarchy Statistics
Filter: udp

radiotap frames:

wlan_radio frames:143 125311
wlan frames:143 125311
1lc frames:143 125311
1 frames:143 125311
frames:143 125311

frames:6 bytes:2448
frames:126 bytes:21131

frames:3 bytes:&444

frames:8 bytes:1288

:~# tshark -r wlan.pcap -z io,phs -q -2 -R udp
Running as user "root" and group "root". This could be dangerous.

Protocol Hierarchy Statistics
Filter:

radiotap frames:

wlan_radio frames:143 125311
wlan frames:143 125311
1lc frames:143 125311
1 frames:143 125311
frames:143 125311

frames:6 bytes:2448
frames:126 bytes:21131

frames:3 bytes:&444

frames:8 bytes:1288

AHaJIM3 KOHEeYHbIX ToYekK

CnenyoLwmnin NyHKT, KOTOPbIA NOMOraeT YyesloBeKy pa3obpaTbCs CO CTAaTUCTUKONM,
— 370 «KOHeuYHble TO4YKU». byaeT co3gaHa Tabnuua B KOTOPOW NepeyncieHsbl
BCE KOHEYHbIe TOYKN, KOTOPble MOXKHO 6b1N10 Obl yBUAETH NMPU 3axBaTe. DYHKLMUS «
type», KoTopas MoXeT 6bITb MCMONb30BaHa C NapaMeTpoM endpoint, ykaxeT
TUMN KOHEYHOW TOYKU, OJIS KOTOPOW YesIOBEK XO4YET CreHePUpPoBaTh CTAaTUCTUKY.

B cny4ae, ecninm nonb3oBaTeNnb yKasas onpeaeneHHbin punbTp, TO pacyeThl
CTAaTUCTUKMN BbIMOJIHAIOTCA A/19 3TOr0 KOHKPEeTHOro duabtpa. Tabnmua, nogobHasn
TOW, YTO CreHepupoBaHa Ha n3obpakeHnn, NoKasaHHOM HUXKE, CO30aeTCs NyTeM
noabopa oAHOCTPOYHOW hopMbl Kaxxaon 6ecebl n oTobparkaeTcsa HanNpPoTUB


https://docs.nix-adm.ru/uploads/images/gallery/2024-09/XK5izobrazenie.png

KoJQIm4yecTBa NakeToB Ha 6alT B Ka>KA0OM HanpaBJ/ieHUN, a Takxe obuiero
KoJIndecTBa NakeToB Ha 6anT. [laHHble B 3Ton Tabauue no ymona4aHuto
COPTUPYIOTCH B COOTBETCTBMMU C 0OLLIMM KOSIMYECTBOM (hpernMoB.

tshark -r wlan.pcap -z endpoints,wlan -q | head

:~# tshark -r wlan.pcap -z endpoints,wlan -q | head
Running as user "root" and group "root". This could be dangerous.

IEEE 802.11 Endpoints
Filter:<No Filter>

Packets Bytes | | Tx Packets | | Tx Bytes | | Rx Packets

AsustekC_c3:5e:01 183280 9311875 9843 8435055 B477
p-LinkT_16:87:18 8962 1644801 LB24 1124143 4938
D-LinkIn_5f:81:6b 8122 950847 50 5484 8072
otorola_31:a@:3b Be79 2137351 6262 1139916 1817
p-LinkT_@9:7f:d3 7894 6218261 29380 453787 4964
Broadcast B4bL4 1728228 18 1164 6426

AHanns becepn

CTouT NnepenTn K cnepyowemMy pasaesny, KOToOpbl 04eHb NMOX0XX Ha
npeabiaywmin. NomoraeT co CTaTUCTUKON MMEHHO “conversation”. byaeT co3gaHa
Tabnumua, B KOTOPOU NepevynciieHbl BCe pa3roBOpPbl, YTO MOXXHO Ob1n10 6bl yBUAETH
npu 3axBaTe. PyHKUMA type, 4HTO UCnosib3yeTcs C onunen conversation, ykaxeT
Tnn 6ecenbl, AN KOTOPOW Ye/IOBEK XO4YeT CreHepupoBaTb CTAaTUCTUKY.

Ecnn nonb3oBaTesnb yCTaHOBWU OnpeaeneHHbin punbTp, TO BbIYHNCIAEHUS
CTAaTUCTUKUN BbIMOJIHAKOTCA OJ19 3TOr0 KOHKPETHOIr0 YKa3aHHOro ouabTpa.
Tabnunuya, creHepupoBaHHas nyTem noabdopa 0A4HOCTPOYHON POPMbI Ka>kK4oro
pa3roBopa 1 oTobparkaeMasi C KOJIM4ECTBOM MNaKeToB Ha BanT B KaX4oM
HanpaB/eHUn N obLLEM KOMYECTBOM NakeToB Ha 6banT, byaeT noka3aHa Ha
3KpaHe. [1aHHble COPTUPYIOTCA B COOTBETCTBUN C 06LLIMM KONMYEeCTBOM (hpernmMoB.

tshark -r wlan.pcap -z conv,wlan -q | head
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:~# tshark -r wlan.pcap -z expert -q | head
Running as user "root" and group "root". This could be dangerous.

Errors (5)

Frequency Group Protocol Summary
5 Malformed TCP New fragment overlaps old data (retransmission?

Warns (53821)

Frequency Group Protocol Summary
13373 Assumption 802.11 Radio MNo plcp type information was available, assuming

AHaJIN3 B 3KCMNEepPTHOM pexxmnme

Mopaynb ctaTucTtukm TShark obnapnaeTt akcnepTHbiM pe>xuMoM. OH cobunpaeT
OrPOMHOE KOJZINYECTBO AaHHbIX Ha OCHOBE MOJyYEHHOW UHOPMaL MK, a 3aTEM
neyaTaeT ee B onpenesieHHOM nopsigke. Bce 3Tu AaHHbIe CrpynnMpoBaHbl B
pa3fenbl, TakMe Kak oWnbKkn, npeaynpexxaeHns n T.4. YesoBeK TakXe MOXKET
MCMOJIb30BaTb 3KCMNEPTHLIN PEXUM C onpeaesieHHbIM NPOTOKOJIOM. B 3ToM cny4ae
6ynyT oTobpa>keHbl BCe 3KCNEPTHbIE 3/1IEMEHTbl KOHKPETHOro NPOTOKOa.

tshark -r wlan.pcap -z expert -q | head

:~# tshark -r wlan.pcap -z expert -q | head
Running as user "root" and group "root". This could be dangerous.

Errors (5)

Frequency Group Protocol Summary

5 Malformed TCP New fragment overlaps old data (retransmission?

Warns (53821)

Frequency Group Protocol Summary
13373 Assumption 802.11 Radio MNo plcp type information was available, assuming

PacrnpeneneHne nakeTtoB

Mpn 3TOM BapuaHTe YesioBek bepeT TpahuK 13 NnakeTa, a 3aTeM MNPOroHAeT ero
yepes onuuto «http,tree» c napameTpom «=-z», 4TOObLI MOACYHNTATb KOJINYECTBO
HTTP-3anpocoB, X MOAbl, @ TaKXXe KoL COCTOSAHUA. DTO MOAYJIbHbIN Noaxon,
KOTOPbIA O4YEHb JIErKO NMOHATb M NOTOM NpoaHaIn3npoBaTb CBOW OENCTBUS.
34ecCb, B JaHHOM CJly4yae, noJib3oBaTeslb B35J1 MakKeT, KOTOPbIA OH 3axXBaTwul
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paHee, a 3aTeM NpPorHas ero yepes onuuio, 4To NnpengocTasnia eMy MHGPoOpPMaL Mo
O TOM, 4TO B 06LLEen CNOXKHOCTKU BbIIO CreHepupoBaHO 126 3anpoCcoB, N3 KOTOPbIX
14 BepHynm «200 OK». OTO 03Ha4YaeT, YTO oCTasbHbie U3 HUX NMbO Bbloann
ownbky, nnbo bbinn NepeHanpassieHbl Ha OPYrov cepBep, BblAaB OTBET cepun
3XX.

tshark -r wlan.pcap -z http,tree -q

:~# tshark -r wlan.pcap -z http,tree -q
Running as user "root" and group "root". This could be dangerous.

HTTP/Packet Counter:
Topic / Item

Total HTTP Packets
HTTP Request Packets
GET
HTTP Response Packets
3xx: Redirection
304 Not Modified
382 Found
301 Moved Permanently
2xX: Success
200 0K
204 No Content
??7: broken
5xx: Server Error
4xx: Client Error
1xx: Informational
Other HTTP Packets

.0019
.0019
.0019
.0016
.0015
.0080
.0060
.0083
.00082
.0080
.00e0
.0000
.0080
.0060
.00e0

220D

IHNnHa NakeToB

MOCKONIbKY NAeT peyb 0 CTPYKTYpe MoXoxXKen Ha gepeBo, CTOUT HEMHOIo ee
nccnenoBaTh. Y YesioBeka eCTb MHOMO CrocoboB, C MOMOLLBbIO KOTOPbIX OH MOXXET
NPUMEHNTb onuuio «tree» B coveTaHUU C APYrMMn PyHKUNAMN. HYTOObI
NPOLEMOHCTPUPOBATL 3TO, YEJIOBEK pPeLlnsT UCMOJIb30BaTh NMapamMeTp AJIVNHbI
nakeTa C NapameTpom «tree». 3TO NO3BOJINT OTCOPTUPOBATbL AaHHbIEe HA OCHOBE
pa3Mepa rnakeToB, a 3aTeM creHepupoBaTb Tabnuuy ¢ HUMU. Tenepb 3Ta Tabnnua
byneT cogep)xaTb He TOJIbKO OJIMHY MAKeTOB, HO U UX KOJINYeCTBO. MUHUMaNbHOe
3Ha4YeHne aJMHbl byaeT HaxoOUTbCS B AMana3oHe pa3MepoB NakeToB. Takxe
NWHCTPYMEHT BbIYUC/INT pa3Mep U NPOLLEHT MakeToB BHYTPW AMarna3oHa
YCTaHOBJIEHHON LJINHDbI.

tshark -r wlan.pcap -z plen,tree -q
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:~# tshark -r wlan.pcap -z plen,tree -q
Running as user "root" and group "root". This could be dangerous.

Packet Lengths 66690

8-19 8

28-39 8

4Lp-79 42235

80-159 9477

160-319 6071

320-639 2724

640-1279 456

128@0-2559 5727 1469.77
2560-5119 8 -

5120 and greater @ -

. 0000
.Bo00
.0083
.Be01
.00ee
.booo
.00ee
.Booe
.0oee
.Booe

255995 905533

AHanNn3 BbIXOOHbIX OAaHHbIX Ha
OCHOBE UBE€Ta

CTOWTOGpaTMTbBHMMaHMe!TepMMHaﬂﬂOﬂMEHFWAHGDMMBaTbBbBOﬂLBeTO&
4T0bbl 3Ta onuuns pa60Tana NMpPaBUJ1IbHO.

YenoBek MOXXeT BKJIIOYUTb LBeTa 4J19 MNakeToB B COOTBETCTBUU CO CTaHLAPTHLIMU
dunbTpamun Wireshark. B Windows uBeTa orpaHn4eHbl YyCTaHOBJIEHHbIMU
BapuvaHTamMn. B faHHOM c/lydae noJsib3oBaTeslb MOXXeT HAaCTPOUTb LiBETa B
COOTBETCTBUM C PUNBLTPOM OTODOparkeHUs. ITo noMoraeT bbICTPO HAUTK
onpenesnieHHbIN NakeT B rpynne nogobHbIX NakeToB. OH Tak)xe noJsie3eH npu
OOHapy>XeHUn pyKOonoXXaTnm B KOMMYHUKaUWOHHOM Tpadunke. EFro MOXXHO
BKJIIOYUTb C MOMOLLbIO CriefyoLwen KoOMaHabl:

tshark -r color.pcap --color


https://docs.nix-adm.ru/uploads/images/gallery/2024-09/XFhizobrazenie.png

:~# tshark -r color.pcap —color

Running as user "root" and group "root". This could be dangerous.
1 @.000000000 152.168.8.6 + 224.0.0.252 IGMPv2 60 Membership Report group 2
2 1.388991630 192.168.8.137 » 8.8.8.8 DNS 84 Standard guery @=bd@4 A det
3 1.389108098 192.168.8.137 » 8.8.8.8 DNS 84 Standard query @=d7@e AAAA
4 1.314734876 8.8.8.8 » 192.168.0.137 DNS 248 Standard query response @=
cd.akamai.net A 23.32.28.31 A 23.32.28.42

5 1.317861896 8.8.8.8 » 192.168.8.137 DNS 272 Standard query response @=
.dscd.akamal.net AAAA 2600:140F:3400::1720:1clf AAAA 2600:140F:3400::1720:1c2a

6 1.351099604 192.168.0.137 » 23.32.28.31 TCP 74 33274 » 80 [SYN] Seq=0 Win=

8

8 DNS 84 Standard query @=39f9 AAAA
192.168.8.137 DN5 191 Standard query response @=
192.168.0.

. 780608110 192.168.0.137 » B.8.8.
. 7TBBER9TE1
. 7BBB35886

1.360371655 23.32.28.31 » 192.168.8.137 TCP 74 8@ + 33274 [SYN, ACK] Seq=0
1.360407102 192.168.0.137 » 23.32.28.31 TCP 66 33274 » 80 [ACK] Seq=1 Ack=
1.360667272 192.168.0.137 » 23.32.28.31 HTTP 354 GET /success.txt HTTP/1.1
1.366231541 23.32.28.31 » 192.168.8.137 TCP 66 80 + 33274 [ACK] Seq=1 Ack=
1.368532386 23.32.28.31 » 192.168.08.137 HTTP 473 HTTP/1.1 200 OK (text/pl
1.368576332 192.168.0.137 » 23.32.28.31 TCP 66 33274 » 80 [ACK] Seq=289 Ac
1.714841355 192.168.0.137 > 8.8.8.8 DNS 72 Standard query @=2172 A www
1.714151234 192.168.98.137 » 8.8.8.8 DNS 72 Standard query ©0=6d77 AAAA
1.715114796 192.168.0.137 > 8.8.8.8 DNS 73 Standard guery @=3bZe A kal
1.715179313 192.168.0.137 > 8.8.8.8 DNS 73 Standard query @=af3@ AAAA
1.715291271 192.168.0.137 > 8.8.8.8 DNS 74 Standard query @=59d@ A too
1.715336702 192.168.0.137 > 8.8.8.8 DNS 74 Standard query @=a3d2 AAAA
1.726762319 8.8.8.8 » 192.168.8.137 DNS 132 Standard query response @x
1.73B538887 8.8.8.8 » 192.168.0.137 DNS 133 Standard query response @=
1.7805@0105 192.168.8.137 > 8.8.8. DNS 84 Standard query @=57f4 A sni
1

1

1

B.8.8.8 2
B.B.8.8 2

DNS 211 Standard query response 8x

.B33783843 .168.8.137 » 13.33.169.121 TCP 66 38952 3 &&3 [ACK] Seq=1 Ac

AHann3 umknmyeckoro bydepa

Mo ymonydaHuio TShark paboTaeT B pexxnme «<HeCKoJsibKux ¢pansnoB». Taknm
obpas3omMm, TShark 3anmnceiBaeT AaHHbIE B HECKOJIbLKO (halsioB 3axBaTa. Korga
rnepebiv hansl 3axBaTa 3aroJIHAETCs 00 onpenesieHHON CTeneHu, NHCTPYMEHT
rnepekJyaeTca Ha cnegywowmn dann n Tak gasee. MiMeHa annos, KOTOpble
4YesIoBEeK X04eT Co34aTb, MOXKHO YKa3aTb C MOMOLLbIO NapaMeTpa «=W».
KonnyecTBo hannnoB, AaHHbIE O BpeMeHU Ux nossneHnsa 6yayt obbeanHeHbl €
NMEHEM, YKa3aHHbIM PS0M C MapaMeTPOoOM «-W», YTobbl ChopMUPOBATL MOJIHOE
nmsa panna.

Onuunsa «files» 6yneT 3anoNHATbL HOBbIE (halsibl 4O TeX Nop, NokKa He byaeT
YKa3aHO UX Konm4yecTBo. B 3ToT MoMeHT TShark otbpocnT gaHHbIE B NepBOM
hanne n Ha4yHeT 3anuch B cnepyowmnn gann. Ecnn napameTp «files» He
BKJIIOYEH, HOBble (halsibl 3aMnoJIHATCA A0 Tex rnop, NokKa O4HO U3 YCJI0BUN
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OCTaHOBKW 3aXBaTa He 6yueT BbIMOJIHEHO NJIN MOKa ANCK He 6y)1eT 00 KOHLUa
3alloJIHEH.

CyliecTByeT MHOXXECTBO KpUTepmeB, N0 KOTopbIM paboTaeT umnknndeckunin bygep,
HO B JaHHOM CJly4ae 4YesioBEK UCMOb30Basl TOJIbKO 2 U3 HUX. ®annbl 1 pasmep
danna.

daunnbl: 3Ha4YeHNE HAa4YNHAETCA CHOBa C MepBoro anna nocne Toro, Kak 6b110
3anmncaHo 3HavYeHne KonmyectBa annoB (obpasyeTca yunkandyeckmum dbydep). 3t1o
3HaYeHne O0JIKHO ObITb MeHbLe 100000.

Pasmep cdanna: 3HavyeHne nepeksovaeTcs Ha caegyowmn dganna nocne Toro,
KaK MepBblin OOCTUIHET yCTaHoBAeHHOro pa3mepa (Kb). CtouT obpaTtuThb
BHMMaHWe, YTO MaKCMMaslbHbI pa3Mep dalsia orpaHnyeH 2 rurabanrtamm.

tshark -I ethO -w packetsbuffer.pcap -b filesize:1 -b file:3

:~# cd packet/

: # tshark -i eth® -w packetsbuffer.pcap -b filesize:1 -b files:3
Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth@'
353 “C

ile Actions Edit View Help

:~# cd packet/
z # 1s
backetsbuffer 00009 20200203122531.pcap packetsbuffer 00010_20200203122531.pcap

as__ W . =
# L3 <La

root 4096 Feb 12:25

root 4096 Feb 12:

root 1828 Feb 12:25 packetsbuffer_00043_20200203122549 .
root 1884 Feb 12:25 packetsbuffer_oo044_20 203122549,
root 252 Feb 12:25 packetsbuffer_80045_20200203122549 .
# 1s -la

root 4896 Feb 12:25
root 4896 Feb 12:20
root 1228 Feb 12:25 packetsbuffer_00051_202002083122552.
root 1852 Feb 12:25 packetsbuffer_oees2_2e 283122553.
root 552 Feb 12:25 packetsbuffer_00@53_20200203122554.
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ABTOMaTn4Yeckad oCTaHOBKa
paboThbl

Mon OrpoMHbLIM MacCMBOM OMUUA €CTb 0Ha, Ha3biBaemMas auto-stop. Kak
cnenyeT U3 Ha3BaHUS, C MOMOLLbIO HEE MOXKHO aBTOMAaTUYeCKN OCTAaHOBUTb
3axBaT Tpadmka Nocyne Toro, Kak yCTaHOBJ/IEHHble ycoBUsa 6yayT BbIMOJIHEHbI.

o nuHa

ECTb HECKOJIbKO BapnaHTOB, B JAHHOM CJly4ae 4Yesl0BEK MUCMOJIb30BaJl KpuTepui
NPOLOJKNTENbHOCTU. OH YTOYHWU NPOLAO/IKUTENIbHOCTb U orpaHmn4un ee 10-i0.
DTO 3Ha4YeHue BblparkaeTcd B cekyHOax. ITak, nocne 3axeaTa MnoJib3oBaTesb
BUOWUT, 4TO 3a 10 ceKyHA OH 3axBaTuN 9 NMakeToOB..

tshark -i ethO -a duration:10

:~# tshark -i eth® -a duration:1@
Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth®®
.bopeeeend 192.168.8.137 + 52.73.26.88 TLSv1l.2 841 Application Data
.228521540 52.73.26.88 » 192.168.0.137 TLSv1.2 191 Application Data
.228547939 192.168.8.137 » 52.73.26.88 TCP 66 50990 3 443 [ACK] Seq
.228611423 52.73.26.88 & 192.168.8.137 TCP 66 443 3 50990 [ACK] Seq

.228615310 192.168.8.137 % 52.73.26.88 TCP 66 [TCP Dup ACK 3#1] 589!

.977273190 192.168.0.137 » 13.249.226.169 TCP 66 34476 & 443 [ACK] S

.010827964 13.249.226.169 + 192.168.0.137 TCP 66 [TCP ACKed unseen s

.512880036 192.168.8.137 » 104.79.123.250 TCP 66 37426 & 443 [ACK] S

.623442093 104.79.123.250 + 192.168.0.137 TCP 66 [TCP ACKed unseen s
9 packets captured

PasMmep hbaunna

Ewe ogHNM KpuTepmem Osa aBToOMaTUYECKON OCTAaHOBKM paboThbl ABNseTCSA
pa3mep dawnna. TShark npekpaTuUT 3anncK B yKasaHHbIW (hann 3axBaTa rnocse
TOro, Kak OH LOCTUIHeT pa3Mepa, YCTaHOBJIEHHOr o noJsib3oBaTesieM. B faHHOM
c/ly4ae rnoJsib3oBaTesib YCTAaHOBWJ pa3mep hansia paBHbIM 1. 9TO 3Ha4YeHUe
cymnTtaeTcqa B Kb. OH ncnonb3oBas KoOMaHAOy A8 BbiBOAA CMMCKa KaTasloros, Y4Tobbl
NoKa3aTb, 4TO 3axBaT Obl1 NpeKpalleH, Kak TosbKo hann goctur pasmepa 1 k6.

tshark -i ethO -w 1.pcap -a filesize:1
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:~# tshark -1 eth® -w 1l.pcap -a filesize:1
Running as user "root" and group "root". This could be dange
Capturing on 'eth®’
6

~# 1s -la

total 16156

drwxr-xr-x 19 root root Feb 3 12:33
drwxr-xr-x 18 root root Nov 25 12:38
1 root root Feb 3 12:33 1.pcap
1 root root Feb 3 12:24 .bash_history

UMbl KaHaN0B O/15 Nepegayu
OaHHbIX

Nonb30oBaTesib TAKXKe MOXKeT U3MEHUTb CTAaTUCTUKY 3axBayYeHHbIX OaHHbIX
TpadKa Ha OCHOBE TUMOB KaHaJI0B nepefavun faHHbIX. [na 3Toro emy npnoeTcs
NCNOJsIb30BaTb HE3ABUCUMBbIN MapamMeTp «-I». B faHHOM ciiyyae 4enoBek
NCMOJIb30Bas ero, 4Tobbl NoOKasaTb, YTO Yy HEro ecTb KaHasbl Nepefavyun AaHHbIX,
Takne kak EN10MB, yka3aHHble onsa Tpaduka Ethernet.

tshark -L

- # tshark -L
Running as user "root" and group "root". This could be dj

Data link types of interface eth® (use option -y to set)
EN1@MB (Ethernet)
DOCSIS (DOCSIS)

CBeneHuns o Bepcun

Hy>XHO BBECTM NPOCTYI0 KOMaHAY, 4TObObl YNTATENN MOTIN NMOHATbL U COOTHECTMU
BCe NpakKTuU4eckmne OenCcTBUS, BbIMOJIHEHHbIE B 3TOW CTaTbe, C BepCuen
nporpamMmmsl. 9Ta MHpopMaumnsa ndobpa>keHa Ha pUCyHKe Huxe. [laHHbIN napamMeTp
BbIBOOUT MHOPMaLNIO O BepCUn yCcTaHoBJIeHHOro TShark.

tshark -v
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:~# tshark -v
Running as user "root" and group "root". This could be dangerous.
TShark (Wireshark) 3.0.5 (Git v3.8.5 packaged as 3.0.5-1)

Copyright 1998-2819 Gerald Combs <gerald@wireshark.org> and contributors.
License GPLv2+: GNU GPL version 2 or later <http://www.gnu.org/licenses/old-1i
This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

Compiled (64-bit) with libpcap, with POSIX capabilities (Linux), with libnl 3,
with GLib 2.6@.6, with zlib 1.2.11, with SMI ©.4.8, with c-ares 1.15.0, with
5.2.4, with GnuTLS 3.6.9 and PKCS #11 support, with Gerypt 1.8.5, with MIT
Kerberos, with MaxMind DB resolver, with nghttp2 1.39.2, with LZ4&, with Snapp
with libxml2 2.9.4.

Running on |[Linux 5.3.0-kali2-amd64, with Intel(R) Core(TM) i7-9758H CPU @
2.60GHz (with SSE&.2), with 3934 MB of physical memory, with locale en_US.utf8
with libpcap version 1.9.1 (with TPACKET_V3), with GnuTLS 3.6.10, with Gcrypt
1.8.5, with zlib 1.2.11, binary plugins supported (@ loaded).

Built using gcc 9.2.1 28190909,

OYHKLNN OTYETHOCTU

Bo BpeMsa ntoboro 3axeaTa CeTU CyLLeCTBYeT ocTpas NOTpebHOCTb B OTHETHOCTH,
4Tobbl YenloBEK MOI MOAENTbLCA pe3ysibTaTaMn C KOMaHOO0W, a TakXe C
Ha4ya/IbCTBOM N UMETb NOATBEPXKAEHHbIE AOKa3aTe/ibCTBa JIIOOON AeaTeNbHOCTH
BHYTpPMU Hee. [1o TeM Xe npudmnHam TShark npenocTaBus HesloBEKY NPEeKPACHbIN
BapuaHT (-G). C nomMoLlbto 3ToM onumm TShark MmoXxeT pacnevyaTaTb CMUCOK
HECKOJIbKNUX TUMNOB OTYETOB, KOTOpble ByayT creHepupoBaHbl. OdunynanbHoe
pyKoBoACTBO No TShark ncnonb3yeT cnoBo Fnoccapum ons onncaHna OaHHbIX
TUMNOB OTHYETHOCTMW.

tshark -G help
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:~# tshark -G help
Running as user "root" and group "root". This could be dangerous.
TShark (Wireshark) 3.0.5 (Git v3.8.5 packaged as 3.0.5-1)

Usage: tshark -G [report]

Glossary table reports:

column-formats
decodes
dissector-tables
elastic-mapping
fieldcount
fields

ftypes
heuristic-decodes
plugins
protocols

values

Preference reports:
-G currentprefs
-G defaultprefs
-G folders

column format codes and exit

"layer type"/"decode as" associations and exi
dissector table names, types, and properties
ElasticSearch mapping file

count of header fields and exit

fields glossary and exit

field type basic and descriptive names
heuristic dissector tables

installed plugins and exit

protocols in registration database and exit
value, range, true/false strings and exit

current preferences and exit
default preferences and exit
about:folders

dopmaTbl CTONOLOB

KoHe4Ho, ecTb onuus hopMmaTnpoBaHmna cTonbLos, LOCTYNHasA B pasaene oT4eToB
TShark. YTobbl N3y4nTb €ero cogep>xmmoe, 4esioBeK BbIMOJIHU KOMaHA4Y, Kak
MOKa3aHO Ha PUCYHKe HuXXe. YnTaTennm BUAAT, 4TO OH nevyaTaeT CMNUCOK C
onpeaeneHHbIMU 3HaKaMK, KOTopble MOryT OblTb MCNOJIb30BaHbI MPW CO34aHUN
oT4yeTa. TakxXe ecTb nageHtTudukatop VLAN, oaTta, BpemMs, agpec HasHa4vyeHus,
MOPT Ha3Ha4vYeHund, oJINHa NnakeTa, MPOTOKON U Apyrue faHHble.

tshark -G column-formats
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:~# tshark -G column-formats

Running as user "root"™ and group "root". This could
%q 802.10 VLAN id
XYt Absolute date, as YYYY-MM-DD, and time
%YDOYt Absolute date, as YYYY/DOY, and time

Absolute time

Cisco VSAN

Cumulative Bytes

Custom

DCE/RPC call (cn_call_id / dg_seqnum)

Delta time

Delta time displayed

Dest addr (resolved)

Dest addr (unresolved)

Dest port (resolved)

Dest port (unresolved)

Destination address

Destination port

Expert Info Severity

FW-1 monitor if/direction

Frequency/Channel

Hardware dest addr

Hardware src addr

Hw dest addr (resolved)

Hw dest addr (unresolved)

Hw src addr (resolved)

Hw src addr (unresolved)

IEEE 882.11 RSSI

IEEE 882.11 TX rate

IP DSCP Value

Information

Net dest addr (resolved)

Net dest addr (unresolved)

Net src addr (resolved)

Net src addr (unresolved)

Network dest addr

Network src addr

Number

Packet length (bytes)

Protocol

IekognpoBaHne

dTa onuusa cnocobHa creHepmpoBaTb 3 N0, CBSAI3aHHbIE CO C/I0AMU, A TaKXKe
0EeKoONPOBaHHBLIM NPOTOKOJ/IOM. CylleCcTByeT OrpaHnyeHue, npmMmeHseMmoe o
OLHOWN 3anucu B CTPOKe C 3Ton onuuen. MNMepeoe nose, MMeLee 3HaYeHne «
slap.npouecc.sout» coobuiaeT Nnosb30BaTesNlO TUM CJ/I0A CETEBLIX NAaKeTOB.
Hanee oH Nony4aeT 3Ha4YeHMEe cesleKTopa B AeCATUYHOM hpopMaTe. HakoHel, Y
4yesloBEKa eCTb paclundgpoBKa Toro, 41o 6b1s10 NosyyHeHo npu 3axsaTe. OH
ncnonb3osas KomaHay head, Tak Kak BbIXogHble AaHHbIe Obl/IN AOBOJIbHO
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bonbWKMMK, 4TOOLI MOMECTUTLCSA Ha O4HOM CKPUHLLUOTE.

tshark -G decodes | head

:~# tshark -G decodes | head
Running as user "root" and group "root". This could be dangerous.
slap.proc.sout 17 slap
slap.proc.sout 3 slap
slap.proc.sout 6 slap
slap.proc.sout 23 slap

slap.proc.sout 9 slap
slap.proc.sout &8 slap
slap.proc.sout &3 slap
slap.proc.sout 29 slap
slap.proc.sout & slap
slap. Sout 21 slap

HnccekTop Tabnny

BONbLWWHCTBO NIOAEN, YNTAOLMNX 3TY CTAaTbiO, YK€ 3HAKOMbI C KOHLenumemn
AaunccekTopa. Ecnv HeT, To NpoCTbIMM cnoBaMun Dissector — 3TO CUHTaKCUYeCKNin
aHaM3aTop NMPOTOKONA. BbixoAHble AaHHbIE, FTEHEPUPYEMbIE 3TOW ONUMEN,
COCTOAT M3 6 nonen. HauynHasa ¢ nmeHn Tabnnubl ANCCEKTOpPA, OHO UCNOJIb3yeTCs
ona Tabnnubl anccekTopa B hopmaTe GUIL. [lanee, y 4enoBeKa y>xe eCTb TUN n
6a3a ona otobpa>keHns MMeHN NPOTOKOsa. HakoHel, Yy HEro Tak)Xe eCTb
BO3MO>XHOCTb 0151 AEKOANPOBaAHUSA NOSYyHYEHHON NHAOPMaLINN.
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:~# tshark -G dissector-tables
Running as user "root" and group "root". This could be dangerous.
amgp.version AMQP versions FT_UINTS BASE_DEC AMQP Decode As supported
ansi_637.tele_id ANSI IS5-637-A Teleservice ID FT_UINTS BASE_DEC ANSI IS-637-A T
ted
ansi_a.ota IS-683-A (OTA) FT_UINTS BASE_DEC ANSI BSMAP Decode As not supported
ansi_a.pld IS-881 (PLD) FT_UINTS BASE_DEC ANSI BSMAP Decode As not supported
ansi_a.sms IS-637-A (SMS) FT_UINTS BASE_DEC ANSI BSMAP Decode As not supported
ansi_map.ota IS-683-A (OTA) FT_UINTS BASE_DEC ANSI MAP Decode As not supported
ansi_map.pld IsS-881 (PLD) FT_UINTS BASE_DEC ANSI MAP Decode As not supported
ansi_map.tele_id IS-637 Teleservice ID FT_UINTS BASE_DEC ANSI MAP Decode
ansi_tcap.nat.opcode ANSI TCAP National Opcodes FT_UINT16 BASE_DEC ANSI_TCAP
ansi_tcap.ssn  ANSI SSN FT_UINTS BASE_DEC TCAP Decode As not supported
arcnet.protocol_id ARCNET Protocol ID FT_UINTS BASE_HEX ARCNET Decode As not s
aruba_erm.type Aruba ERM Type FT_NONE ARUBA_ERM Decode As supported
atm.aal2.type ATM AAL_2 type FT_UINT32 BASE_DEC ATM Decode As supported
atm.aal5.type ATM AAL_5 type FT_UINT32 BASE_DEC ATM Decode As not supported
atm.cell_payload.vpi_vci ATM Cell Payload VPI VCI FT_UINT32 BASE_DEC ATM
atm.reassembled.vpi_vci ATM Reassembled VPI VCI FT_UINT32 BASE_DEC ATM Decode As not s
awdl.tag.number AWDL Tags FT_UINTS BASE_DEC AWDL Decode As not supported
ax25.pid AX.25 protocol ID FT_UINTS BASE_HEX AX.25 Decode As not supported
bacapp.vendor_identifier BACapp Vendor Identifier FT_UINTS BASE_HEX BACapp
bacnet.vendor BACnet Vendor Identifier FT_UINTE BASE_HEX BACnet Decode As not s
bacp.option PPP BACP Options FT_UINTS BASE_DEC PPP BACP Decode As not s
bap.option PPP BAP Options FT_UINTS BASE_DEC PPP BAP Decode As not supported
becp_ncp.option PPP BCP NCP Options FT_UINTS BASE_DEC PPP BCP NCP
betp.tpi BCTP Tunneled Protocol Indicator FT_UINT32 BASE_DEC

Elastic mapping

Mapping - 3TO o4epTaHne OOKYMEHTOB, XpaHawmxca B nHaekce. Elasticsearch
noaLep>XnBaeT pa3/IndHblie TUMbl AaHHbIX 414 Nosien B JoKyMeHTe. MNapameTp
elastic-mapping B TShark BbiBOAUT AaHHble, XpaHALWmMeca BHYTpu hanna
conocTassieHUs ElasticSearch. U3-3a 601bLIOro Koan4yecTsa gaHHbIX 4719 nevaTun
NoJsib30BaTesib PeLns TaKXe NCnosib3oBaTb KoMmaHay head.

tshark -G elastic-mapping | head

# tshark -G elastic-mapping | head
Running as user "root" and group "root". This could be dangerous.
{
"template”: "packets-%",
"settings": {
"index.mapping.total_fields.limit": 1@0eeee

}l
"mappings": {
"pcap_file": {
"dynamic": false,
"properties”: {

"timestamp
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Konn4decTBO noJsien

B ceTeBon TpaccmpoBke 6bIBAlOT MOMEHTbI, KOrga HY>XHO MOJy4YUTb KOJIMYECTBO
nonen 3arosioBka, nepemMeltatowinxcs B 1tobonm MomeHT. B Takux cnydasax TShark
MoXXeT nomoyb. C nomoubto onuun fieldcount yenosek cnocobeH nerko
pacnevyaTaTb KOJIMYECTBO MNoJien 3arosioBka. Kak MOXXHO yBMAeTb Ha
n3obpa>keHnn, NpUBEeOEHHOM HMXXE, Y NOJIb30BaTeNA eCTb 2522 NpoToKoAa U
215000 nonen, koTopbie bbINM NpeaBapuUTEeNbHO pacnpeneneHsl.

tshark -G fieldcount

:~# tshark -G fieldcount
Running as user "root" and group "root". This could be dangerous
There are 214494 header fields registered, of which:
@ are deregistered
2522 are protocols
16870 have the same name as another field

215000 fields were pre-allocated.

The header field table consumes 1679 KiB of memory.
The fields themselves consume 15881 KiB of memory.

[Tons

TShark Tak)xe MOXXeT NoNy4YnuTb CoOAEPXKMMOEe perncTpaunoHHom 6asbl 4aHHbIX.
BbIxOoLHblE AAaHHbIe, reHepupyeMble 3TON onuuen, He Tak J1erko
NMHTEepnpeTupoBaTb, Kak apyrue. HekoTopble NnoJsib30BaTesIM MOryT UCMNOJIb30BaTb
nobon Apyrom NHCTPYMEHT CUHTAKCUYECKOro aHanansa oaga nonydyeHusa 6onee
TOYHOro pesybTaTa. Ka)Kaas 3annucb B BbIXOLAHbIX LAaHHbIX ABASAETCA NPOTOKOJIOM
N PanaiomM 3arosiIoBKa. 3TO MOXXHO Pa3IM4YnUTb MO NepBOMY MOJIO 3anucu. Ecnu
rnone P, TO 3TO NMpPOTOKOA, a ecnn F, To 3To none 3aronoska. B cny4ae ¢
NPOTOKO1laMu ecTb eue 2 nons. O4ouUH N3 HUX TOBOPUT O MPOTOKOJIE, a apyrme
nossa nokasbiBaloT abbpeBnaTypy, UCNOSb3yEMYIO A5 YKa3aHHOro NnpoTokona. B
C/ly4ae C 3aroJIoBKOM CUTyauus HEMHOro oTsnyaeTcs. bonee Toro, ecTb ewe 7
nonen. Nonb3oBaTesb NonyyaeT ums, abbpesnatypy, Tnn, abbpesnatypy
POANTENIbCKOrO NPOTOKoa, ba3y ana otobpakeHusa dansios, nosae 4s9 onNCaHus
peksiaMbl, BUTOBYO Macky.
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tshark -G fields | head

:~# tshark -G fields | head

Running as user "root" and group "root". This could be dangerous.

P
P
P
=
=
=
P
=
P
=

-
=

Short Frame _ws.short

Malformed Packet _ws.malformed

Unreassembled Fragmented Packet _ws.unreassembled

Dissector bug _ws.malformed.dissector_bug FT_NONE _ws.malformed
Reassembly error _ws.malformed.reassembly FT_NONE _ws.malformed
Malformed Packet (Exception occurred) _ws.malformed.expert FT_NONE _ws.md
Type Length Mismatch _ws.type_length

Trying to fetch X with length ¥ _ws.type_length.mismatch FT_NONE _ws.t
Number-String Decoding Error _ws.number_string.decoding_error

Failed to decode number from string _ws.number_string.decoding_error.failg

OCHOBHbIEe B bl

TShark Tak)xe noMoraeT 4esioBeKY CO34aBaTb OTHETbI, KOHLUEHTpuUpyrowmecs
BOKPYI OCHOBHbIX TUMOB CeTEBbIX MPOTOKOJIOB. DTO COKPALLEHHO Ha3blBaeTCH
ftype. OT0T TN oT4yeTa cocTouUT BCero u3 2 nonen. OgnH ona FTYPE, a gpyrown
0118 ero onncaHus.

tshark -G ftypes
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:~# tshark -G ftypes
Running as user "root" and group "root". This could be dangerous
FT_NONE Label
FT_PROTOCOL Protocol
FT_BOOLEAN Boolean
FT_CHAR Character, 1 byte
FT_UINTS Unsigned integer,
FT_UINT16 Unsigned integer,
FT_UINT24 Unsigned integer,
FT_UINT32 Unsigned integer,
FT_UINT40 Unsigned integer,
FT_UINT4E Unsigned integer,
FT_UINTS6E Unsigned integer,
FT_UINTG4 Unsigned integer,
FT_INT8 Signed integer, 1 byte
FT_INT16 Signed integer, 2 bytes
FT_INT24 Signed integer, 3 bytes
FT_INT32 Signed integer, & bytes
FT_INT4® Signed integer, 5 bytes
FT_INT48 Signed integer, 6 bytes
FT_INTS56 Signed integer, 7 bytes
FT_INTGE4 Signed integer, 8 bytes
FT_IEEE_11873_SFLOAT IEEE-11073 Floating point (16-bit)
FT_IEEE_11073_FLOAT IEEE-11073 Floating point (32-bit)
FT_FLOAT Floating point (single-precision)
FT_DOUBLE Floating point (double-precision)
FT_ABSOLUTE_TIME Date and time
FT_RELATIVE_TIME Time offset
FT_STRING Character string
FT_STRINGZ Character string
FT_UINT_STRING Character string
FT_ETHER Ethernet or other MAC address
FT_BYTES Sequence of bytes
FT_UINT_BYTES Sequence of bytes
FT_IPv4 IPv4 address
FT_IPv6 IPvE address
FT_IPXNET IPX network number
FT_FRAMENUM Frame number
FT_PCRE Compiled Perl-Compatible Regular Expression (GRegex) obj
FT_GUID Globally Unique Identifier

byte

bytes
bytes
bytes
bytes
bytes
bytes
bytes

00 = O LA B~ L R

JBPUCTNYECKOEe oeKoanpoBaHue

CopTunpoBKa ANCCEKTOPOB Ha OCHOBE 3BPUCTUYECKOro AeKOANPOBAHMSA - 3TO O4Ha
N3 TexX Bellen, KoTopble A0/HKHbI ObITb JIerko A4OCTYMHbI. [10 TON XXe npuynHe y
4YesloBEKA €CTb BO3MOXHOCTb 3BPUCTUYECKOro aekoanposaHusa B TShark. 3Ta
onuusa gaeT BO3MOXHOCTb A/18 NMeYaTn BCeX IBPUCTUYHECKMX OEKOA0B, KOTOPbIE B
OaHHbIK MOMEHT yCTaHoBJIeHbl. COCTOUT U3 3-X MoJien.

tshark -G heuristic-decodes
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:~# tshark -G heuristic-decodes
Running as user "root" and group "root".
rtsp rtp
sctp sip
sctp nbap
sctp Jjxta
udp xml
udp wol
udp wg
udp waveagen
udp wassp
udp udt
udp teredo
udp stun
udp srt
udp sprt
udp skype
udp sip
udp rtps
udp rtp
udp rtcp
udp rpcap
udp rpc
udp rlm
udp rlc=-nr
udp rlc-1te
udp rlc
udp rftap
udp reload-framing T
udp reload T
udp redbackli T
udp raknet T
udp quic T
udp proxy T
udp pktgen T
udp peekremote
udp pdcp-nr F

o B s s B B B B B T B B B B B B B s I B B B e B B B |

[1narnHbl

MnarvHbl — 3TO 04€Hb Ba>XHbI TUM OMUUIA, KOTOPbLIN Obl1 MIHTErPUPOBAH C
onumamm otyeTHocTn Tshark. Kak cnenyeT n3 Ha3BaHUSA, OH NeYyaTaeT UMs BCeEX
YCTaHOBJ/IEHHbIX MAArnHoB. MNose, N3 KOTOPOro AeslaeTcs 3TOT OTYET, COCTOUT U3
6ubnnoTekn, Bepcun, TuNa nNaarnHOB 1N NyTK, MO KOTOPOMY OHU HaXoAATCS.

tshark -G plugins
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:~# tshark -G plugins

Running as user "root" and group "root". This could be dangerous.

.0 dissector
dissector
dissector
dissector
dissector
dissector
dissector
dissector
dissector
file type
dissector
dissector
dissector

ethercat.so
gryphon.so
irda.so
mate.so

opcua.so

profinet.so
stats_tree.so
transum.so
unistim.so
usbdump.so
wimax.so

S8 EF NI EEE3
SN NEDE D=

HESEBENEREREESEE

[IlpoTOKONbI

Jfusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
Jfusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
Jfusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
Jfusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
Jusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
Jusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
Jusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
fusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
fusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
Jusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
Jfusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
Jfusr/1ib/x86_64-1inux-gnu/wireshark/plugins/
/usr/1ib/x86_64-linux-gnu/wireshark/plugins/

Ecnmn yntaTenm XoTAT 3HaTb NOAPOOHOCTN O MPOTOKOJIAX, KOTOPbIE
3anncbiBatoTCst B 6a3y AaHHbIX, OHXU MOrYT UCMOJ/Ib30BaTh NapameTp protocols.
DTOT BbIBOJ, TaK>XXe HEMHOI0 He YnTabeneH, Tak YTO NMOJIb30BATE/lb MOXKET
MCNosb30BaTb N060ON CTOPOHHUIA UHCTPYMEHT, 4TObObl COCTaBUTb OTYET. DTOT
napaMeTp BbIBOOAUT AaHHble B 3-X NOJISX. Y YeslOBEKA eCTb MMS NMPOTOKONA,

KpaTKoe UMs U UMs punbTpa.

tshark -G protocols | head

:~# tshark -G protocols | head

Running as user "root" and group "root".

Lua Dissection Lua Dissection _ws.lua
Expert Info Expert _ws.expert

IEC 6@870-5-184-Apci 1@04apci 1@4apci
IEC 6BB78-5-184-Asdu 184asdu 1B4asdu
20West Protocol 29West 29%west

Pro-MPEG Code of Practice #3 release 2 FEC Protocol

3Com XN5 Encapsulation 3COMXNS 3comxns
3GPP2 Al11 3GPP2 Al11 all

IPv6 over Low power Wireless Personal Area Networks
882.11 Radio

802.11 radio information

3Ha4YeHns

This could be dangerous.

2dparityfec

2dparityfec

6LoWPAN 6lowpan
wlan radio

OTYeT COCTOUT N3 CTPOK 3HAYEHUIN, CTPOK Amnana3oHa, CTPOK true/false. 3pech
OOCTYNHbI TPU TUMa 3anucen. MNepeoe nosie MOXKEeT COCTOATb U3 OAHOM0 U3 3TUX
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TPpEX CMMBOJIOB:

e \/: CTPOKM 3HAYEHUIA;
e R: CTPOKUN Ourana3oHa;
e T: true/false cTpoku.

Kpome Toro, B CTpOKax 3Ha4yeHUn ecTb abbpeBnaTypa nons, 3Ha4YeHne n cama
CTpOKa. B cTpokax AnanasoHa eCTb Te XXe 3Ha4YeHUS, 3a UCKJIIDYEHNEM TOro, 4TO
OHW copmep>XaT nHopMauunto, CBA3aHHYO C HUXKHEN U BEPXHEN MPaHNLLEN CTPOKMN.

tshark -G values | head

:~# tshark -G values | head
Running as user "root" and group "root". This could be dangerous.
ieeel722.subtype B=a B=a IEC 61883/IIDC Format
leeel722.subtype B=1 B=1 MMA Streams
leeel722.subtype B=2 B=2 AVTP Audio Format
leeel722.subtype =3 =3 Compressed Video Format

leeel722.subtype B=4 B=4 Clock Reference Format
leeel722.subtype =5 =5 Time Synchronous Control Format
leeel722.subtype =6 =6 SDI Video Format
leeel722.subtype @=7 @=7 Raw Video Format
leeel722.subtype =8 @=6d Reserved for future protocols
ieeel722. Bxbe Bxbe AES Encrypted Format Continuous

MDD DDA

[lpeanoyTeHuns

B cny4dae, ecnim nosb3oBaTento TpebyeTcs nepecMoTpeTb TeKyLme HaCTPONKN,
YCTaHOBJIEHHbIE B CUCTEME, OH MOXET MUCMoJIb30BaTb NapameTpbl currentprefs
onsa Bbibopa npennoyYTeHnin, COXpaHeHHbIX B hanne.

tshark -G currentprefs | head

:~# tshark -G currentprefs head
Running as user "root" and group "root". This could be dangerous.
# Configuration file for Wireshark 3.0.5.
#
# This file is regenerated each time preferences are saved within
# Wireshark. Making manual changes should be safe, however.
# Preferences that have been commented out have not been
# changed from their default wvalue.

gy User Interface HE####44

# Open a console window (Windows only)
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[TankKnm

MpenononaraeTtcs, 4TO NMoJsib30BaTeslb XO04EeT BPYYHYIO U3MEHUTb KOHMUrypaumnio
NN NONYy4YNTb MHpOPMaLMIO 0 NporpamMmme. EMy Hy>XeH nyTb K 3TUM hannam,
4T0ObI B3rIAHYTb Ha HMUX. 30ecb npurogunTca onunsa folders.

tshark -G folders

:~# tshark -G folders

Running as user "root" and group "root".

Temp:

Personal configuration:

Global configuration:
System:

Program:

Personal Plugins:
Global Plugins:
Personal Lua Plugins:
Global Lua Plugins:
Extcap path:
MaxMind database
MaxMind database
MaxMind database
MaxMind database

path:
path:
path:
path:

This could be dangerous.
/tmp

/root/.config/wireshark
/usr/share/wireshark

Jetc

/usr/bin
/root/.local/lib/wireshark/plugins/3.0
Jusr/1ib/x86_64-1inux-gnu/wireshark/plugins/3.0
/root/.local/lib/wireshark/plugins
Jusr/1ib/x86_64-1inux-gnu/wireshark,/plugins
Jusr/1ib/x86_64-1inux-gnu/wireshark/extcap
/usr/share/GeolIP

/var/1ib/GeoIP

/usr/share/GeolIP

/var/1ib/GeoIP

MOCKONbKY YnTaTenn Tak MHOro 3HatoT o TShark, byoeT HecnpaBeaanBo, ecnu
Nnonb30BaTeslb HE pacCKaXKeT 06 MHCTPYMEHTE, KOTOPbIN CUJIbHO 3aBUCUT OT

naHHbIX TShark. MNopa norosopuTb 0 PyShark.

PyShark

Mo cyTtwn, 310 Shell, ocHoBaHHbLIN Ha Python. Ero oyHKLUMOHaNbLHOCTL 3aKJilo4aeTCcs
B TOM, 4TO OH MO3BOJISET aHaNM3npoBaTb NakeTbl Python ¢ nomoLlbto
anccektTopoB TShark. MHorme MHCTPYMEHTbI BbIMOHAKT OAHY U Ty e paboTy
bosiee nnm meHee XOpoLUO, HO pa3HMLA 3aK/Il0Y4aeTCs B TOM, 4TO 3TOT UHCTPYMEHT
MOXXeT 3KcnopTuposatTb XML ona ncnonb3oBaHUA ero CUHTaKCU4YeCKoro aHasans3a.

YcTaHOBKaA
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MockonbKy PyShark 6bin paspaboTaH ¢ ncnonb3oBaHmem Python 3, Hy>KHO
YCTAHOBUTb €ro, Kak nokasaHo Ha PUCYHKe HUXe.

apt install python3

:~# apt install python3

Reading package lists ... Done
Building dependency tree
Reading state information ... Done
The following additional packages will be installed:

libpython3-stdlib python3-minimal
Suggested packages:

python3-doc python3-venv
The following packages will be upgraded:

libpython3-stdlib python3 python3-minimal
3 upgraded, © newly installed, @ to remove and 673 not upgrade
Need to get 119 kB of archives.
After this operation, 1,824 B of additional disk space will be
Do you want to continue? [Y/n] y
Get:1 http://ftp.harukasan.org/kali kali-rolling/main amdé& py
Get:2 http://ftp.harukasan.org/kali kali-rolling/main amdé& py
Get:3 http://ftp.harukasan.org/kali kali-rolling/main amdéé 1i
Fetched 119 kB in 18s (11.7 kB/s)

PyShark poctyneH 4yepes pip. Ho y nonb3oBaTens HeT pip onga Python 3, nosaTtomy
TaK>Xe HY>XHO YCTaHOBUTb W ero.

apt install python3-pip

:~# apt install python3-pip
Reading package lists ... Done
Building dependency tree
Reading state information ... Done
The following additional packages will be installed:
libc-dev-bin 1ibc6 libc6-dev 1ibc6-1386 libcerypt-dev libc
libpython3.7-stdlib python-pip-whl python3-dev python3-en
python3-secretstorage python3-setuptools python3-wheel py
Suggested packages:
glibc-doc libkf5wallet-bin giril.2-gnomekeyring-1.8 python
The following NEW packages will be installed:
libcrypt-dev libcryptl libpython3-dev libpython3.7-dev py
python3-keyrings.alt python3-pip python3-secretstorage py
The following packages will be upgraded:
libc-dev-bin 1ibc6 libc6-dev 1ibc6-1386 libpython3.7 libp
python3.7-minimal
10 upgraded, 15 newly installed, @ to remove and 663 not up

MockonbKy y 4YesioBeKka y>ke ecTb Python3 c pip, oH ycTaHoBuUT Pyshark ¢
nomMoLlblo KoMmaHabl. OH Tak)XXe MOXeT ycTaHOBUTb PyShark, knoHunpoBas git n
3anycTuB NporpaMmmy yCTaHOBKMW.
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pip3 install pyshark

:~# pip3 install pyshark
Collecting pyshark
Retrying (Retry(total=4&, connect=None, read=None, redirect=None, status=None)) after conne
r|r|-'1Ti-Jr| Verifi ] at @ aile o establish a new
ution')' a / 57d7c30d3el2af@b4/pysha
annlnadlng https ffflles pythnnhnsted.nrgfpackagesfb9!bBHEFS?c?1F?Q3?238124944b2&8121&f9d
-none-any.whl

Collecting py (from pyshark)
Downloading https://files.pythonhosted.org/packages/99/8d/21e1767c009211a62a8e30672808bfce7
ne-any.whl (83kB)
100% | | ©2+: 1.5M5/s
Requirement already satisfied: lxml in fusr/lib/python3/dist-packages (from pyshark) (&.4.1)
Installing collected packages: py, pyshark
Successfully installed py-1.8.1 pyshark-0.4.2.9

3axBaT

Tenepb, 4T0ObI Ha4YaTb, HY>XeH nHTepnpeTaTop Python. YTobbl Nony4nTb ero,
nosnb3oBaTesib NnuweT python3 n HaxxnmaeTt Enter. Tenepb, Korga y Hero ecTb
NWHTepnpeTaTop, CaMoe NepBoe, YTO HY>XKHO caesaTb, - 3TO UMNOPTUPOBATbL
PyShark. 3aTeM oH onpenenseT ceTeBOoN MHTepdenc A8 3axBaTa. Takxe
4yesloBeK onpenennT 3HadeHmne napameTpa timeout.

HakoHeu, nonb30oBaTeslb HA4YMHAEeT 3axBaT. 34eCb OH BUAUT, YTO ObI/IN 3axXBavYeHbl
9 nakeToOB.

python3

import pyshark
capture = pyshark.LiveCapture(interface="eth0Q’)
capture.sniff(timeout=5)

capture

:~# python3
Python 3.7.6 (default, Jan 19 2020, 22:34:52)
[GCC 9.2.1 20200117] on linux
Type "help®, "copyright", "credits” or "license" for more information.

s> import pyshark

»»> capture = pyshark.LiveCapture(interface="eth@")
>»> capture.sniff(timeout=5)

x> capture

<LiveCapture (9 packets)>
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KpacuBaa npe3seHTauuns

CyliecTByeT HeCKOJIbKO crocobos, KOTopbiMM PyShark moxeT npencrtaBnsTh
OaHHble BHYTPW 3axBa4yeHHOro nakeTa. B npeabiaywien npaktmke 6biau
3axBayeHbl 9 nakeToB. CTOUT B3r/IAHYTb Ha NepPBbIA NaKeT, KOTOPbIN OblJ
3axBa4veH c noMmollbto PyShark. 3aecb nosnb3oBaTeslb MOXET YBUOETb, YTO Y HEro
eCTb MOCJIONHbIN aHanun3 ¢ yposHeM ETH, yposHeM IP n yposHeMm TCP.

capture[l].pretty_print()



»»> capture[1].pretty_print()
Layer ETH:
Destination: 1c:5f:2b:59:e1:24
Address: 1c:5f:2b:59:e1:24
I : Globally unique address (factd
. G : Individual address (unicast)
Source: @00:0c:29:d5:b7:2d
Type: IPvhk (0=0800)
Address: 00:0c:29:d5:b7:2d
bit: Globally unique address (factd
cens G bit: Individual address (unicast)
Layer IP:
0100 .... = Version: &
. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0=00 (DSCP: CS0, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (@)
. .. 00 = Explicit Congestion Notification: Not ECN-Capable Transpoy
Total Length: 52
Identification: @x&b7c (19324&)
Flags: @x4000, Don't fragment
- Reserved bit: Not set
i Don't fragment: Set
)= mmoo oooo cooc More fragments: Mot set
... 0 0000 0000 000D = Fragment offset: @
Time to live: 64
Protocol: TCP (6)
Header checksum: @=62cb [validation disabled]
Header checksum status: Unverified
Source: 192.168.0.137
Destination: 13.35.190.40
Layer TCP:
Source Port: 38828
Destination Port: 443
Stream index: 1
TCP Segment Len: @
Sequence number: 1 (relative sequence number)
MNext sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
1000 .... = Header Length: 32 bytes (8)
Flags: 0=010 (ACK)
oeo. “ooo Reserved: Not set
Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set

3axBavYyeHHoe noJsie OJ<IHbI

Mpwn 3axBaTe NoJIb30BaTelb YBUAEN HEKOTOPbIE AaHHbIE, KOTOPbIE COCTOAT U3
HECKOJIbKUX aTpMOYTOB. 3TN aTpubyTbl HY)XAAOTCS B NONASAX OS5 XPaHEHUS.
Y106bl nccnenoBaTb AaHHYO 00/1aCThb, YenoBek byaeT ncnonb3oBaTb PYHKLMNIO
dir B Python. Yenosek B34 nakeT, a 3aTeM onpenenns NePeEMEHHYI0 C UMEHEM
pkt co 3HaYyeHMeM 3TOro NakeTa U COXpPaHWUI BCE AaHHble. 3aTeM, NUCMOJIb3yH
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dyHKuMto dir, OH yBUAEN, 4HTO UCCnenoBas Noasg BHYTPU 3TOr0 KOHKPETHOro
cny4as. OH NMoHUMaeT, 4TOo eCTb PyHKUMA pretty print. Tak)xe eCcTb 04HO none ¢
nveHeMm captured _length nns 4yTeHmns, B KOTOpoe OH 3anuLeT UMSA NnepemMeHHoON,
3a KOTOPbIM Cc/iegyeT nMs Noas C TOYKON (.) Mexay HUMUN, KaK NMoKa3aHo Ha
PUCYHKE HUXE.

capture[2]

pkt = capture[2]
pkt

dir(pkt)
pkt.captured_length

B> capture[2]
TCP Packet>
B> pkt = capture[2]

B> dir(pkt)

' _bool__ "', '_class__ ', '_ _contains__ ', '__delattr_ ', '_dict_ ', '_dir_ ', "_doc_ ', '
' __getattribute_ ', '_ getitem__ ', '_ getstate_ ', '__gt_ ', "__hash__', '__ipit__ "', '_ init_s
odule_ ', '_ne_ "', '_new__', " reduce_ ', '_reduce ex_ ', ' _repr_ ", '_ setattr_ ', '_s
Eshook__ ', '_ weakref_ ', '_packet_string', 'captured_length', ‘eth', 'frame_info', 'get_multi
, 'interface_captured', 'ip', 'layers', 'length', 'number', 'pretty_print', 'show’', 'sniff_tim
"1

o> pkt.captured_length

Cnon, nonsa Src n Dst

Korpa nosb3oBaTesib Nepevyncnna noss, OH yeBuaes, 4To y Hero ecTb elle o4Ho
none c umeHem layers. HYesnosek nNpovnTaeT ero cogepxmmoe, 41obbl y3aHaTb, 4TO
Yy HEero ecTb 3 €104 B 3TOM 3axBaTe. Tenepb, 4Tobbl 3arnNsHyTb B onpeaeneHHbIN
C/I0N, HY>KHO NOJIY4nUTb €ro nosd. [1aa 3Toro nosb3oBaTesib CHOBa byaeTt
ncnosib3oBaTb PyHKUMIO dir. HenoBek y>xe ncnosib3dosan QyHkUuMio dir Ha cnoe
ETH, Kak NnoKa3aHO Ha PUCYHKe HMXe. Y Hero ectb noJsie C MMeHeM Src, 4To
O3Ha4yaeT UCTOYHUK, 1 dst, 4To 03HavYaeT NYHKT Ha3Ha4vyeHus. OH npoBepun
3HaYeHne B 3TUX NoAAX, YTOObl HANTU PU3NYECKUA aapec UCTOYHUKA U MYHKT
Ha3Ha4YeHwus.

pkt.layers
pkt.eth.src
pkt.eth.dst
pkt.eth.type
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>»> pkt.layers

[<ETH Layer>, <IP Layer>, <TCP Layer:]

> dir(pkt.eth)

['DATA_LAYER', '__class__ "', '__delattr__ ', '__dict_ "', '_dir__ ", '_ doc__

e_ ', '__getstate__ ', '_gt_ ', '_hash__", '__init__', '__init_subclass__

e_ ', '__reduce_ex__', '_repr_ ', '__setattr__ ', '_ setstate_ ', '_ sizeo
' _field_prefix', '_get_all_field_lines', '_get_all_fields_with_alternates
sanitize_field_name', 'addr', 'addr_resolved', 'dst’', 'dst_resolved’,

d_value', 'ig', 'layer_name', 'lg', 'pretty_print', 'raw_mode', 'src’',
>>> pkt.eth.src

"1c:5f:2b:59:e1:24"

>>> pkt.eth.dst

'00:8c:29:d5:b7:2d°’

>>> pkt.eth.type

'g=p@ooos0e’

IOna cnepyiowero wara Hy>XHbl nons IP-nakeTa. Yenosek ncnosib3oBasa PyHKUMNIO

dir Ha IP-cnoe, a 3aTeM npumMeHWs nons src n dst.

OH BMAOUT, 4TO ecTb IP-agpec, Tak Kak 370 IP-ypoBeHb. [TOCKOJIbKY YpPOBEeHb
Ethernet paboTaeT Ha MAC-aapecax, oH xpaHuT MAC-agpeca NCTOYHUKA ”
Ha3Ha4YeHnd, KOTOpble N3MEHAITCA, KOraa YesnoBek nepexoauT K IP-ypoBHIo.

dir(pkt.ip)
pkt.ip.src
pkt.ip.dst
pkt.ip.pretty_print()
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> dir(pkt.ip)
['DATA_LAYER', '__class__', '_ delattr_', '_ di _dir__', '_doc_"', '

e_ ', '__getstate_ ', '_gt_ ', '__hash__', '__init__ ' _init_subclass__ "',

e_ ', '_reduce_ex__', '__repr_ ', '_ setattr_ ', '_ setstate_ ', '_ sizeof_ '

' _field_prefix', '_get_all_field_lines', '_get_all_fields_with_alternates’', '_
_sanitize_field_name', 'addr', 'checksum', 'checksum_status', 'dsfield',6 ‘'dsfield_d
lags', 'flags_df', 'flags_mf', 'flags_rb', 'frag_offset', 'get', 'get_field', 'get

'id', 'layer_name', 'len', 'pretty_print', 'proto', 'raw_mode', 'src', 'src_host’,
>»> pkt.ip.src
'13.35.190.40"
>»> pkt.ip.dst
'192.168.0.137"

»»> pkt.ip.pretty_print()
Layer IP:
0100 .... Version: &
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x=10 (DSCP: Unknown, ECN: Not-ECT)
0001 80 .. = Differentiated Services Codepoint: Unknown (&)
cess «=00 = Explicit Congestion Notification: Not ECN-Capable Transport (0
Total Length: 52
Identification: 0x2e26 (11814)
Flags: Ox4000, Don't fragment
Clee mooe mooo oo Reserved bit: Not set
ok Don't fragment: Set

e cooo oooo coo-o More fragments: Mot set
... 0 0000 0000 0000 Fragment offset: @
Time to live: 248
Protocol: TCP (6)

Header checksum: O0xc818 [validation disabled]
Header checksum status: Unverified

Source: 13.35.190.40

Destination: 192.168.0.137

AHanorn4yHo, 4YesnoBekK MOXXeT NCMNO0JIb30BaTb (PYHKLUIO dir n 3Ha4YeHne nonsa Ha
ﬂD6ON1CﬂO€33XBaTa.3TO3HaHMTeﬂbHOO6ﬂeFHaeTHpOBGﬂEHMe3aXBaTa

3axBaT Promisc

B npeabioylinx pasgenax YyntaTtenm y3Haam 0 pexrume promisc, KOTopbin
O3HayYaeT, YTo ceTeBad KapTa byneT nepenaBaThb BCE MOJIy4eHHble YpeNMbI B
onepaumoHHY cuctemy ans obpaboTkun, B oTan4Me OT TPAAULNOHHOIO peXxmnma
paboTbl, NP KOTOPOM TOJIbKO hpenmMbl, NpeaHa3HavYeHHble gns MAC-agpeca
CeTeBON KapThbl UM LUMPOKOBeELLaTeIbHOro agpeca, byayT nepegaBsaTbCs Ha
KoOMMNblOTEp. Kak NpaBuio, 3TOT PeXUM NUCMNOJIb3yeTCa OJ19 CHUPUHIa BCEro
Tpadmka. Ho nosiBMnachL 3areo3fka, Korga nojib3oBatesib HACTPOUJ1 CETEBYIO
NHTepdencHyo KapTy ansa paboTbl B pexxnme promisc. Takum obpasom, npu
3axBaTe Tpaduka Ha TShark nonb3oBaTesib MOXET MepeKkstoyYaTbCa Mexay
0Obl4YHbIM 3aXBaTOM M 3aXBaTOM Promisc C MOMOLLbIO MapamMeTpa «-p», Kak
MOKa3aHO Ha PUCYHKEe HUXe.
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ifconfig ethO promisc
ifconfig eth0
tshark -i ethO -c 10
tshark -i ethO -c 10 -p

:~# ifconfig eth® promisc
:~# ifconfig eth@
eth®: flags=4419<UP,BROADCAST,RUNNING,PROMISC,MULTICAST> mtu 1500
inet 192.168.8.137 netmask 255.255.255.8 broadcast 192.168.0.255
inet6 feB@::20c:29ff:fed5:b72d prefixlen 64 scopeid @x=20<link>
ether @@:0c:29:d5:b7:2d txqueuelen 1008 (Ethernet)
RX packets 67816 bytes 85545596 (81.5 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 30726 bytes 2463013 (2.3 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

:~# tshark -1 eth® -c 1@

Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth@’
.000000000 192.168.0.137 » 35.169.2.62 TLSvl.2 164 Application Data
.000142943 192.168.0.137 » 107.23.176.98 TLSv1.2 164 Application Data
.236904732 35.169.2.62 » 192.168.@.137 TLSv1l.2 187 Application Data
.236921665 192.168.0.137 » 35.169.2.62 TCP 66 48520 » 443 [ACK] Seq=99 Ack=122 W
.262952531 107.23.176.98 » 192.168.8.137 TLSv1.2 187 Application Data
.242967301 192.168.0.137 » 107.23.176.98 TCP 66 41152 » 443 [ACK] Seq=99 Ack=122
.343354460 192.168.0.6 » 224.0.0.251 IGMPv2 60 Membership Report group 224.0.0.
.842606464 192.168.0.6 » 224.0.0.252 IGMPv2 60 Membership Report group 224.0.0.

9 6.807673972 192.168.0.137 > 34.213.241.62 TCP 66 51094 > 443 [ACK] Seq=1 Ack=1 Win

10 7.100843807 34.213.241.62 » 192.168.0.137 TCP 66 [TCP ACKed unseen segment] 443 3
10 packets captured

:~# tshark -1 eth® -c 18 -p

Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth®’

1 @.000000000 34.213.241.62 + 192.168.0.137 TLSv1l.2 97 Encrypted Alert
.000019158 192.168.0.137 > 34.213.241.62 TCP 66 51094 » 443 [ACK] Seq=1 Ack=32 Wi
.000222027 192.168.0.137 » 34.213.241.62 TLSv1.2 97 Encrypted Alert
.000288786 192.168.0.137 » 34.213.241.62 TCP 66 51094 » 443 [FIN, ACK] Seq=32 Ack
.289883135 34.213.241.62 > 192.168.0.137 TCP 66 [TCP Previous segment not capture
.289903932 34.213.241.62 » 192.168.0.137 TCP 66 [TCP Out-Of-Order] 443 + 51094 [F
.289914338 192.168.0.137 » 34.213.241.62 TCP 66 51094 + 443 [ACK] Seq=33 Ack=33 W
.120921966 192.168.0.137 » 35.169.2.62 TLSvl.2 165 Application Data
.121@865015 192.168.0.137 » 107.23.176.98 TLSv1.2 164 Application Data

18 4.394954971 35.169.2.62 +» 192.168.0.137 TLSv1l.2 188 Application Data
18 packets captured
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Ba>xHo! IHhopMaLunsa NCKNOYUTENbHO B y4ebHbIX Lensax. NoxanyncTa,
cobnoganTe 3aKOHOAATENBLCTBO U HE NPUMEHANTE AAaHHYI0 MHOPMAaLMIO B
HE3aKOHHbIX Llensx.
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