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Korna Mbl roBOpUM 0 service mesh, B nepByto o4depenb cnenyeTt ynoMsHyTb o Consul,
pa3paboTaHHyto HashiCorp.

Consul — 3TO OAWNH N3 UHCTPYMEHTOB C OTKPbITbIM UCXOAHLIM KOAOM, KOTOPbIA LLUMPOKO
ncnonb3yeTcs s o6Hapy>XeHUs CEPBUCOB AJ151 HECKOIbKUX 3heMepHbIX NN HeaheMepHbIX
pecypcos.

Ho cnepyeT ynoMsiHyTb O MHOMMX cuctemax service mesh - Istio, Linkerd, Traefik Mesh, Open
Service Mesh (OSM), Nginx Service Mesh (NSM), Kuma.

Consul BbINOHAET He TONILKO posib service mesh (nanee SM), HO TakXe y Hero ecTb boraTbin
QYHKLMOHAN, KOTOPbLIA OT/INYaeT ero OT ApYrux CepBuUCOoB.

health checking
load balancing
Key-value store
Web-Ul

Cam no cebe Consul npeactasnaet cobon BMHaApPHUK, KOTOPbLIN 3anycKaeTca C pas3IMyHbIMU
napameTpaMn. 3To NO3BOJISIET ONepaTMBHO pa3BepHyYTb consul.

Hanpumep, paccMoTpmuM YacTb 6€30NacHOCTM KOHCYJ1a, KOTOpas He BKJlOYeHa B HAaCTPONKY nan
KoHurypauuto 6asosoro KoHcyna. Utak, gna 6esonacHocTn Mbl yrnnomsaHem ACL.

Consul ACL (Cnncok KOHTpONA JocTymna) — 3TOo onuns, kotopas beina gnobasneHa B consul Bepcuu
1.4.0 B COOTBETCTBUN C OPULIMANBHON AOKYMEHTaUnen. ITOT napamMeTp O4YeHb BaKeH C TOYKMU
3peHunsa 6e30nacHOCTU, NMOCKOIbKY OH obecnevynBaeT HECKOIbLKO YpoBHeEN 6e30MacHOCTW, KOrga Mbl
HacTpanBaeM UAKU NMoJlyd4aeM LOCTYN K KOHCYJYy 019 HECKOJNIbKUX YNOMAHYTbIX HAMW NapaMeTpoB.
Hasante 0bcyamm, kak pabotaeT consul ACL. OH genuT csoto paboTy Ha ABe YacTu:

1. Consul token

2. Policy



TOKEH KOHCYJ1a UCMOJIb3YyeTCs B Ka4eCTBE MeXaHn3Ma ayTeHTUMUKALUN Mexay KIANEHTOM 1
cepBepoM, YTO O3HAYAET, YTO OH MPeaoCTaBAAET AOCTYMN TOJIbKO B TOM CJly4Yae, eCc/in KTO-TO
NPOXOANT ayTEHTUUKALMIO C MOMOLLbIO AENCTBUTENBHOI0 TOKeHa KoHcyna ACL. Ka)kablit TOKeH
BeneT cebsa Kak oTAes/bHbI 006beKT, KOr[la Mbl NMbITaEMCA CO34aThk ero Ha cepBepe. Korga mbl
HacTpanBaeM TOKEH KOHCYJa, KOHCYJ1 3anpallBaeT HECKOJIbKO Bellel, TakuxX Kak orpaHu4eHmne
napamMeTpa TOKeHa, onnucaHue nu NoanTuKa.

MNonnTnkKa SBNAETCA OAHUM U3 BaXKHbIX aCMeKTOB CNMUCKa KOHTPOJIA A0CTyMna KOHCY1a nocse
CO3JaHNA TOKeHa, NOCKOJIbKY OHa obecrneyvmBaeT YaCTb aBTOPM3aLMN CMNCKA KOHTPOAA JOCTyMna
KOHCya. Kopoye rosops, nonmTuka obecnevymsaeT fOCTYN UM TUN paspeweHns gnsa noboro
TokeHa ACL KoHcyna, a Takxe coobuiaeT, Kak byneT BecTn cebs KOHKpeTHbI TokeH ACL KoHcyna
N ero rpaHuLbl paspeLueHui.



CyliecTByeT HECKOJIbKO BapMaHTOB, NpefocTaBaseMblx KOHCynoM ACL, Takux Kak poam KOoHcyna,

naoeHTUUKaTopbl CNyX6, NOAEHTUPUKATOPbI Y3/10B N METOAbI NMPUBA3KN, KOTOPbIE NpeacTaB/eHbI
B pa3HbIX BEPCUAX KOHCYA, HO Ha AaHHbIA MOMEHT Mbl paCCMaTPUBAEM TOJIbKO TOKEHbl MONUTUKN
N KoHcyNa anga 6a3oBbix TpeboBaHUN ayTEHTUDUKALUN N aBTOpU3aLLMN.

Bce napameTpsbl, NpefocTas/iseMble KOHCYJIOM, 0XBaTbhiBalOTCA KOHCY1IoM ACL, 4TO O3Ha4aeT, 4To
nonTukKa KoHcyna ACL npenocTasisgeT rpaHuubl pa3peLlleHnin 4N BCcexX NnapaMeTpoB, TakMX Kak
KJ0Y-3HavYeHne, obHapy>xeHune cnyxbbl, NnpoBepka paboTocnocobHOCTN 1 T.A4.

Monntuka consul ACL HanucaHa Ha s3blke HCL, KOTOopbI AB/1SI€TCA OCHOBHbIM A13bIKOM
00bLUMHCTBA MHCTPYMEHTOB Hashicorp, Taknx kak terraform, vault n Nomad. NMonntuka Consul
ncnonb3yeT A3blk HCL gnsa peanmsaunm noanTUK A9 TOKEHOB. HMXXe npencrtasieH gopmaT
co3paHuna nonntukm Consul ACL:



<resource> "<segment>" {
policy = "<policy disposition>"

}

HDaBanTe pa3bepem 3TOT popMaT M Y3HAEM O Ka)KAOM 4acTun 3Toro chopmata nonmtukm Consul
ACL.

Pecypc YKa3blBa€T TN onuuu, I'IDED,OCTaBJ'IFIeMOIh KOHCYJ1IOM, HanpunmMmep cepBunc, KJIt04-3Ha4eHne.

Cnepytowive npasuia MOXKHO HAaCTPOUTb AJ1 HECKOJIbKMX PECYPCOB KOHCYMa, TaKUX KakK:
- acl

- agent

- event

- key

- keyring
- node

- operator
- query

- service

- session

Nx pa>ke 6osblUe, U CMUCOK C/ULLIKOM BENUK, U Aa, OH NMoAAepXUBAET NOYTK BCE DYHKLNMN,
KOTOpble NpeaocTaBnsaeT KOHCY .

<segment> nNpyMeHNM TONbKO AJ1S HEKOTOPbIX PECYPCOB KOHCYA, TaKUX KaK KJtoY-3HavYeHne, B
NPOTUBHOM CJly4ae AJiI MHOIMX CEPBUCOB Mbl MOXXEM OCTaBUTb €ro NyCcTbiM, UCMOJIb3Ys ABe
JIBOVHbIE KaBblYKM.

<policy disposition> o3HayaeT, Kakon OOCTyN eMy HY>X€H, Hanpumep:

- read

- write

- list

- deny

Ecnun Mbl pacCMOTPUM BCE BbllLENnepevYncieHHble MyHKTbl, TOCMOTPUTE NpUMep HMXe s
nosly4eHns AONONHUTENbHbIX Pa3bACHEHNN:

key prefix "r edis/" {
policy = "read"

CONSUL ACL: BOOTSTRAPPING

NTakK, 4Tobbl y6eanThCsa, NCNONb3yNTE NOCAEeAHNN KOHCY . YToObl MPOBEpPUTL, MOAAEPXKMNBAET N
TeKkyllaa Bepcmsa KOHCya B Bawen cucteme ACL. BeeguTte consul -version n nposepbTe,
MPUCYTCTBYeT N nogkoMaHaa ansa ACL.



$ consul --help
Usage: consul [--version] [--help] [1]
Available commands are:

acl Interact with Consul's ACLs

Tak>Xe Bbl MOXXeTe NpoBepuUTb BeBG-nHTEpPdENC, TONbKO eCNn MOJIb30BaTeNbCKUN nHTEpdenc
BKJItOYEH ANa KOHcyna. B paspgene ACCESS CONTROLS HaxMmuTe Tokens (4Tobbl nonacTb Ha Beb-
nHTepdenc consul BBegnTe agpec: http://<consul_ip>:8500/

YT106bI peannsosaTtb Consul ACL, OH B OCHOBHOM COCTOUT U3 ABYX LUArOB:

1. Bknawountb ACL
2. Co3paHune TokeHa Bootstrap



Ecnn mbl nonbiTaemca bootstrap token, oH BbigacT owmnbky, 4To nogaep>xka ACL OTK/It04EHa.

$ consul acl bootstrap

Failed ACL bootstrapping: Unexpected response code: 401 (ACL support disabled)

Y1066l BKNOUYNTL ACL, Heobxoammo Ao6aBnTb cnefyroLlimne CTPoKU B har KOHPUrypaumm
consul.hcl nnn xxe cosgaTtb ann ¢ obbiM Ha3BaHMEM HO C paclunpeHuem .hcl n NoNoXKNTb ero B
/etc/consul.d

acl = {
enabled = true
default policy = "deny"

enable token persistence = true

MNocne pobasneHns coxpaHuTe ann, nepesanyctute cnyxby n ncnonblynte komaHay consul acl
bootstrap, 4To6bl BKAtOYMTL KOHCY N ACL.

Kak T0JIbKO Bbl BbIMNOJIHUTE KOMaHAY Bbl MOJIy4MTEe TOKEH HaYalbHOM 3arpy3Ku, KOTOPbIA COCTOUT
M3 criefyrwmnx nAeHTUPNKaTOpPOB/TOKEHOB.

- AccessorlD

- SecretID

SecretID oTBeYaeT 3a ayTeHTUdUKaumo, n 3TOT secretlD ABnseTcda 3arpy3o4HblM TOKEHOM, YTO
O3HayaeT, YTO 3TO TOKeH agMUHUCTPAaTopa, KOTOPbIA MOXKET AeflaTbh Y4TO YrogHO Uan nMeet
MOJIHbIE MPUBUAErUN. XPaHUTE 3TOT TOKEH HavasIbHOW 3arpy3Ku B HaLle)XXHOM MecTe. B NpoTUBHOM
cnyydae nobor MoXKeT MoNyYUTb A4OCTYN AN U3SMEHUTb 4TO-NMbO, NCNOSIb3YSa 3TOT TOKEH
Ha4asIbHOW 3arpy3Ku.

Kak To/IbKO Bbl CO34aAMTe 3arpy304Hbli TOKEH, 3TO akTuBMpyeT consul ACL, ansi KOTOporo
TpebyeTcs ayTeHTUPUKALUNA Ha OCHOBE TOKEHOB. ITak, NCMOSb3ylTe NPUBEAEHHYIO Bbille
KOMaHZy C YMOM.

MonyynTe OOCTYM K MoJsib30BaTe/IbCKOMY UHTepdency, ncnonbsysa URL-agpec KoHcya, 1 OH
3anpoCuUT BXOA B KOHCYJ1, MOTOMY 4TO MO YMOJYaHUIO @aHOHUMHBIN OOCTYMN OTKJIKOYEH, Y4TO
O3HaYaeT HUN YTeHWne, HN 3anuchk.






Mocne Toro, Kak Bbl BOLWIM B CUCTEMY, OH MPEAOCTaBUT BaM AOCTYN B COOTBETCTBUN C
CreHepupoBaHHbLIM TOKEHOM U pa3peLleHneM, NpukpenaeHHbiM K TokeHy ACL.



Bbl MOXeTe co3faTb HECKOJIbKO TOKEHOB KOHCYJIa M COOTBETCTBYHOLLNX MOJINTUK.

BbileyKa3aHHbIe LWaru rnojib30BaTes/IbCKOro NHTepgenca Tak>Xe MOXXHO BbIMOJIHUTb C MOMOLLbIO
CLI, 4yTO 03Ha4aeT, 4To Korga Mbl Bkato4YaeMm ACL, oH B oCHOBHOM fAobaBnseT MexaHU3Mm
ayTeHTupurkauum Kak ana CLI, Tak n 4na Nnonb30BaTeIbCKOro nHTepgenca. Ntak, 4Tobol
NONYYNTb JOCTYM UAN U3MEHUTb PEeCypPCbl KOHCYNa, HaM HY>XHO 006aBUTb TOKEHbI KOHCYa
COOTBETCTBEHHO.

MockonbKky ACL 6bl11 BKJIIOYEHbI, BaM NMoTpebyeTcs MCNONb30BaTb TOKEH A5 BbIMOJHEHUS N0ObIX
LOMNOJSIHAUTENbHbIX onepaunin. HanpuMep, fake Assi NPoBEPKN CMNCKA yY4aCcTHMKOB noTpebyeTcsa
TOKeH

$ consul members -token 6e2aff60-f047-3158-58ea-ae2blafc24a6b
Node Address Status Type Build Protocol DC Partition Segment
webl 192.168.0.21:8301 alive server 1.11.1 2 home default <all>



Ons obneryeHns paboTbl C TOKEHOM MOXXHO BbIHECTW €ro B NepPeMeHHbIE, HO 3TO He
pekoMeHayeTcsa n3 coobpakeHun 6eszonacHoCTuU

$ export CONSUL HTTP TOKEN=6e2aff60-f047-3158-58ea-ae2blafc24a6

ObpaTuTe BHMMaHMe, TOKEH HaYasIbHOW 3arpy3KnM MOXKHO CO34aTb TOJIbKO OAMH pa3, rnocne
CO30aHNA TOKEeHa HavyaslbHOW 3arpy3ku 3arpy3ka byaeTt oTkao4YeHa. Nocsie HavyalbHOW 3arpy3Ku
cucteMbl ACL TokeHamu ACL MoXXHO ynpaBnaTh Yyepes APl ACL

Cbpoc ACL

BbiBaloT cuTyauum Koraa TepseTtcs secretlD 1 BcTaeT BONPOC YTO XKe AenaTbh. TYT K HaM Ha
MOMOLLb MPUXOANT ouLManbHas JOKYMEHTaLMUS KacaTenbHO BoccTaHoBneHns ACL.



Ins Havyana HaM Hafdo onpenesinTb Kakon N3 CepBEPOB SBNAETCA INAEPOM (3TO HE OTHOCUTCSH K
cxeMe rge y Bac Bcero oauH cepeep Consul)

$ curl 192.168.0.21:8500/v1l/status/leader

Pe3ynbTaTOM BbIMOJSIHEHWS KOMaHAbl CTAHET aApec cepBepa nnaepa. Janblle Ham Hago
onpenennTb HoMep nHaekca ACl Heobxoaumoro ans cbpoca

$ consul acl bootstrap
Failed ACL bootstrapping: Unexpected response code: 403 (Permission denied: ACL bootstrap no

longer allowed (reset index: 635911))

N B KOHUe 3anunwem nHaekc cbpoca B pann cbpoca HavyaNbHOM 3arpy3kn (B HaWeM cilyyYae MHAOEeKC
OyoeT paBeH 635911

$ echo 635911 >> <consul-data-dir>/acl-bootstrap-reset

PesynbTaToM ByaeT cHpocC BCEX TOKEHOB 1 BO3MOXKHOCTb CO34aTb HOBbIN. O6a3aTeNbHO
3anuumnTe ero.

970 04eHb KpaTkuin 0630p consul ACL, notomy 4T0o Consul ACL — o4eHb obLunpHaa TeMa 1 nmeeT
MHO>XeCTBO BapMUaHTOB, HO Mbl PAaCCMOTPESIN TOJIbKO HEKOTOpPbIE acneKkTbl. Mbl 06cyannum, noyemy
koHcyn ACL BakeH ang 6e3onacHocTu KoHcya. Consul ACL cocTonT 13 ABYX YacTeN: TOKeHa n
NONINTUKW, FOe TOKEH UCMOb3yeTCA B Ka4eCTBE MexXaHM3Ma ayTeHTUdMKaLMN, a MONNTUKA
NCNONb3yeTCA B Ka4eCcTBe MexaHMn3Ma aBTopusaunm. Mol obcyamnnm 3arpysky consul ACL ¢ Hyns,
KoTOpas BkAoYaeT B ceba HECKONBLKO WaroB v npoBepok. Nonntuka Consul ACL npegHa3Ha4eHa
He ANa NpefocTaBsieHNa [OCTyna, a 419 OTKJIYEHUS UK 0TKa3a B AOCTYyMNe K pecypcy.
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